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The Locus Charter is a proposed set of common
international principles to support ethical and
responsible practice when using location data.

OUR VISION
A world where location
data is utilized for the
betterment of the world
and all species that live in
it.

WHO WE ARE
An international
collaboration of
governments,
organizations and
individual practitioners
seeking to ensure the
ethical & responsible use
of location data
throughout the world.

AUDIENCE
The Charter is written
for individuals and
organizations who use
location data or have
responsibility for
activities that create,
collect, analyze and store
location data.
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The Locus Charter proposes that wider, shared understanding of
risks and solutions relating to uses of location data can improve
standards of practice, and help protect individuals and the public
interest. We hope the Charter can improve understanding of risk,
so those can be managed, and the many benefits of geospatial
technologies can be realized for individuals and societies. “Locus”
is the Latin word for “place.”

WHY NOW?
Data about places and people in places has an
ever-increasing range of uses. One person
can be at the same time the user of a mobile
map, and the object of tracking in digital
mapping by many organizations they are not
aware of. The proliferation of mapping
serves many purposes, with diverse costs and
benefits, from street, up to city, national and
international scale. How the costs and
benefits from mass and multiple use of
location data are distributed is a new
dimension of power relations. Ubiquitous
digital mapping can serve individual
freedoms, but can also intensify imbalances
of power.
There is already widespread concern among the public, the media, governments
and professionals in many fields - about
potential negative effects from the data
ecosystems that now operate around us. It is
now clear that data-driven applications can
come with specific kinds of risks, including
of undue manipulation, discrimination,
opacity, and undermining personal privacy.

The field of data ethics is concerned with
identifying the risks and developing
mitigations, to support responsible use of
data.
Targeted
data
ethics
principles
and
guidelines can improve understanding of
rights, obligations and responsibilities, and
support better decisions. Ethical guidelines
are evolving for different contexts (eg
healthcare; online platforms), professions (eg
data scientist; researcher; manager), or
categories of data (personal medical; online
consumer; financial).
At present, there is no common set of
guidelines for responsible use of location
data. This is a serious gap. Ethical principles
are not new in mapping, but the number,
variety and accessibility of digital mapping
has created risks and opportunities that are
new in kind and scale. Users of location data
should have help to understand potential
harms from their activity, to manage risks,
and communicate how they make sensitive
decisions.

LOCUS
CHARTER
Geospatial technologies are developing
alongside Artificial Intelligence, the Internet
of Things, and Robotics. Users should be as
well informed about risks as users of those
technologies are increasingly expected to be.
The Geospatial Revolution is a major factor
in the latest wave of digital transformation
that is extending digital capabilities much
further into the physical world, and weaving
together on- and offline into new forms.
Both in terms of new capabilities and and of
new risks, considerations about X,Y,Z & T
may now require the same attention in data
ethics, as those around ones and zeroes
online have in recent years.
We can learn from data ethics development
in other fields, and adapt and develop those
to support use of location data. The
development of this Charter has been
informed by the extensive work already
done on data ethics in many fields.
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Many of the sources of potential harm
identified in other fields can occur in
relation to location data, including bias in
datasets, privacy intrusion, and misuse of
power imbalances in markets. But while the
examples are very useful, it is important to
recognize that risks relating to use of
location data can have impacts that are
specific to those uses, to people and to
places. To be followed around where you go
in the world has parallels with being tracked
around the internet, but it is not the same
thing. Also, while a lot of data regulation is
framed around the rights of individuals, use
of location data can affect groups of people,
including some already under pressures
relating to where they are, like refugees and
other migrants. Location data lends specific
powers,
which
can
imply
specific
responsibilities.
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LOCATION DATA AND ETHICS IN PRACTICE
We hope the Locus Charter will stimulate
discussion, debate, and a community of
commitment to ethics around location.
We believe that common understanding of
risks and potential solutions will help
geospatial data professionals make better,
more informed decisions. Discussions with
major sector groups and organizations and
our own work all suggest that geospatial data
professionals - like people in other data
sectors - believe in making applications work
better for society, but most have had
relatively little training on data ethics in
practice. In any case, the potential impacts of
uses of data change as more data and more
granular data becomes available. Our
experiences throughout the Benchmark
Initiative and EthicalGEO have been that
these professionals will value practical tools
and terms for understanding ethical
questions, resolving any conflicts and risks,
and informing their own decisions on what
responsible
practice
is
in
particular
situations.

Digitization and datafication are advancing
at speed, changing impacts and benefits in
new areas, and changing what is possible and
what is desirable. Converging technologies
are particularly hard to predict. Principles
and guidelines sometimes need to evolve
too. We hope that the Locus Charter can
deliver a useful stage in the evolution of
geospatial applications, and help to bring
together the parallel work being done on
good practice in different geospatial
application areas, and in different fora.
We believe that we can all make better
decisions if many perspectives from all
around the world are brought together in a
shared expression of what characterizes
responsible and informed professional
practice with location data.

Having access to the right data and at the right time is crucial to good
decision making. It is data that provides new levels of insight into our
past, present and future. For this reason, governments, businesses and
the community need to know they are using the most accurate and
authoritative data for planning, analysis, navigation and
visualization – good data underpins good decisions.
UN-GGIM Integrated Geospatial Information Framework
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REALIZE OPPORTUNITIES:
Location data offers many social and economic
opportunities should be realized responsibly.

benefits,

and

these

UNDERSTAND IMPACTS:
Users of location data have responsibility to understand the potential effects of
their uses of data, including knowing who (individuals and groups) and what
could be affected, and how. That understanding should be used to make
informed and proportionate decisions, and to minimize negative impacts.

DO NO HARM:

#3

#4

#5

Physical proximity amplifies the potential harms that can befall people, flora
and fauna. Data users should ensure that the individual or collective location
data pertaining to all species should not be used to discriminate, exploit or
harm. Rights established in the physical world must be protected in digital
contexts and interactions.

PROTECT THE VULNERABLE:
Vulnerable people and places can be disproportionately harmed by the misuses
of location data, and may lack the capacity to protect themselves. In these
contexts, data users should take additional care, act proportionately, and
positively avoid causing harm.

ADDRESS BIAS:
Bias in the collection, use, and combination of location datasets can either
remove affected groups from mapping that conveys rights or services, or
amplify negative impacts of inclusion in a dataset. Therefore care should be
taken to understand bias in the datasets and avoid discriminatory outcomes.
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MINIMIZE INTRUSION:
Given the intimate and personal nature of location data, users should avoid
unnecessary and intrusive examination of people’s lives and the places they live
in, that would undermine human dignity.

#6

MINIMIZE DATA:
Most business and mission applications do not require the most invasive scale
of location tracking available in order to provide the intended level of service.
Users should comply with practices that adhere to the data minimization
principle of using only the necessary personal data that is adequate, relevant
and limited to the objective, including abstracting location data to the least
invasive scale feasible for the application.

#7

PROTECT PRIVACY:
Tracking the movement of individuals through space and time gives insights
into the most intimate aspects of their lives. In the rare cases when aggregated
and anonymized location data will not meet the specific business or mission
need, location data that identifies individuals should be respected, protected,
and used with informed consent where possible and proportionate.

PREVENT IDENTIFICATION OF INDIVIDUALS:
As an individual’s mobile location data is situated within more and more
geospatial context data, its anonymity erodes, measures should be put in place
to prevent subsequent use of the data resulting in identification of individuals
or their location.

PROVIDE ACCOUNTABILITY:
People who are represented in location data collected, combined and, used by
organizations should be able to interrogate how it is collected and used in
relation to them and their interests, and appeal those uses proportionate to
levels of detail and potential for harms.

#8

#9

#10
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LOCATION SERVICE LIFECYCLE
Today a location service
rarely ends and disappears.
Instead it will continuously be
evolving and being improved.
But for each change you will
need to consider the ethics of
each of your decisions, tradeoffs and interactions and
whether this may result in
harms.

The reason this is shown as a
cycle is that regardless of
whether
a
project
is
completed or not, elements of
the work will almost always
continue on and decisions you
make can influence how. eg.
making location data openly
available or deleting.

2. Collect
3. Store /
Security /
Access

1. Plan

7. After
project /
phase
6.

4. Verify

6. Publish
/ Visualise

5. Process
/ Analysis

ORGANIZATION / PRACTITIONER PLEDGE
For information about joining the Locus Charter support community, please email
info@ethicalgeo.org.

