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LOCATION TECH TASK FORCE
By the American Geographical Society's EthicalGEO Initiative
and the Henry Luce Foundation

A ROAD MAP TO MOBILE LOCATION INTEGRITY IN THE
FACE OF COVID-19 AND BEYOND
BACKGROUND
In the face of COVID-19, people around the world have become acutely aware of the role mobile
location technologies could play in informing public health authorities about contact with known
infected individuals.

This has also led to broad concern for potential downsides of particular

solutions in an age of increased government and corporate surveillance.

For the first time,

complex ethical debates around mobile location technologies have really become top of mind for
many of us. Some concerns relate directly to combatting COVID-19, around how mobile location
technology can be effectively used without negatively effecting vulnerable communities – whether
through over policing, discrimination, their resistance to being monitored, or harmful turning of a
blind eye to their plight. Part of this new level of awareness involves concerns over second and
third order effects of mobile location technology-based contact tracing and enforcement regimes.
How will mobile location data derived from these solutions be reused for other purposes? How will
mobile location technology-based solutions be reapplied, appropriately or inappropriately, to the
next perceived crisis?

How will investments in mobile-location technology solutions during

COVID-19 ratchet up the continuously growing, if tentatively wickered-together, surveillance
apparatus that seems to be infiltrating every dimension of our lives? Many such issues, previously
only discussed within isolated niches of the technology and legal communities, are now something
citizens and consumers worldwide expect societies to resolve in their favor.

This effort of the

American Geographical Society (AGS), under the sponsorship of the Henry Luce Foundation, is a
humble attempt to begin the dialog.
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CONVENING AROUND POINTS OF COMMON CONCERN
Mobile location technologies are now everyday elements of digital life, and attention to them even
more so under concerns for the 2020 spread of the coronavirus. Proposed use of mobile location
monitoring and tracking has renewed questions about efficacy and ethical use of data collection,
data management, data security, and data retention; in short, about data privacy. Understanding
how electronic privacy affects individuals and populations differently depending on different
individual life circumstances as well as group identity becomes a civil and human rights problem.
Adequate responses have not developed as quickly as the questions, or as quickly as the
technological capacity has itself evolved. Without these answers, ethical governance of data
collection, security, management, and retention becomes problematic. How do we find balance
between necessary efficacy of mobile location technologies, the surveillance regimes in which
they may be put to use, and the data control required to ensure effective governance with threats
to privacy. Geolocation monitoring and tracking thus requires a serious and immediate concern
for ethical accountability. In all of this, establishing rules of the road for governance and integrity
of geolocation applications becomes an ethical problem of immediate concern for everyone
everywhere.
To attempt to understand this issue, the AGS, funded by the Luce Foundation, established the
Location Tech Task Force, under its existing EthicalGEO initiative. The Location Tech Task Force
convened ten panels of experts over the course of the Summer of 2020. Panels included a half
dozen deep discussions with experts on vulnerable publics in the US and internationally; legal,
national security, and state and local perspectives and experiences with mobile technology; and
issues of data quality and public trust in surveillance. Four leadership spotlight sessions further
addressed spatial tracking technology and digital contact tracing, locational privacy issues, and
human rights issues, all in the context of governance and coronavirus tracking. In a
complementary effort, the AGS worked with a diverse, international community of experts to draft
an international code of ethics, known as the Locus Charter, for the appropriate use of mobile
location tracking technologies, particularly when juxtaposed with the other foundational
geospatial data that provide the context from which we derive meaning from mobile location
data.

The Locus Charter builds on many existing charters for the ethical use of data and

technology, drawing out the specific issues around mobile location and geospatial technologies
that have thus far been neglected – despite their profound implications for modern society.
Arriving at a public ethical accountability position on employing mobile location technology for
surveillance that protects people and groups of people is an urgent task. How to deal with the
looming issues surrounding the surveillance state or corporate surveillance capabilities is unclear
– as is the potential role of non-profit trusts that might offer some unique role as a fiduciary. Any
solution would need to address the following points of concerns:
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POINT ONE: GEOLOCATION/MOBILE LOCATION
MONITORING AND TRACKING TECHNOLOGY IS
SIMPLE AND FEASIBLE
Digital technology capacity is so well developed today that we have an easy predisposition to
employ it to take advantage of existing investment and address virtually any problem of
geolocation monitoring and tracking surveillance. Think how big city police or the military use
triangulation to pinpoint gun shots, how probation officers monitor parolees with digital tracking
devices, or how Amazon tracks in realtime delivery of packages.

The urgency of our current

pandemic leads us quickly to put in place means for contact tracing to control epidemiological
spread of the coronavirus. Such locational monitoring and tracking can be as simple as cross
referencing GPS locations with Bluetooth on smart phones to display spatial clustering or simple
passing in the night to more sophisticated means as thermal capturing of temporal movement of
people, identifiable or not; or to combine thermal capture with exacting facial monitoring for
highly discrete tracking of every move of an individual. Digital mapping of activities monitored or
tracked can pinpoint hotspots, allowing immediate allocation of medical resources or to shut
down transmission routes. In short, contact tracing and simple mapping of contagion is
technologically feasible, even simple. Deployment of these technologies for a wide range of
commercial purposes and public sector missions has become something that can be done with
relative ease. Yet, the implications of their misuse are too complex and profound as to allow the
current level of unaccountable use to continue.

POINT TWO: GEOLOCATION IS A DIGITAL
TECHNOLOGY GOVERNANCE INTEGRITY MATTER
Geolocation must be considered a core governance issue within an open society. Any proposed
use of mobile geolocation surveillance for monitoring and tracking coronavirus, as via cell phone
location tracking or facial recognition at the simplest, must face public scrutiny with questions
about efficacy and ethical use of these factors as they relate to data collection, data management,
data security, and data retention. While contact tracing and mapping of contagion, infection, and
deaths, is technologically feasible, even simple, ensuring the integrity of data through control,
regulation, and truth-telling is anything but simple.
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Geolocation integrity starts with how the data will be put to use, who collects
the data, and who controls the platform where data are generated, processed,
and stored to determine the uses to which these data can and will be put.
Reasonable concerns arise regardless of whether these data are collected by
private sector platforms or public sector platforms. Legal prohibitions and
safeguards that might protect citizen and consumer location privacy, and the
other rights which can easily be infringed when location privacy is
compromised, are too often poorly defined or insufficiently constrained to the
task for which the original location data collection was authorized. We are
forced to grapple with complex issues of location data re-use, anonymization,
and the occasional need to retain and pass along non-anonymized mobile
location data. For some geolocation projects, data can by anonymized and
analysis focused on groups or cohorts. Group analysis, as with cross tabulations,
for instance, offers second and third order data uses, protecting individuals if
properly structured. In other cases, knowing who is represented in the data is
critical to controlling and regulating needed responses, as by contact tracers or
by doctors managing therapies in a pandemic.
In both group or individual statistical analysis using geolocation data, but
especially where one is identified individually, one can lose a sense of agency,
voice, or privacy and human rights. In such cases, one must be ever wary of
confirmation bias, or the tendency to process information by looking for, or
interpreting, information that is consistent with one's existing beliefs. This bias
should be of particular concern when the person or organization exercising
such confirmation bias has the power to police or to deny resources and
services to vulnerable communities. Biased approaches to decision making can
be largely unintentional and often result in ignoring inconsistent information
among individuals within a group. Existing beliefs can include one's
expectations in a given situation and predictions about a particular outcome.
Likewise one must not fall victim to the ecological fallacy, interpreting statistical
data that occurs when inferences about the nature of individuals are deduced
from inferences about the group to which those individuals belong; or said
another way, how to avoid assigning group generalizations to a group’s
individuals.
Beyond these issues, one must recognize that government response at any
scale cannot be independent of any other government. Borders are effectively
irrelevant and can lead to a chorological fallacy, when data are mapped to areas
or regions of unequal population size, distorting the similarity or difference
between them. Cooperation across borders is essential for ensuring data
integrity, including human rights and privacy.
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POINT THREE: GEOLOCATION IS ESPECIALLY AN
ISSUE OF INDIVIDUAL AND GROUP VULNERABILITY

Increased use of geolocation monitoring and tracking for public safety, whether by national, state,
or local governments, or even private concerns, is effectively policing. Policing has become a
visceral concern, even threat, for most anyone but especially for socially, economically, and
politically vulnerable populations. With these populations, governance especially needs to reflect
accountability without invasion of privacy to avoid even the appearance of potential of repression.
This is true in the face of all crises and emergencies, but particularly in the case of COVID-19
contact tracing. If marginalized groups for whom COVID-19-related geolocation monitoring could
help the most do not trust the process, they will be inclined to avoid having their location
information shared with authorities.
Whether viewed from the perspective of the vulnerable individual or group or from the perspective
of national security and sovereignty, geolocation data can be used to betray the most intimate
aspects

and

behaviors

of

individual

lives.

Even

as

disaggregating

data

according

to

sociodemographic characteristics can improve service delivery and assist with policy development,
it also creates risks for group privacy. Compromised privacy for quite variable group and individual
vulnerabilities to privacy of data collection and use exist with little attention to disparate or lifethreatening impacts. Furthermore, compromised privacy can stigmatize groups of people based
on the behavior or characterization of an individual, and vice versa. How geolocation data are used
to manage, control, even confine affects the daily lives of all of us.
Who is especially vulnerable? In many countries, simply living in an urban area makes one more
likely to be monitored or tracked. Examples of vulnerable populations identified in AGS panels
include ethnic, caste, or racial groups and other persecuted minority populations; religious groups;
foreign and guest workers who often live in close proximity; members of disability classes; women
and girls; LGBTQ members; intersectional groups such as LGBTQ guest workers; children; victims of
human trafficking; and those who may be revictimized for any other reason. Even unintended
consequences for such groups can follow from algorithm bias with respect, say, to triangulation or
to racial facial recognition, and lead to harassment, extortion, incarceration, false accusations,
violence, with harm extending to family members, co-workers, or neighbors.
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Location-monitoring apps and devices provide powerful
capabilities

to

governments

toexploit

and

repress

vulnerable populations, a situation exacerbated by the
recent global increase in authoritative governments.
Activist groups, for instance Black Lives Matter on the
one hand, or Proud Boys and Boogaloos on the other
may be viewed differently based on one’s ideological
position. Depending on the viewpoint, either might be
understood to undermine national security by someone.
Some 70 or more countries still criminalize same-sex
relationships and intimacy, and even unorganized
collections of activists, such as those who are labeled
antifa,

can

be

affected

by

repressive

governance

practices. With respect to geolocation for monitoring or
tracking

epidemiological

threats,

any

abuse

of

populations leads to lack of trust and will undermine
public health efforts by driving vulnerable populations
into hiding and out of necessary health care and
contagion control.

POINT FOUR: GEOLOCATION MONITORING AND
MOBILE LOCATION DATA SECURITY ARE AN
ETHICAL ACCOUNTABILITY MATTER
In all of this, establishing rules of the road for governance
and integrity of geolocation data applications becomes a
global

ethical

imperative.

Potential

for

misuse,

misapplication, miscommunication, and misinformation
is

immense.

Our

ability

to

find

uses

for

digital

surveillance continues to accelerate faster than the
ethical rules of the road on how we should use the
technology. And, we know that the rapidity with which
technology evolves especially exacerbates the ethical
problem of geolocational monitoring and tracking.
Privacy protections have either not been thought out or
have been deliberately overlooked. The question is not
solely what will government do with the data and
information

it

may

collect,

but

also

nongovernment entities use or misuse it?
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how

will

The beginning of accountability is the need to reorient our sense of mobile location tracking to
seeing people as having dignity, privacy, consent, and not be targets. For any geolocation strategy
to work to the benefit of those tracked, it must not be viewed as the enemy. To accomplish this
goal will require significant public debate and awareness and truth-telling and involve trusted
parties, or the issue of geolocation monitoring and data security will be disbelieved as much as the
discussion of cure and vaccines has been publicly treated in recent months in the US. From the
start, we must all be cognizant of the following questions:
What are the ethical and human centered design principles?
Who is developing the system?
How are the embedded biases managed and communicated?
What is the governance of the design and development?
What is the code of ethics or mobility data specifications used?
What are the governance principles? Who owns the data? Who has access
to the data? Can the data be deleted? How long is data retained before
deletion?

POINT FIVE: IF TRUST IS TO BE BUILT, WE REQUIRE AN
INTERNATIONAL CONVENING AROUND ETHICAL ISSUES
OF DESIGN, COLLECTION, CONTROL, MANAGEMENT,
AND RETENTION OF GEOLOCATIONAL DATA
NECESSARY TO BUILD A STANDARD OF
ACCOUNTABILITY AND AN AWARENESS FRAMEWORK
FOR GEOLOCATION MONITORING.
Development of a standard set of policies and processes for geolocational monitoring should be
people-centric, purpose and privacy driven, participatory, and professionally accountable, and it
must address the data services lifecycle. To accomplish this end, how shall location monitoring,
including tracing, recording, and use be governed? How shall location monitoring be designed
with human rights and civil liberties in mind? How shall location monitoring that respects the
human rights and dignity of the individual avoid confirmatory bias and the ecological fallacy? Can
we collectively arrive at a universal default position that achieves all of these ends?
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CONCLUSION
In the face of COVID-19, it is imperative that we build and implement a geolocation monitoring
system of some sort, to counter the contagion. Collectively we must define a community standard
that ensures ethical governance of the process that starts with ethical design and addresses
ethical collection, management, and retention of mobile location data about people and their
lives. This is not only needed to conquer COVID-19 but also to be prepared for the next, inevitable
exigency that societies will face. If there is to be public trust in such a capability, it is imperative
that a location governance process be put in place that is transparent and accountable, and which
offers recourse to those who can be harmed – particularly the most vulnerable among us. These
convenings by the American Geographical Society’s Location Tech Task Force laid a foundation for
this discussion, but much more dialog is needed amongst leaders and citizens from every sector
of society and all walks of life.
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APPENDIX A - THE LOCUS CHARTER
The American Geographical Society’s EthicalGEO Initiative, in partnership with Geovation’s
Benchmark Initiative have partnered to develop the first international charter for the ethical and
responsible use of location data – called the Locus Charter. Thanks to the sponsorship of Omidyar
Network and the Henry Luce Foundation, this team was able to engage experts from each region
of the world to garner their perspectives on the ethical and responsible use of location data, to
shape a charter that could be widely endorsed and adopted by organizations and professionals
that are part of the production, processing and use of location data. What follows is the preamble
to the evolving Locus Charter which is currently out for review by a larger, and increasing variety of
expert networks around the world.
Geospatial data technologies are becoming more powerful, more effective, and more accessible.
New technological capabilities, as we have seen over the last twenty years of the internet, create
new risks and potential harms, as well as benefits. Currently, users of location data have no
common guidance to use, to understand where their actions could generate potential harms and
risks, and how to mitigate those.
The Locus Charter proposes that common, international guidance on potential risks relating to
using location data can improve standards of practice, help to protect users of data, individuals
who could be affected, and collective public interests, while capturing the benefits of geospatial
technologies.
Why now?
Data about places and people in places is being applied to an ever-growing number of uses. One
person is often the user of a mobile map and at the same time the object of tracking in digital
mapping by organisations they are not aware of. There can be many purposes and potential costs
and benefits in play, multiplied up to city, national and international scale. How costs and benefits
from mass and multiple use of location data are shared out is a new dimension of power relations,
adding to and sometimes exacerbating existing imbalances of power.
The public, the media, governments and professionals in many fields are all becoming more
aware of harms that can result from actions in the multifarious data ecosystems that now operate
around us. The growing field of data ethics is concerned with responsible and sustainable use of
data in the interests of people and society. It is now clear that data-driven applications can come
with specific kinds of risks, including of undue manipulation, discrimination, opacity and
undermining personal privacy. Data ethics is probably most advanced and (at present) most
urgently explored in relation to online activities, including influencing. However, as data
applications are used in more and more sectors, principles and practice are being developed to
guide other sector- and technology-specific applications.

Focused data ethics principles and guidelines can improve understanding of rights, obligations
and responsibilities, and so support better decision-making. Dedicated ethical guidelines inform
decisions in domains (eg rights relating to data and affected by applications of data); sectors (eg
telecoms), professions (eg data scientist), or categories or descriptions of data (location, personal).
In this broader context of greater demand for practical ethical tools, users of location data should
have the tools and the language to explore and discuss the potential harms that could emerge
from their activity, to manage risks, justify methods, and explain how they make decisions. Ethical
questions about geography and geospatial activities have been raised in the past. However, the
complexity and multiplicity of location data applications now possible has created risks and
opportunities that are different in kind and scale.
Data ethics guidelines and codes have been developed in many fields and for certain categories of
data. In some areas (eg health data) common principles are relatively mature and developed. In
others, eg Artificial Intelligence, there is a lot of activity, but consensus has yet to develop. Personal
internet data is another category where we see very lively debate about social and ethical risks.
Location data has been noted as an important category of identifying personal data, and as a
potential driver of inequalities in specific fields, including international development. However, so
far, we are not aware of a common set of ethical principles that help to explore and address risks
across applications of location data.
We can learn from data ethics development in other fields, and ensure that in future, specific
issues relating to location data are properly considered as part of the wider data ethics landscape.
Location data and ethics in practice
We hope the Locus Charter will stimulate discussion, debate and the development of guidelines
and principles, in the firm belief that people working with geospatial technologies should
recognise the potential impacts of capabilities now enabled by those technologies, and should
promote good data ethics and practice in their fields. We see this as an essential part of delivering
the benefits these technologies offer, and increasing recognition of geospatial applications
among other mature enabling digital technologies.
We believe that common understanding of risks and potential solutions will help geospatial data
professionals make better informed decisions. We also believe that the wider public, in many
different ways subjects of location data applications, will benefit from common terms and
principles for interrogating how location data is used, and where necessary holding data users to
account.

We note that geospatial data professionals - like people in other data sectors - have a strong
commitment to making applications work better, but most had relatively little training on data
ethics in their field. In any case, the potential impacts of uses of data have changed enormously as
far more data and more granular data has become available. Our experience in Benchmark has
been that these professionals will value practical tools and terms for understanding ethical
questions and resolving questions and conflicts.
Practical guidelines have to include acknowledgement that contexts and technologies continue
to evolve. Digitisation and datafication continue to move at speed, changing impacts and benefits
in new areas, and changing what is possible and what is desirable. It is unlikely that we can now
anticipate accurately and in detail the potential challenges and opportunities that might emerge
from the nexus of Artificial Intelligence, the Internet of Things and geospatial technologies a
decade into the future, any more than the impacts of social media manipulation were understood
a decade ago. The speed of change is part of the challenge to making good decisions.
We believe that we can all make better decisions if many perspectives from all around the world
are brought together in a shared expression of what characterises responsible, informed
professional practice with location data.

APPENDIX B - INITIATIVES SPOTLIGHT
During the course of conducting the Location Tech Task Force, a variety of interesting initiatives
were identified that deserve further attention, if we are to institute a more ethical regime for the
use of mobile location technologies in response to COVID-19 and future crises. These include:
1) Surveillance Ordnances
The Location Tech Task Force was pleasantly surprised to see the progress that has
been made in the establishment of a municipal “Surveillance Ordnance,” with Seattle
issuing the first. Such an ordnance recognizes the value of various technologies that
help cities and their citizens understand what is going on across their various
neighborhoods, in particular within the right of way. However, they also work to
make the introduction of any new surveillance technology, particularly those that can
track individuals through space and time, a process that is transparent,
democratically accountable, and that offers recourse to those harmed. These do this
with an eye toward vulnerable communities.

How to institute such surveillance

ordnances in every city should be actively discussed.
2) Data Reuse
While it was no surprise that there is a vast gray market for selling mobile location
data, the Location Tech Task Force was taken by the ease with which seemingly
anonymized data is often quickly resolved to real world individuals, thereby
compromising their location privacy. At the crux of this disturbing trend is the issue
of ‘data reuse’. Whether in commercial terms of service, or in the rules governing a
public sector program, there is some expectation that the mobile location data
gathered about our daily lives will only be used for its original purpose. COVID-19
raised a valid set of questions about authorities’ ability to reuse certain mobile
location data in order to combat pandemic.

What was clear is that there is a

proliferation of use cases where such data is being reused with no real rules
protecting individuals, and these data are increasingly being purchased by
governments as finished goods, and being applied to policing and the provision or
denial of public services. The work by the GovLab at NYU on issues of data reuse
should be followed closely. Of course, if data is not retained, it cannot be reused – for
good or for ill.

And, limiting the amount of data retained, and the period of its

retention, is one way to limit its misuse.
3) Public Trust for Location Data
In the face of increasing concerns over an ever expanding surveillance state and ever
more intrenched corporate surveillance, there is an increasing appetite for
independent, non-profit frameworks that can fill the void between business,
government, and traditional nonprofits. Building tools that empower individuals to
take control of the use of their data, particularly mobile location data about the most
intimate aspects of their lives, requires the construction of a new kind of

public trust.

In the context of COVID-19, the Commons Project, with its

CommonPass, is working to demonstrate a public trust framework for sharing
verified spatial-temporal location data tied to an individual's tested health status
across international borders. This limited scope is itself a mammoth undertaking,
and will no doubt offer lessons learned for how a public trust might be set up for
mobile location data and geospatial data more broadly, to address a much wider
collection of fields of use.
4) No Tech For ICE
The Location Tech Task Force heard testimony from a number of experts with
concrete examples of the abuse of mobile location data by authoritarian regimes
around the world, to the detriment of the most vulnerable communities. The Task
Force also heard testimony about similar scenarios within the United States, within
particular agencies’ purviews, where the use of inappropriately or illegally accessed
mobile location data led to the problematic policing of vulnerable communities in a
way that offered them no legal recourse. Given the political insulation that such
agencies currently enjoy, the approach embraced by advocates was a public name
and shame campaign against those technology and data providers at the core of
their mobile location technology implementations. This is an interesting civil society
initiative targeted at commercially punishing corporate surveillance capabilities that
are contributing to the surveillance state in unaccountable ways. Such initiatives are
to be watched, as they evolve, as a potentially powerful form of collective action
against

unchecked

corporate

and

government

misuse

of

mobile

location

technologies.
5) Location Privacy Law
There is a ton of movement around location privacy law. Proposition 24, which is
formally called the Privacy Rights and Enforcement Act Initiative, was a California
ballot proposition that appeared on the ballot for the general election on November
3, 2020. It amends the California Consumer Privacy Act to extend citizen’s “opt out”
rights to cover categories of sensitive data that cover political affiliation, sexual
orientation, health, and location data. This is not particularly ground breaking since
location data in almost every context (e.g, telecommunications carriers, consumer
controls, etc.) is already “opt in”. However, when it passed, this became the first time
geolocation is called out in a privacy act as a form of sensitive data. This creates a
higher bar than the CCPA, and the new bar for any similar federal law. There have
been location privacy bills introduced in Maryland and Illinois that have included an
“opt in” provision that would raise that bar, but they did not pass. Another is currently
circulating in Washington State.

The use of mobile location data in response to

COVID-19 has become a major issue, and has driven a lot of debate around the use of
location data at a local level for public health, and concerns over the lack of location

data governance at a local level, and the implications for its repurposing for law
enforcement, taxation, immigration, and other local functions. Also, both the Senate
Commerce Committee’s Chairman and Ranking member have introduced bills that
include geolocation as a category of sensitive data that requires “opt in”, and these
bills could become vehicles for these considerations at a federal level.

These

initiatives are to be watched, and should be rallying points for anyone concerned
about the broader implications of location privacy for democracy, ethics and public
trust.

APPENDIX C - EVENTS AND GUESTS

Vulnerable Publics: International
On Friday, July 10, 2020, this Blue Ribbon
Panel of the Location Tech Task Force
focused on the impact that new mobile
location
technologies,
and
related
policies are having on vulnerable
communities around the world during
COVID-19.
This included a forward
looking discussion in to what some of the
unanticipated 2nd and 3rd order effects
of these actions may be in the future. The
most vulnerable societal groups are often
subject to over-policing, under-service,
and systematic denial. The conversation
looked at how human rights can be
protected as mobile-based surveillance
strategies continue to develop.

Human Rights, Technology, and Governance during COVID-19:
A Conversation with Hon. Samantha Power

Hon. Samantha Power
Former U.S. Ambassador
to the United Nations

On Wednesday, July 15th, this Leadership
Spotlight of the Location Tech Task Force
featured Ambassador Samantha Power, a
noted champion for human rights,
discussed her views on how various
location technologies—used to fight
COVID-19—could
have
negative
consequences for human rights. In a wideranging
conversation,
Ambassador
Power’s
experience
as
the
U.S.
Ambassador to the United Nations and
Member of the National Security Council
formed the basis for her views on the
implications of new technologies for
democratic governance and the rights of
vulnerable groups.

Vulnerable Publics: USA
On Friday, July 17th, this Blue-Ribbon
Panel of the Location Tech Task Force
convened experts to discuss the ethical
implications of mobile location technology
on America’s most vulnerable publics in
the era of COVID-19 and beyond. Many of
the United States’ most marginalized
communities are being made more
vulnerable by the introduction of new
technologies and policies to combat the
coronavirus.
Our
panel
of
experts
discussed the impacts of mobile location
technology on Black lives, immigrant
communities, and others living in the
United States.

Ms. Jacinta González

Ms. Paromita Shah

Senior Campaign Organizer
Mijente

Executive Director
Just Futures Law

Dr. Charlton McIlwain
Vice Provost For Faculty
Engagement and Development;
Professor of Media, Culture, and
Communication
NYU

National Security Perspectives on Location Surveillance
and the Future of Democracy

Mr. Robert Cardillo

Hon. Susan Gordon

President,
The Cardillo Group

Former Principal Deputy Director,
Office of the Director of National
Intelligence

Mr. Chris Inglis

Lt. Gen. Vincent Stewart

Former Deputy Director,
National Security Agency

Former Director,
Defense Intelligence Agency

On Tuesday, July 28th, this Blue-Ribbon Panel
of the Location Tech Task Force discussed
perspectives from hard learned lessons in the
U.S. national security community about the
appropriate and inappropriate use of mobile
location tech based surveillance within a
democratic republic - as we grapple with its
proper use for bio-surveillance in the face of
COVID-19.
Based on their broad based
experiences from decades as national security
leaders, these panelists provided participants a
useful conceptual toolbox for grappling with
this complex set of issues.

State and Local Experiences with Mobile Location
Tech: Past, Present, and Future
On Tuesday August 4th, this Blue-Ribbon Panel of the
Location Tech Task Force brought together leaders from
state and local jurisdictions to explore the complex set
of issues surrounding the appropriate use of mobilelocation technologies in response to COVID-19 and
beyond. Since the “on the ground” experience with
contact-tracing and other forms of mobile location
technology is most often a state or local initiative, it is
critical that citizens learn how leaders, from these
different jurisdictional scales, have thought to share
information, act on information, and protect citizens
with this information in thoughtful and innovative ways.
How they have navigated the many multi-scalar issues,
with overlapping jurisdictions, each with different legal
authorities, and resource profiles, is key to
understanding how mobile location technologies will
manifest as helpful or harmful tools as we combat
COVID-19, or in future surveillance scenarios.

Ms. Meghan Cook
Program Director
Center for Technology in
Government, SUNY Albany

Ms. Kate Garman

Dr. Jeanne Holm

Senior Associate
Cityfi

Chief Data Officer
City of Los Angeles

Data Quality and Building Trust: False Negatives, False
Positives, and Policing/Surveillance

Mr. Albert Fox Cahn

Dr. Hyeong-Ah Choi

Executive Director
Surveillance Technology
Oversight Project

Professor of Computer Science
George Washington University

Ms. Faine Greenwood

Dr. Julie Stoyanovich

Humanitarian Technology
Author

Asst. Professor of Computer Science,
Engineering and Data Science
New York University

On Thursday, August 6th, this Blue-Ribbon Panel of
the Location Tech Task Force convened data experts
with insights on how data quality can affect the
ethical outcomes associated with location-based
contact tracing solutions, and brainstorm ways to
build and maintain trust in systems premised upon
the use and sharing of location data. What can’t be
measured can’t be managed. And, when it relates to
location, what can’t be mapped can’t be measured.
But, in the world of digital contact tracing, false
negatives and false positives can have a way of
unintentionally throwing people into targeted or
overlooked populations. While many are willing to
trade privacy for security, this abstract willingness
erodes as people’s trust in the fairness and
effectiveness of the underlying system erodes. Any
lack of transparency, accountability, and a reliable
form of recourse can further exacerbate this lack of
trust.

Digital Contact Tracing Tools
On Friday August 7th, this Research Spotlight of the
Location Tech Task Force featured Lauren Zabierek and
Maria Barsallo Lynch of the Belfer Center for Science and
International Affairs at Harvard Kennedy School of
Government having recently released their report
‘Considerations for Digital Contact Tracing Tools for COVID19 Mitigation: Recommendations for Stakeholders and
Policymakers’. During this one hour conversation, we
discussed the benefits and challenges surrounding digital
contact tracing, as well as frame the dialogue on various
proposed solutions to the current health, social, and
economic crises. Lauren and Maria are working on the
promotion for the creation of a National Coordinating and
Convening Body to address common challenges, scale
policy decisions, and implement technical solutions to
enhance digital contact tracing efforts.

Ms. Lauren Zabierek
Executive Director, Cyber Project
Harvard Kennedy School's Belfer Center

Ms. Maria Barsallo Lynch
Executive Director, Defending Digital
Democracy Project
Harvard Kennedy School's Belfer Center

Technology and LGBT+ Location Privacy during COVID-19:
A Coversation with Mr. Victor Madrigal-Borloz

Mr. Victor Madrigal-Borloz
United Nations Independent Expert on protection
against violence and discrimination based on sexual
orientation and gender identity

On Tuesday, August 18th, this Leadership
Spotlight of the Location Tech Task Force
features Mr. Victor Madrigal-Borloz from the
United Nations Human Rights Commission To
discuss the ethical implications of mobile
location
technologies
for
the
LGBT+
community, internationally, during an era of
COVID-19 and beyond. Mr. Madrigal-Borloz
discussed different technology programs and
policies in countries around the world, and their
impacts on safe spaces, with a focus on those
who
traditionally
persecute
LGBT+
communities.

Legal Perspectives on Mobile Location Technology
during COVID-19

Ms. Stacey Gray

Mr. Kevin Pomfret

Senior Counsel
Future of Privacy Forum

Partner
Williams Mullen

Mr. Jacob Snow
Technology & Civil Liberties Attorney
ACLU of Northern California

On Friday, August 28th, this BlueRibbon Panel of the Location Tech Task
Force convened leading legal experts
around theIr perspectives on how the
law is evolving to address the use of
mobile
location
technologies
in
response to COVID-19, and beyond.
The panel primarily focused primarily
on the US legal context of overlapping
and often contradictory national, state
and local legal approaches to these
issues. With issues of location privacy
playing a prominent role in the
discussion, the panel addressed a
wider range of legal issues surrounding
location and geospatial data .

Tracking Movement through Space during COVID-19 and
Beyond: Leadership Spotlight with Dr. Mei-Po Kwan
On Tuesday, September 8th, this
Leadership
Spotlight
featured
a
conversation with Dr. Mei-Po Kwan, ChohMing Li Professor of Geography and
Resource Management and Director of
the Institute of Space and Earth
Information Science at the Chinese
University of Hong Kong. During this
spotlight, Dr. Mei-Po Kwan explored the
ways in which location data analysis has
aided in the fight against COVID-19 and
predicted how such data will be used for
future public health and safety challenges.
She also discussed privacy issues with
location data, spatial and contextual
uncertainty within GIS applications, and
what measures the Chinese University of
Hong Kong has taken to curb the spread
of the disease.

Dr. Mei-Po Kwan
Professor of Geography and Resource
Management
Chinese University of Hong Kong

