
 

WEBVTT 
1 
00:00:29.664 --> 00:00:31.015 
All right John, let's get started. 
2 
00:00:33.265 --> 00:00:39.445 
Good afternoon everyone. On behalf of the American Geographical Society Council, our 
members and the staff, 
3 
00:00:39.475 --> 00:00:42.744 
it's my pleasure to welcome you to the special Leadership Spotlight 
4 
00:00:43.229 --> 00:00:43.710 
focused 
5 
00:00:43.704 --> 00:00:44.875 
on Digital Contact, 
6 
00:00:44.875 --> 00:00:46.795 
Tracing Tools with Ms. 
7 
00:00:46.795 --> 00:00:52.225 
Maria Barsallo Lynch, who is the Executive Director of the Defending Digital Democracy 
Project at Harvard 
8 
00:00:52.284 --> 00:01:00.174 
Kennedy School’s Belfer Center and Ms. Lauren Zabierek, who is the Executive Director 
of the Cyber Project, also at the Belfer Center. 
9 
00:01:01.020 --> 00:01:09.084 
To those of you participating in the conversation on WebEx and those that are 
watching our livestream on Facebook, it's great to have you joining us this afternoon. 
10 
00:01:10.224 --> 00:01:24.055 
We are proud to partner our EthicalGEO initiative with the Henry Luce Foundation to 
investigate the societal implications of geospatial technology and location tracking. 
Mobile location-based applications 
11 
00:01:24.295 --> 00:01:31.525 
have become ubiquitous in our society. As all of you know, they have changed the way 
we live our lives in a very short period of time. 
12 
00:01:32.454 --> 00:01:44.995 
There are, however, problematic and unanticipated effects of using this technology. To 
better understand the ethical implications of its use, we have provided this platform to 
frame the discussion and to address these issues as 



 

13 
00:01:45.084 --> 00:01:48.084 
they are already impacting our lives on a daily basis. 
14 
00:01:49.254 --> 00:01:59.575 
COVID-19 has put a spotlight on the concept of using mobile tracing and surveillance to 
fight the pandemic. Around the world, the utilization of this technology to fight 
15 
00:01:59.575 --> 00:02:10.794 
the coronavirus is being employed to various degrees, and already governments and 
people worldwide are faced with the issue of compromised privacy and what that 
means as we go forward. 
16 
00:02:11.905 --> 00:02:23.875 
Over the past several weeks, we have convened five Blue-Ribbon Panels and looked at 
the ethical implications of mobile location technology, and the impact on both 
vulnerable publics from an international perspective, 
17 
00:02:24.240 --> 00:02:36.235 
and from the unique American experience. In addition, we had a panel of national 
security leaders, who focussed on mobile tracing technology and its use in national 
security and the impact on democracy. 
18 
00:02:37.074 --> 00:02:46.495 
And this past week, we heard from state and local leaders who shared their invaluable 
experiences with us, and from experts on the issue of data quality and building trust. 
19 
00:02:47.784 --> 00:03:01.314 
In the case of all of the panels, the discussions were eye-opening and extensive. We also 
have the opportunity to hear from Ambassador Samantha Power in a Leadership 
Spotlight session, and she added the human rights aspect of the use of mobile 
technology. 
20 
00:03:02.485 --> 00:03:12.564 
Today, we turn our focus towards what has already become one of the seminal studies 
investigating the use of digital contact tracing tools, being used to combat the 
pandemic. 
21 
00:03:13.284 --> 00:03:21.025 
The findings of this study are sure to service the base of information and data that 
policy makers will use to help guide us in the future. 
22 
00:03:22.615 --> 00:03:32.664 
Before we move on, I'd like to explain to those of you on our WebEx platform, the best 
way to get the most out of today's discussion. For those viewing on a desktop computer 
or laptop, 



 

23 
00:03:32.995 --> 00:03:44.425 
we recommend that you customize your viewing by hovering the mouse in the top 
right of your screen and selecting the icon in the middle. From the three options 
shown, please select ‘grid view’ for optimal viewing. 
24 
00:03:45.504 --> 00:03:55.014 
During our Q and A session later, to ask a question, hover your mouse under the arrow, 
and click on the question mark icon in the gray bar at the bottom of your screen. 
25 
00:03:56.305 --> 00:04:06.625 
For those of you that are using a tablet or mobile device, select the icon with the three 
dots, which will then allow you to select the question mark icon to submit your 
questions to our panelists. 
26 
00:04:07.884 --> 00:04:22.644 
And now, it is my pleasure to introduce Dr. Marie Price, the President of AGS, and our 
moderator for today's session. Ms. Maria Barcello Lynch and Ms. Lauren Zabierek, 
welcome to all of you. Marie, we're looking forward to your conversation. 
27 
00:04:24.475 --> 00:04:33.954 
Thank you John, and thank you so much our speakers and welcome to our listeners out 
there. I'm going to give a brief introduction to our speakers. 
28 
00:04:34.254 --> 00:04:47.095 
We have some prepared questions and we hope to allow for some questions towards 
the end of our hour. Both of our speakers come from the Belfer Center for Science and 
International Affairs at Harvard’s Kennedy School. 
29 
00:04:47.875 --> 00:04:53.814 
Maria Barsello Lynch is the Executive Director of the Defending Digital Democracy 
Project. 
30 
00:04:54.444 --> 00:05:05.754 
She brings a background in politics and the cross-section of cyber security and 
technology with a focus on providing solutions and tools to keep democratic processes 
safe. 
31 
00:05:06.444 --> 00:05:17.845 
She has worked in the non-profit and government sectors, including as a legislative 
fellow to U.S. Senator, Richard Blumenthal. Born in Panama, Maria holds degrees from 
Colorado College and Harvard. 
32 
00:05:19.074 --> 00:05:30.324 



 

Our second speaker, Lauren Zabierek, is the Executive Director of the Cyber Project at 
the Belfer Center. She has served as an Intelligence Officer in the United States Air 
Force. Later, 
33 
00:05:30.324 --> 00:05:36.444 
she was a Civilian Intelligence Analyst with the National Geospatial-Intelligence Agency 
for six years. 
34 
00:05:36.925 --> 00:05:46.764 
And after leaving NGA, she has joined the cyber security threat intelligence startup, 
Recorded Future, and was instrumental in building its public sector business practice. 
35 
00:05:47.185 --> 00:05:52.795 
She joined the Belfer Center after completing a mid-career MA with the Kennedy 
School in 2019. 
36 
00:05:54.115 --> 00:06:08.095 
Ladies, as you probably know this spring we convened, we've been involved, this 
summer actually, in bringing together people who can inform us about the use of 
location tracking. 
37 
00:06:08.725 --> 00:06:19.404 
And we know that this spring you convened a working group that brought together 
partners from technology and different levels of government, to fight COVID-19 in the 
U.S. 
38 
00:06:19.435 --> 00:06:26.634 
And we are happy to note that one of our earlier panel panelists, Sue Gordon, also 
served in your working group. 
39 
00:06:28.074 --> 00:06:41.245 
The group produced a report titled ‘Considerations for Digital Contact Tracing Tools for 
COVID-19 Mitigation: Recommendations for Stakeholders and Policymakers’. In order to 
get our audience up to speed, 
40 
00:06:41.245 --> 00:06:50.095 
I welcome you to do a brief presentation about your key findings and 
recommendations before we go into questions. So it's all yours. 
41 
00:06:56.935 --> 00:06:58.254 
Thank you so much for having us. 
42 
00:07:00.774 --> 00:07:14.605 
Hi everyone, we just wanted to thank everyone for having us on the panel today to 
discuss our report, as well as our considerations for digital contact tracing tools that we 
pulled together. As Dr. 



 

43 
00:07:14.605 --> 00:07:24.595 
Price mentioned, after this particular working group, we wrote this report and really 
convened the working group because we saw 
44 
00:07:25.884 --> 00:07:32.904 
a lot of different efforts in this space to use technology to track and help mitigate 
COVID-19 
45 
00:07:32.904 --> 00:07:41.095 
and so, we just wanted to ask questions of various stakeholders from the federal 
government, through technologists, 
46 
00:07:43.254 --> 00:07:47.334 
through other tech experts 
47 
00:07:47.334 --> 00:07:47.845 
et cetera, 
48 
00:07:47.845 --> 00:07:55.014 
to really understand what this space was, and what we ended up with was this 
particular report on digital contact tracing. 
49 
00:07:55.735 --> 00:08:06.295 
There are a number of other technologies that we discussed, but we decided to focus 
on the digital contact tracing aspect of it. Maria, did you want to mention anything? 
50 
00:08:08.154 --> 00:08:17.634 
I think we just feel incredibly lucky to have been able to have that initial conversation at 
a time where everything seems so new, you know? 
51 
00:08:17.634 --> 00:08:30.805 
We had been in conversations in March where the idea of something like digital 
contact tracing seemed very far off and is now a very real potential solution in the 
mitigation efforts against COVID-19. 
52 
00:08:31.134 --> 00:08:41.215 
So it's been great to have these conversations and then also to see how other 
collaborators of experts are thinking about working on this, are advising decision 
makers too. 
53 
00:08:41.215 --> 00:08:54.534 
So, we hope that this report makes it really accessible to both understand the 
technology that's being considered and the implementation realities and we also 
welcome your feedback for things that are helpful to better understand. 
54 



 

00:08:57.174 --> 00:09:05.815 
Absolutely. Next slide please. We just went through who we are so we can go ahead 
and skip this slide. 
55 
00:09:07.799 --> 00:09:22.284 
Okay, so a lot of people on this particular call might not even know what digital contact 
tracing is. We certainly didn't prior to actually pulling together the work group, and 
then doing the research for the actual report. 
56 
00:09:23.125 --> 00:09:23.934 
But essentially, 
57 
00:09:23.934 --> 00:09:27.595 
the digital contact tracing piece is really the use of technology, 
58 
00:09:28.615 --> 00:09:32.039 
whether that's through someone’s cell phone or, 
59 
00:09:32.095 --> 00:09:32.304 
you know, 
60 
00:09:32.304 --> 00:09:34.075 
we've seen the use of, 
61 
00:09:34.375 --> 00:09:34.554 
like, 
62 
00:09:34.554 --> 00:09:40.794 
bracelets or pendants or something like that, as well as the software application, or in 
the case of Google 
63 
00:09:40.794 --> 00:09:50.575 
and Apple API, an operating system modification, and then there's a whole back-end 
needed to have this be functional. 
64 
00:09:50.995 --> 00:10:01.345 
And that helps either track location and or proximity to another device, which serves as 
a proxy for another human to notify for a potential exposure. 
65 
00:10:01.914 --> 00:10:13.914 
Maria? Thanks. Yeah, sorry, I was just un-muting myself. 
66 
00:10:14.365 --> 00:10:22.044 
And Lauren, please redirect as well. One thing that we felt incredibly important to 
stress, 
67 



 

00:10:22.044 --> 00:10:23.394 
not only throughout this report, 
68 
00:10:23.394 --> 00:10:30.235 
but also throughout our conversations, is that the idea and the methods behind usual 
contract tracing, 
69 
00:10:30.235 --> 00:10:37.644 
which we'll talk about in just a moment, are really in an effort to support and 
supplement manual contact tracing efforts. 
70 
00:10:38.215 --> 00:10:44.424 
They're not intended to replace them, or we don't think it would be successful, if that's 
the intent. 
71 
00:10:45.024 --> 00:10:57.144 
We really stress a collaborative and coordinated approach in employing digital contact 
tracing methods and whether it's digital contact tracing or manual contact tracing, 
72 
00:10:57.144 --> 00:10:59.424 
as we are seeing with reporting, 
73 
00:10:59.815 --> 00:11:13.524 
it is incredibly important that testing and the accuracy and availability of testing 
continue to be a solution that is being focused on because manual contact tracing or 
digital contact tracing won't be effective  
74 
00:11:13.554 --> 00:11:15.445 
if testing is not effective. 
75 
00:11:19.705 --> 00:11:33.504 
And we'll go ahead and go to the next slide. So, before we dive into the technology, we'll 
give a quick 101 about some of these methods. We just wanted to highlight upfront that 
76 
00:11:34.554 --> 00:11:49.075 
both the challenges and opportunities that digital contact tracing methods are raising 
questions around. You might hear in some of these conversations, is it even worth 
doing? Will it work effectively? 
77 
00:11:49.375 --> 00:12:00.085 
I will talk a little bit about why those questions exist, but generally we've highlighted 
here, we think, some of the greatest challenges for digital contact tracing being 
effective. 
78 
00:12:00.715 --> 00:12:14.575 



 

We'll talk a bit during this presentation about privacy and what privacy considerations 
there are, not only within application development but how data is stored and utilized. 
79 
00:12:15.475 --> 00:12:25.284 
There are really kind of interesting nuances there. And then we talk a little bit about the 
security of handling this data of setting up certain systems. 
80 
00:12:26.274 --> 00:12:34.855 
In both methods there are going to be different systems that you will need to, kind of, 
think about setting up and processes to support those systems, both, 
81 
00:12:35.159 --> 00:12:48.715 
whether it's hardware focussed or people focused. So really having clear standards 
around security will be important, and we'll talk about that a little bit further. Lauren, 
would you want to add to, especially the security element? 
82 
00:12:50.184 --> 00:13:04.794 
Yeah, absolutely. So, you know, there are kind of two aspects of this, you know, both 
from within the app environment, but then also, when any data, sort of, leaves either 
the solutions and is utilized by the manual contact tracers. 
83 
00:13:05.875 --> 00:13:07.195 
But overall, 
84 
00:13:07.375 --> 00:13:07.825 
you know, 
85 
00:13:07.975 --> 00:13:12.144 
we know that this data would be a very attractive target for 
86 
00:13:12.955 --> 00:13:13.855 
cyber actors, 
87 
00:13:13.855 --> 00:13:15.654 
whether criminal, nation, state, 
88 
00:13:15.654 --> 00:13:19.345 
et cetera, and so, we talked a little bit about 
89 
00:13:19.375 --> 00:13:25.164 
the trust and buying aspect, and as states are thinking about setting up these 
programs, 
90 
00:13:25.375 --> 00:13:32.154 
they really have to take into account the security of this data and especially throughout 
the years, 



 

91 
00:13:32.154 --> 00:13:35.274 
and even through last year, states 
92 
00:13:35.274 --> 00:13:44.215 
and the data that they hold and try to secure has been a real target, especially in the 
ransomware market. 
93 
00:13:44.215 --> 00:13:49.254 
So definitely, a really important consideration for states. 
94 
00:13:51.384 --> 00:13:55.945 
The systems, for instance, really need to be worked out as well. 
95 
00:13:56.875 --> 00:14:08.754 
So we'll talk a little bit about this and, you know, especially in the Google and Apple 
solution, but, you know there's a call for these decentralized servers, 
96 
00:14:08.784 --> 00:14:15.144 
and while that is very privacy preserving, that also creates mobility challenges and so 
Maria 
97 
00:14:15.144 --> 00:14:29.605 
will talk about that. A big question that we've heard from a lot of people, you know, 
stakeholders and experts is, what works? Is this effective? Should people and states and 
officials even be making this particular 
98 
00:14:29.605 --> 00:14:34.075 
investment because we know between time and money and people, 
99 
00:14:34.075 --> 00:14:39.054 
et cetera, it would be quite a big investment. And then finally, 
100 
00:14:39.565 --> 00:14:44.184 
a huge factor that I think we just mentioned is the public trust and the uptake. 
101 
00:14:45.384 --> 00:14:53.274 
We need to get public trust and buy-in to make sure that we're being as effective as 
possible. 
102 
00:14:53.274 --> 00:14:53.605 
But, 
103 
00:14:53.725 --> 00:14:54.115 
you know, 
104 



 

00:14:54.115 --> 00:14:55.889 
when you have, say 
105 
00:14:55.884 --> 00:14:56.904 
multiple vendors 
106 
00:14:56.904 --> 00:14:58.315 
pitching different states, 
107 
00:14:59.125 --> 00:15:01.884 
or you have coordinated 
108 
00:15:02.034 --> 00:15:08.215 
mis / dis-information campaigns going after people and and different solutions, 
109 
00:15:08.215 --> 00:15:09.565 
that can be a real issue. 
110 
00:15:11.725 --> 00:15:23.664 
And the last thing I'd note here too, is that, I think we see some of these challenges as 
really interconnected, even though they each, kind of, offer, there are certain 
considerations for each. Getting 
111 
00:15:23.695 --> 00:15:30.205 
each of these right is important for the success of implementing suitable contact 
tracing. We’ll go to the next slide. 
112 
00:15:34.495 --> 00:15:36.955 
So there are a lot of opportunities as well, 
113 
00:15:36.985 --> 00:15:37.375 
even though, 
114 
00:15:37.375 --> 00:15:37.794 
I think, 
115 
00:15:37.794 --> 00:15:39.565 
right now predominantly 
116 
00:15:39.595 --> 00:15:45.355 
there are real conversations around the challenges of implementing this. We think, 
117 
00:15:46.105 --> 00:15:47.784 
in summary of these items, 
118 
00:15:48.085 --> 00:16:00.985 



 

there's really an opportunity to have real-time information and data that will help both 
decision makers and individuals understand their next steps and mitigation efforts, and 
we've seen that be successful 
119 
00:16:00.985 --> 00:16:14.095 
in some cases. I think there's an opportunity in terms of the connectivity and 
information exchanged that can happen between public health officials and 
individuals. If an application 
120 
00:16:14.095 --> 00:16:15.835 
and if a method is really integrated 
121 
00:16:15.835 --> 00:16:16.254 
well 
122 
00:16:16.434 --> 00:16:24.355 
with manual contact tracing efforts, that will also support mitigation efforts and we 
think, 
123 
00:16:24.355 --> 00:16:24.684 
also, 
124 
00:16:24.684 --> 00:16:28.044 
just being able to have a more real-time picture of 
125 
00:16:29.575 --> 00:16:31.884 
how quickly this virus is moving, 
126 
00:16:31.945 --> 00:16:33.054 
it's a helpful element. 
127 
00:16:33.804 --> 00:16:39.835 
And I'll hand it over to you for some thoughts on the last series of opportunities that we 
listed here. 
128 
00:16:40.679 --> 00:16:51.504 
Yeah, absolutely. You know, just as we know from the ubiquity of technology in our 
lives, this can really help with time and scale and reach. 
129 
00:16:51.955 --> 00:17:01.315 
So technology would help to provide the ability to reach more people in a faster 
manner again, pending uptake of the solution. 
130 
00:17:02.820 --> 00:17:15.055 



 

You know, the other thing is really peace of mind, you know? I know for myself, if I'm 
out and I'm wearing a mask and trying to distance et cetera, and then I had a solution 
that can tell me, you know, 
131 
00:17:15.085 --> 00:17:29.454 
you were not in contact with anyone who tested positive for COVID, or maybe you were. 
And that, sort of, alleviates the need to sit and really worry about it for days and think 
about, okay am I developing symptoms or not? 
132 
00:17:29.454 --> 00:17:44.065 
So certainly, this technology is not a silver bullet, it is not a panacea. It’s meant to assist, 
as we said, the manual contact tracing efforts and of course, overall COVID-19 
mitigation efforts. 
133 
00:17:44.904 --> 00:17:50.035 
But, you know, there are some potential opportunities for this particular technology. 
134 
00:17:52.555 --> 00:17:53.694 
We're going to the next slide. 
135 
00:17:58.315 --> 00:18:10.555 
So we'll go ahead and give a quick overview of both of the methods that are generally 
being considered to implement digital contact tracing. 
136 
00:18:11.154 --> 00:18:11.305 
So 
137 
00:18:11.305 --> 00:18:25.134 
the first, and likely one of the methods that you may have heard of, is both Google and 
Apple's partnership to create an exposure notification API. 
138 
00:18:25.285 --> 00:18:26.335 
An API, 
139 
00:18:26.394 --> 00:18:28.644 
which we should pause and explain to, 
140 
00:18:29.365 --> 00:18:31.555 
and I may not be the best explainer of this, 
141 
00:18:31.555 --> 00:18:32.664 
but it's a way, 
142 
00:18:32.694 --> 00:18:33.414 
essentially, 
143 



 

00:18:33.444 --> 00:18:48.325 
for applications to grab Bluetooth data that Google and Apple have collected from 
mobile devices that are affiliated with them, and it's a set of 
144 
00:18:48.325 --> 00:18:54.984 
function procedures that allows for these applications to access that data on those 
operating systems. 
145 
00:18:55.795 --> 00:19:10.194 
So the reason that Google and Apple's exposure notification solution has been 
considered incredibly, one of the more privacy preserving options, is because it uses 
Bluetooth,  
146 
00:19:11.515 --> 00:19:16.555 
a Bluetooth protocol, and it's enabled these devices to 
147 
00:19:18.180 --> 00:19:22.704 
capture the chirps, you've probably heard that a lot in the reporting about this. 
148 
00:19:22.734 --> 00:19:22.914 
So, 
149 
00:19:22.914 --> 00:19:28.704 
when devices are in close proximity to each other and enabled device that has 
Bluetooth on, 
150 
00:19:28.944 --> 00:19:30.805 
will have a ‘chirp’, 
151 
00:19:30.805 --> 00:19:39.144 
and devices can exchange these respective IDs, locally stored on the devices in an 
encrypted form. 
152 
00:19:39.954 --> 00:19:51.234 
And then that data is available to applications that use this API. So, because it's 
encrypted and anonymized, 
153 
00:19:51.505 --> 00:20:05.335 
it's able to then, that's why it's considered privacy-preserving. And I'll make sure that if 
Lauren has other thoughts too on trying to break down the granularity of that 
technology, we can highlight that here too. 
154 
00:20:05.724 --> 00:20:06.055 
So, 
155 
00:20:06.115 --> 00:20:11.694 



 

one thing that we’ll mention about why it's considered a predominant solution, 
156 
00:20:11.694 --> 00:20:13.585 
not only because it's privacy-preserving, 
157 
00:20:13.944 --> 00:20:14.545 
but also, 
158 
00:20:14.575 --> 00:20:18.625 
because of the protocols that are underlying 
159 
00:20:18.625 --> 00:20:19.464 
the technology. 
160 
00:20:19.765 --> 00:20:22.375 
Google and Apple have been working with MIT 
161 
00:20:22.404 --> 00:20:22.765 
Private 
162 
00:20:22.795 --> 00:20:23.904 
Automated Contact 
163 
00:20:23.934 --> 00:20:25.734 
Tracing (PACT), 
164 
00:20:25.855 --> 00:20:26.785 
the PACT team. 
165 
00:20:26.815 --> 00:20:39.265 
It's a group of organizations that are coming together to better give accuracy to how 
Bluetooth is able to detect, how the devices are able to detect each other. 
166 
00:20:40.765 --> 00:20:44.335 
And that gives it some somewhat more accuracy. 
167 
00:20:44.335 --> 00:20:50.994 
So, something that you may have heard about, the Bluetooth methodology is that 
sometimes there might be false positives, 
168 
00:20:51.025 --> 00:21:00.144 
or there's a certain amount of potential for error in understanding the proximity, 
169 
00:21:00.144 --> 00:21:07.404 
so there are some of the world's, kind of, foremost engineers working to figure out the 
proximity element of this. 



 

170 
00:21:07.855 --> 00:21:08.214 
So, 
171 
00:21:08.305 --> 00:21:15.444 
what's great about this solution is that it offers this privacy, and when we talk a little bit 
about location services, 
172 
00:21:15.444 --> 00:21:15.924 
which Lauren 
173 
00:21:15.924 --> 00:21:21.775 
will also talk about as an alternate method, Bluetooth on its own offers some accuracy, 
174 
00:21:22.075 --> 00:21:26.575 
but may not offer as much accuracy as the other methodology. 
175 
00:21:26.815 --> 00:21:40.045 
However, it does offer the privacy component. Now, in order to really make this 
technology work, there are some requirements to really set up 
176 
00:21:40.345 --> 00:21:47.515 
and program servers at states to be able to handle the data. 
177 
00:21:47.755 --> 00:21:55.615 
And if we could actually, this, we have two images that we've included in the slides. One 
here, 
178 
00:21:55.615 --> 00:21:57.204 
I think, it’s from MIT PACT, 
179 
00:21:57.204 --> 00:22:00.055 
and in our research was one of our favorite, kind of, images, 
180 
00:22:00.055 --> 00:22:10.105 
because it shows the ecosystem that states need to consider beyond, kind of, pulling 
the data that would help understand 
181 
00:22:10.285 --> 00:22:11.214 
who might be 
182 
00:22:12.839 --> 00:22:22.914 
exposed or tested positive. There are some, either technology connections, and also 
people processes that would need to be put in place. 
183 
00:22:22.914 --> 00:22:37.644 



 

So, whether it's a person individually reporting in an application, or their health provider 
reporting that they have tested positive in order to then aware other people that might 
have come into contact with that phone identification. 
184 
00:22:37.974 --> 00:22:51.625 
So, this, kind of, is one example of what a system could look like, if a state decided to 
implement this method. Because the data exchange is tied to health servers, 
185 
00:22:51.625 --> 00:23:05.394 
and there's some discussion around whether this is a centralized health server in the 
state or decentralized within a state, it really creates some mobility problems, like 
Lauren mentioned, we call it in the report, the airport problem 
186 
00:23:05.394 --> 00:23:10.525 
because when you have people who start to move between state lines, 
187 
00:23:11.244 --> 00:23:11.605 
that 
188 
00:23:11.724 --> 00:23:13.375 
will become difficult, 
189 
00:23:13.404 --> 00:23:17.184 
there won't be a way to track 
190 
00:23:17.484 --> 00:23:22.075 
their, kind of, potential exposure while they're in transit. 
191 
00:23:22.105 --> 00:23:34.914 
So, we'll talk a little bit about some of our recommendations but coordinating across 
states to deal with this mobility problem and potential ability to capture data, is going 
to be really important in the long term. 
192 
00:23:36.085 --> 00:23:43.134 
We'll go to the next slide and I would love for Lauren to add in anything I may have 
missed about the Google and Apple exposure notification method. 
193 
00:23:44.454 --> 00:23:45.894 
The only thing I would just add, 
194 
00:23:46.375 --> 00:23:46.734 
you know, 
195 
00:23:47.275 --> 00:23:47.755 
this 
196 



 

00:23:48.355 --> 00:23:48.595 
API, 
197 
00:23:49.224 --> 00:23:55.345 
this software operating system modification is, it's out there, 
198 
00:23:55.375 --> 00:24:10.075 
but really states are responsible for building an application that goes on top of it, and 
whether that's through their own technologists or through hiring particular vendors 
and so, we know that Google and 
199 
00:24:10.075 --> 00:24:12.240 
Apple have to vet 
200 
00:24:12.234 --> 00:24:14.154 
that particular piece of software. 
201 
00:24:14.154 --> 00:24:25.914 
But again, just another opportunity for states to really come together and standardize, 
and create guidelines, and talk about their different requirements and needs. 
202 
00:24:27.984 --> 00:24:31.164 
And I think you touched on something really important there 
203 
00:24:31.164 --> 00:24:31.585 
Lauren, 
204 
00:24:31.615 --> 00:24:34.525 
which is that using this 
205 
00:24:34.825 --> 00:24:36.265 
potential method, 
206 
00:24:37.224 --> 00:24:37.494 
you know, 
207 
00:24:37.494 --> 00:24:49.884 
an app needs to be developed in order to take advantage of the data and public health 
officials are really central to that process in granting, you know, kind of choosing the 
app that will be used in a state. 
208 
00:24:50.214 --> 00:25:02.845 
And so working, kind of, we'll talk a little bit more about some of our coordination 
observations, but that will be incredibly important, the development of that app that 
interfaces with this data is an important part of this. 
209 



 

00:25:05.154 --> 00:25:06.744 
Next slide. Go ahead and the next slide. 
210 
00:25:11.065 --> 00:25:20.664 
And apologies, I think we also talked a little bit about some of what's on this slide 
ahead. So we'll go ahead and go to the next slide and discuss location-based solutions. 
211 
00:25:22.105 --> 00:25:35.845 
Thanks, Maria. So, the other particular solution that we looked at was more the 
location-based applications solutions, and we looked at a couple of specific apps 
themselves. 
212 
00:25:36.805 --> 00:25:49.884 
So essentially what the location-based solution is, is using the cellphone with WiFi, the 
location services on the cellphone, WiFi, 
213 
00:25:49.884 --> 00:25:54.865 
and some of the inherent Bluetooth technology that's already on the phone. 
214 
00:25:54.865 --> 00:25:55.045 
So, 
215 
00:25:55.045 --> 00:26:03.115 
without any sort of further development of that particular technology from PACT or 
Apple 
216 
00:26:03.115 --> 00:26:05.575 
and Google, it’s just whatever's on the phone already. 
217 
00:26:06.325 --> 00:26:07.194 
Essentially, 
218 
00:26:07.345 --> 00:26:14.545 
they're using location trails or pings or whatever to compare user locations 
219 
00:26:14.575 --> 00:26:20.184 
with infected individuals to identify potential transmission areas, and then 
220 
00:26:20.184 --> 00:26:20.755 
of course, 
221 
00:26:20.785 --> 00:26:21.055 
if, 
222 
00:26:21.204 --> 00:26:21.505 
you know, 



 

223 
00:26:21.990 --> 00:26:27.444 
those locations have overlapped. One of the specific technologies we looked at was 
SafePaths, 
224 
00:26:28.105 --> 00:26:40.765 
which is a group that was affiliated with MIT, and that particular technology generates 
GPS trails to match timestamps and personal location history with infected 
225 
00:26:41.244 --> 00:26:41.515 
patients, 
226 
00:26:41.819 --> 00:26:42.535 
and 
227 
00:26:42.565 --> 00:26:46.944 
anonymous trace files provided by public health officials, 
228 
00:26:47.305 --> 00:26:53.275 
and that's through the app, through different interviews, through pulling that Google 
location data. 
229 
00:26:54.414 --> 00:26:56.125 
As Maria was saying, 
230 
00:26:56.154 --> 00:26:56.335 
you know, 
231 
00:26:56.335 --> 00:26:58.134 
this does solve the airport problem, 
232 
00:26:58.134 --> 00:27:03.115 
because there's no decentralized server issue to reconcile. 
233 
00:27:03.115 --> 00:27:17.724 
It's just tracking you based upon your phone, essentially, so it's not dependent on 
another server from a decentralized point of view or anything like that. Next slide 
please. 
234 
00:27:23.305 --> 00:27:28.105 
So some of the data and privacy considerations. With SafePaths, 
235 
00:27:28.799 --> 00:27:29.305 
you know, 
236 
00:27:29.305 --> 00:27:30.924 



 

if you saw from the previous slide, 
237 
00:27:31.194 --> 00:27:42.115 
they definitely go through some great links to say, this data is encrypted at rest and 
in-transit and other considerations. 
238 
00:27:42.414 --> 00:27:46.769 
But in reading through some of the documentation, 
239 
00:27:47.545 --> 00:27:52.015 
we saw that the government entity is actually responsible for redacting 
240 
00:27:52.494 --> 00:27:56.545 
personally identifiable or personal health information. That, 
241 
00:27:56.545 --> 00:27:58.285 
to me, raised some red flags. 
242 
00:27:58.944 --> 00:28:10.404 
So they're equipped for the tool to do. You know, and that's really dependent, I think, 
upon, you know, whether this government is at the state level, or 
243 
00:28:10.740 --> 00:28:17.335 
across the world. So, like, any particular government can actually white label the 
solution here. 
244 
00:28:17.815 --> 00:28:18.144 
So, 
245 
00:28:18.595 --> 00:28:20.605 
for me, raises a red flag, 
246 
00:28:20.605 --> 00:28:21.174 
as I said, 
247 
00:28:22.944 --> 00:28:23.184 
you know, 
248 
00:28:23.184 --> 00:28:37.884 
especially right now public trust in governments is obviously a huge issue and really we 
need policies and protections to ensure that no nefarious actors can really access such 
249 
00:28:37.884 --> 00:28:40.404 
data, whether, again, in the government, 
250 
00:28:40.404 --> 00:28:44.875 



 

or trying to actually access it from the outside. And then, 
251 
00:28:44.875 --> 00:28:45.295 
of course, 
252 
00:28:45.869 --> 00:28:47.875 
the integration with manual contact 
253 
00:28:47.875 --> 00:28:51.055 
tracing systems and operations and personnel as well, 
254 
00:28:51.414 --> 00:29:00.954 
we need to really consider that when that data actually is, maybe, outside the app 
system and that is being used by manual contact tracers. There are some other apps 
that we looked at as well. One of the foremost ones that we looked at was called 
Healthy Together, which was developed for the State of Utah by the social media 
company, Twenty. I recently learned that their underlying location technology was 
actually from FourSquare, which I’m sure many of you are quite familiar with. There’s a 
huge issue because there’s no national privacy, data privacy and security law, and so, 
especially when these states are working with social media companies or tech 
companies, they have to know exactly what they want out of this app. They have to 
know exactly what data security and privacy restrictions that they want to implement. 
So, even though the Healthy Together app specified that users can delete data at any 
time, it’s limited, it’s encrypted, deleted after thirty days. It sounds good, I think, but 
there still could be some privacy and location issues that we are just not aware of. And, 
if you go to the next slide, I will explain why, even though I think this group probably 
understands. So, this particular report  
255 
00:30:28.170 --> 00:30:31.345 
came from The New York Times back in December of  
256 
00:30:31.345 --> 00:30:31.944 
2019, 
257 
00:30:32.934 --> 00:30:34.045 
and as you can see, 
258 
00:30:35.065 --> 00:30:43.734 
they actually bought a dataset filled with the location of millions of Americans and their 
cell phones. 
259 
00:30:45.505 --> 00:30:55.795 
You know, on the left, you have this picture here at the New York Stock Exchange, but 
they're able to isolate down one particular smartphone and then track that particular 
smart phone across the region. 
260 



 

00:30:56.065 --> 00:31:08.365 
And so that's, I mean, when you know, these tech companies, they really don't have any 
laws to guide, you know, how they collect, store and sell that data. 
261 
00:31:09.174 --> 00:31:22.644 
So, we definitely see an issue with states as they're trying to deal with multiple vendors, 
trying to sell them software development and really, you know, whether or not 
262 
00:31:22.644 --> 00:31:32.275 
they totally understand the privacy and data security requirements needed to protect 
their citizens and the people who live there. 
263 
00:31:33.684 --> 00:31:34.285 
Next slide please. 
264 
00:31:41.335 --> 00:31:48.625 
And while we're transitioning to the next slide with location data, 
265 
00:31:48.775 --> 00:31:50.154 
we note in the report, 
266 
00:31:50.875 --> 00:31:51.204 
you know, 
267 
00:31:51.775 --> 00:31:52.404 
some of the, 
268 
00:31:52.769 --> 00:31:59.275 
whether it's the location data or the other method, that considerations like the fact that 
HIPAA, 
269 
00:31:59.454 --> 00:32:04.585 
the Health Insurance Portability and Accountability Act doesn't extend to tech 
companies 
270 
00:32:05.424 --> 00:32:09.204 
acquiring data directly from consumers and, 
271 
00:32:09.654 --> 00:32:09.954 
you know, 
272 
00:32:09.954 --> 00:32:14.365 
even if the consumer privacy act has certain privacy policies 
273 
00:32:15.144 --> 00:32:18.204 
that vendors might be using,  



 

274 
00:32:18.265 --> 00:32:33.085 
there is, kind of, a big area of vulnerability in terms of health data and that they're not 
seeing any, kind of, legislative solution or regulatory solutions there about how that 
data is 
275 
00:32:33.085 --> 00:32:33.654 
utilized. 
276 
00:32:34.704 --> 00:32:47.305 
We think and we didn't cover this in the report, but we understand at the local level, in 
terms of what demographic data public health officials are able to collect, there might 
be some 
277 
00:32:49.914 --> 00:32:54.954 
potential safeguards, or there might be some challenges, and even collecting 
demographic data. 
278 
00:32:55.404 --> 00:32:55.795 
So, 
279 
00:32:55.944 --> 00:32:57.115 
it's small questions, 
280 
00:32:57.474 --> 00:32:59.125 
but big questions like that, 
281 
00:32:59.184 --> 00:33:00.174 
that we stress, 
282 
00:33:00.204 --> 00:33:08.454 
it's so important to have an integrated group that is considering the technology, 
working with public health officials in manual tracing efforts, 
283 
00:33:08.454 --> 00:33:10.045 
because the development of this app 
284 
00:33:10.045 --> 00:33:13.525 
in being truly helpful for our state's navigation efforts 
285 
00:33:14.214 --> 00:33:23.575 
will really have to be aligned to what data is helpful for officials that are using that data. 
Absolutely. 
286 
00:33:24.954 --> 00:33:38.755 



 

Maria and Lauren, that was a really fascinating summary. We have a link to the report. I 
highly recommend it for people who really want to get into the weeds in how this 
technology is used. 
287 
00:33:39.204 --> 00:33:51.295 
And I think one of the things that we hope to get out of this project is our guidelines for 
how, under what circumstances this technology could be used, not just in the U.S. 
288 
00:33:51.295 --> 00:34:00.085 
but in other parts of the world, and in the project, we call the Locus Charter, which 
we're working with the Benchmark Foundation in the U.K. because it's quite 
289 
00:34:00.480 --> 00:34:03.025 
conceivable, not just COVID, 
290 
00:34:03.055 --> 00:34:16.434 
but other natural disasters or future pandemics, we're going to need to know how to 
harness this technology in a safe way, both in terms of privacy and for governance. 
291 
00:34:17.875 --> 00:34:32.755 
One of the questions I have is that you conclude that the digital contact strategies only 
work if you have public trust and buy-in in the technology 
292 
00:34:32.784 --> 00:34:35.574 
and widespread and rapid testing. 
293 
00:34:37.135 --> 00:34:38.364 
When you wrote this report, 
294 
00:34:38.394 --> 00:34:40.195 
we were, the United States 
295 
00:34:40.195 --> 00:34:49.105 
were on a downslope in terms of the numbers of cases, then July surprised everyone 
with record numbers. 
296 
00:34:50.485 --> 00:34:51.144 
So, 
297 
00:34:51.355 --> 00:34:52.255 
I would ask you, 
298 
00:34:52.284 --> 00:35:05.485 
do you have any examples anywhere in the U.S. where those sorts of questions of trust 
and trust in the technology and widespread testing whether it's a local government, 
299 



 

00:35:05.485 --> 00:35:10.045 
or even institutions have been able to meet that standard that you set out? 
300 
00:35:14.065 --> 00:35:17.094 
I'll just jump in and sort of address from the outset. 
301 
00:35:17.880 --> 00:35:19.525 
I would say the short answer is, 
302 
00:35:20.275 --> 00:35:20.844 
no, 
303 
00:35:22.914 --> 00:35:23.965 
the long answer is, 
304 
00:35:24.054 --> 00:35:24.324 
you know, 
305 
00:35:24.324 --> 00:35:30.175 
there are some states like Massachusetts that have made significant investment in 
testing and contact tracing, 
306 
00:35:30.175 --> 00:35:31.135 
which is really important, 
307 
00:35:31.135 --> 00:35:34.945 
but that's obviously not a uniform condition. 
308 
00:35:36.150 --> 00:35:44.815 
You mentioned institutions, and I think it's really interesting to see, sort of smaller 
environments test this out. 
309 
00:35:44.815 --> 00:35:55.764 
So, for instance, at Harvard, they have a really, I think, strong and robust approach to 
the overall issues. 
310 
00:35:55.764 --> 00:36:04.315 
So, for instance, they are making self-administered tests very accessible across campus 
with drop-off points 
311 
00:36:05.215 --> 00:36:18.744 
and supposedly those results will be reported back in twelve hours, and they're 
requiring multiple tests per week and they're requiring a digital contact tracing app 
that is location-based, using Wi-Fi, 
312 
00:36:18.744 --> 00:36:28.164 



 

you know, to be used and, you know, on campuses or, you know, with different 
employers, I think, 
313 
00:36:30.925 --> 00:36:39.025 
you know, you're giving up a little bit of your privacy, because you're in a situation 
where you really have to think about the public good. 
314 
00:36:40.494 --> 00:36:51.085 
But I think with the rapid and widespread and accessible testing, I think is a really huge 
piece underpinning any sort of success in this area. Maria? Yeah, I would add, even if 
some of the apps that we talk about have been adopted or are in use, we are still 
waiting to better understand the acquisitions of how these apps are used and more 
generally as we hear reports about manual contact tracing efforts, there are two things 
that really stand out, to me at least, from the perspective of what we report in this 
report. One, is the report around manual contact tracers having a lot of anger directed 
at them for their work in trying to contact individuals and request information and that 
speaks to the lack of public trust and how is the communication with the public part of 
your holistic strategy, and even if it is part of your holistic strategy, just that element of 
it with manual contact tracing efforts alone, is something to really seriously consider. 
The other piece that we don’t cover in the report but we know is something that is in 
place with manual contact tracing efforts is that there are elements of location 
technology, not to do with contact tracing efforts that are really making it more 
effective, so for example, getting a text message versus getting a phone call, different 
methods that people are 
315 
00:38:20.784 --> 00:38:31.195 
getting communicated with, it's an interesting thing to analyze, especially as we look at 
how that integrates to applying some of these potential methods as well. 
316 
00:38:34.284 --> 00:38:46.644 
Another really important part of your report is talking about the coordinated response 
with different stakeholders. And so it's a very complicated relationship, 
317 
00:38:46.644 --> 00:38:55.585 
you've got private sector companies, you've got health departments, you've got county 
and state agencies and the federal government. 
318 
00:38:56.065 --> 00:39:10.014 
So, can you talk a little bit about the challenges of building that relationship and where 
do you think the key links are to allow these digital techniques to be most effective? 
319 
00:39:11.664 --> 00:39:25.014 
Yeah, I can start off and Lauren, please hop in. So I think in the report, we try to outline 
coordination, both at the state level and then also at the federal level, and what does 
that look like right now? 
320 



 

00:39:25.465 --> 00:39:30.894 
So there are some specific recommendations for states looking to apply either 
methodology, 
321 
00:39:31.614 --> 00:39:34.704 
but some of our big picture recommendations are, 
322 
00:39:35.094 --> 00:39:35.394 
you know, 
323 
00:39:35.425 --> 00:39:41.844 
if they haven't already convened a task force around looking at tech and digital issues 
to do 
324 
00:39:41.844 --> 00:39:55.945 
so, and to make sure to have different roles that allow for that cross-disciplinary 
information sharing and not just, you know, somebody who's focused on the security 
aspect. Somebody who's focused on the technology aspect, a public health official, 
325 
00:39:55.945 --> 00:40:02.994 
somebody who's coordinating with the big picture within the state. It's a simple 
recommendation and it's something that's likely already happening, 
326 
00:40:03.264 --> 00:40:07.105 
but I think it gets to the point of trying to create overlap for, 
327 
00:40:08.215 --> 00:40:08.724 
for example, 
328 
00:40:08.724 --> 00:40:21.385 
the technologist to better understand what the manual contractor is dealing with and 
to think through how this system with whatever methodology would integrate to 
existing efforts. 
329 
00:40:21.835 --> 00:40:25.045 
I think our central recommendation 
330 
00:40:26.574 --> 00:40:32.724 
is for a national coordinating body and some sort of a convening forum. I think, 
331 
00:40:32.755 --> 00:40:33.025 
you know, 
332 
00:40:33.025 --> 00:40:33.684 
at this point, 
333 



 

00:40:33.684 --> 00:40:42.985 
we understand that the federal strategy is fractured and in terms of really being able to 
scale some of the considerations, 
334 
00:40:43.795 --> 00:40:48.414 
whether it's for what security standards should be put in place, 
335 
00:40:49.284 --> 00:40:59.454 
potential data, really just getting a good brief about both methodologies and then 
thinking through longer term execution realities like the airport problem, 
336 
00:40:59.875 --> 00:41:11.905 
having an ability to convene state executives, public health officials who are working 
with those executives across states, states with technology companies, 
337 
00:41:11.905 --> 00:41:24.985 
with the civil society groups who are already trying to serve that coordinating function, 
to just have some of these conversations right now we think is really imperative for the 
potential long-term success of potentially using these methods. 
338 
00:41:25.284 --> 00:41:40.284 
So, we've suggested groups like the National Governors Association, public health 
officials who are working with states, and then other groups that have popped up to try 
and help this coordinating effort to work together. 
339 
00:41:40.284 --> 00:41:49.855 
And thankfully, we were able to be in some conversations that are trying to assess the 
reality of that type of convening already existing. It was important for us 
340 
00:41:50.400 --> 00:42:04.224 
to think about a suggestion that could already work within existing organizational 
structures, to make, kind of, that quick response, a possibility and Lauren, please add in 
about, you know, how we thought about this body 
341 
00:42:04.224 --> 00:42:07.40 
and then some of the other stakeholders that we write recommendations for too. 
342 
00:42:08.394 --> 00:42:08.755 
Sure, 
343 
00:42:08.784 --> 00:42:23.635 
and it's a really great point that you just made on what are the existing organizations 
that are working on this and not trying to sort of recreate the wheel or anything like 
that because there are a lot of disparate but impactful 
344 
00:42:23.664 --> 00:42:25.855 



 

and important organization looking at the issue, 
345 
00:42:25.855 --> 00:42:27.744 
just from different perspectives. 
346 
00:42:28.795 --> 00:42:36.085 
But really there are two issues here that we think an according body could really help 
with, 
347 
00:42:36.085 --> 00:42:51.054 
and that's number one. These questions that the states are dealing with, both from a 
technological and policy perspective, are really hard and officials are really grappling 
with so many different things related to this crisis. 
348 
00:42:51.054 --> 00:43:02.635 
And then, of course, every other thing, when it comes to state management, and so we 
think that coming together, you could really help to scale those decisions. 
349 
00:43:03.655 --> 00:43:10.974 
You know, again what Maria said, set some guidelines, some common goals and 
350 
00:43:12.894 --> 00:43:16.105 
procedures and practices and things like that, that could really help states. 
351 
00:43:16.974 --> 00:43:27.565 
The other thing is that technology is meant to be assistive and I mentioned before it's 
not a panacea or a silver bullet and so, 
352 
00:43:28.195 --> 00:43:28.554 
you know, 
353 
00:43:29.155 --> 00:43:31.494 
given that, and then given that, 
354 
00:43:31.675 --> 00:43:32.005 
you know, 
355 
00:43:32.005 --> 00:43:34.974 
states are trying to figure out how to do this. 
356 
00:43:35.034 --> 00:43:46.014 
We know that there's a big gap, and that bringing people together can really help to fill 
in that gap. So, that's that's the reasoning behind, you know, our central 
recommendation. 
357 
00:43:46.945 --> 00:43:56.184 



 

And we do think that there's some momentum behind that between, you know, from 
different stakeholders that we've been talking to. It was interesting 
358 
00:43:56.184 --> 00:44:02.425 
this week, Governor Hogan in Maryland announced a group of governors, 
359 
00:44:03.264 --> 00:44:11.574 
the other NGA, the National Governors’ Association, that will collaborate on doing rapid 
testing, 
360 
00:44:11.574 --> 00:44:17.244 
and so, they, sort of, interesting networks that are forming, which is again critical to the 
solution. 
361 
00:44:18.025 --> 00:44:32.994 
So, on the last panel, we had several technologists talking about, you know, the efficacy 
of how reliable our testing and public safety is. We had one computer engineer, Dr. 
Choi talk about in detail 
362 
00:44:33.025 --> 00:44:42.144 
how infective the testing, both contract tracing by phone calls and 
363 
00:44:42.985 --> 00:44:56.635 
some digital apps have been in South Korea, and I'm wondering, this report was written 
to a U.S. audience, but how much did you look at other countries and where are some 
of the success stories 
364 
00:44:56.635 --> 00:44:59.664 
and also, where are the countries that didn't do 
365 
00:44:59.664 --> 00:44:59.965 
well 
366 
00:44:59.965 --> 00:45:00.835 
with this technology? 
367 
00:45:04.465 --> 00:45:16.045 
So Maria definitely looked at more of the European side and I definitely want to let her, 
kind of, go into some of the areas where we think they succeeded there. 
368 
00:45:16.045 --> 00:45:23.605 
And I just, kind of, looked more on the Asian side, and not in too much depth, 
369 
00:45:23.605 --> 00:45:38.364 



 

we knew that there were some successes, we knew, obviously, that, you know, different 
governments and different societies had different levels of success, but also, you know, 
why? Why were they different? 
370 
00:45:38.815 --> 00:45:39.324 
So, 
371 
00:45:40.974 --> 00:45:49.465 
you know, even if they were democratic, and we know that the societies are different. 
They had different digital infrastructure for instance, 
372 
00:45:49.465 --> 00:45:55.315 
so some countries had already dealt with some other outbreaks before, 
373 
00:45:55.315 --> 00:45:56.005 
and they had had, 
374 
00:45:56.425 --> 00:45:56.695 
you know, 
375 
00:45:56.695 --> 00:46:03.114 
the benefit of implementing that policy and that infrastructure beforehand. Obviously, 
376 
00:46:03.114 --> 00:46:04.074 
having smaller, 
377 
00:46:04.344 --> 00:46:05.755 
more centralized governments, 
378 
00:46:07.045 --> 00:46:11.514 
and then aggressive testing and, kind of a more collectivist attitude. 
379 
00:46:11.514 --> 00:46:13.195 
And anecdotally, 
380 
00:46:13.195 --> 00:46:16.855 
we heard different apps worked better than others, 
381 
00:46:18.210 --> 00:46:19.164 
but 
382 
00:46:19.255 --> 00:46:25.344 
it's hard to compare because our country is just so different from those other nations, 
383 
00:46:25.344 --> 00:46:27.025 
even if they are democratic. 



 

384 
00:46:27.804 --> 00:46:29.275 
Right, I'd love to turn it over to you. 
385 
00:46:30.385 --> 00:46:45.054 
Yeah, no, absolutely. And I think building on what Lauren mentioned so, the central 
recommendation that we just talked a little bit about was, kind of, assessing what have 
other countries done and so we'd heard successful privacy-preserving measures. 
386 
00:46:45.414 --> 00:46:51.894 
And also some of those things being questioned with, kind of, smaller populations than 
the U.S, 
387 
00:46:52.434 --> 00:46:54.474 
and it was interesting, 
388 
00:46:54.474 --> 00:46:54.954 
we note 
389 
00:46:54.954 --> 00:46:55.735 
in the report, 
390 
00:46:56.784 --> 00:47:00.594 
the European Union’s efforts to try and coordinate across the block. 
391 
00:47:01.255 --> 00:47:01.764 
I think, 
392 
00:47:01.795 --> 00:47:02.335 
as well, 
393 
00:47:02.335 --> 00:47:04.614 
because of  some of these mobility questions. 
394 
00:47:04.945 --> 00:47:05.184 
So, 
395 
00:47:05.184 --> 00:47:07.525 
we highlight the European Union’s Pan- 
396 
00:47:07.525 --> 00:47:08.485 
European Privacy- 
397 
00:47:08.485 --> 00:47:09.715 
Preserving Proximity 
398 



 

00:47:09.715 --> 00:47:19.675 
Tracing (PEPP-PT) Project that was trying to coordinate across the block and scale 
development standards, 
399 
00:47:20.394 --> 00:47:21.594 
security standards. 
400 
00:47:21.925 --> 00:47:31.554 
And we think that's an interesting model, especially for the U.S.-context as well, and 
given our population size. In the report, 
401 
00:47:31.614 --> 00:47:41.965 
we also talk and highlight a little bit around Denmark’s use of location data and even 
though 
402 
00:47:43.494 --> 00:47:56.275 
it's still tied to the digital contract tracing exposure notification, we thought it was still 
an interesting counterpoint. So what Denmark has done, is that they've used location 
data, 
403 
00:47:56.485 --> 00:48:06.175 
however, they've used it in an anonymized and non-user specific aggregated way, 
which I understand some other European countries have also done. 
404 
00:48:06.985 --> 00:48:14.275 
But part of what was interesting about their approach was the concerted, kind of, 
public-facing communication and implementation effort. 
405 
00:48:14.695 --> 00:48:27.414 
So, on the public side, I think they really tried to make it about, you know, a trusting 
process of communication and they made the decision not to go the exposure 
notification route, 
406 
00:48:28.105 --> 00:48:37.195 
meaning that you're not getting the data about an individual potential exposure when 
you've crossed somebody, 
407 
00:48:37.434 --> 00:48:37.735 
you know, 
408 
00:48:37.735 --> 00:48:42.715 
or when you might have been in contact with somebody who has tested positive for 
COVID, 
409 
00:48:42.804 --> 00:48:44.514 
which is the hope for digital contact 



 

410 
00:48:44.514 --> 00:48:50.155 
tracing, to help see those connections a little bit more clearly. Instead, 
411 
00:48:50.335 --> 00:48:58.434 
the country is working with this aggregated data for decision-making and then they've 
also rolled out another app that 
412 
00:48:59.875 --> 00:49:02.425 
allows users to track their symptoms. 
413 
00:49:02.965 --> 00:49:17.005 
So there are different pros and cons and something that we mention in the report is 
that there's obviously a trade-off between these methods and and how beneficial they 
are to your mitigation 
414 
00:49:17.994 --> 00:49:18.445 
efforts. 
415 
00:49:18.534 --> 00:49:33.295 
So, it's a little bit outside of the context of digital contact tracing, but also an alternative 
approach that's been used in trying to use the data for decision making purposes. I will 
mention lastly, that we were in a conversation within the past week 
416 
00:49:33.295 --> 00:49:44.815 
where I think there was an interesting framework raised around Germany's contract 
tracing efforts and how, I think, the way that it's been used to assess risk. 
417 
00:49:44.815 --> 00:49:58.824 
And it's also something we heard in our research that if you are using contact tracing 
and somebody gets an exposure notification saying, you might have been in contact 
with somebody who has now tested positive, you use it, as an individual, 
418 
00:49:58.855 --> 00:50:11.034 
what does that mean to you? If you get twenty of those a day, how do you, what are 
your next steps? And I think an interesting thing for us to further explore is what, I think 
in Germany how they're doing is, okay,. 
419 
00:50:11.034 --> 00:50:18.954 
I should go and get tested, but what does that look like for us? If we put that system 
into place, how does it help as a risk assessment tool? 
420 
00:50:22.195 --> 00:50:37.074 
There was a lot of excitement when the idea of Google and Apple developing a 
software, the Gain platform or Gain application, and I guess that was announced 
initially going forward in the spring, 



 

421 
00:50:37.074 --> 00:50:51.925 
but do you have any understanding, have any states or local governments tried to build 
or use this analogy of the layer cake based on this Gain platform, developing their own 
API and trying 
422 
00:50:51.925 --> 00:50:52.105 
it? 
423 
00:50:52.824 --> 00:50:56.695 
I guess the Utah example was not an example of that, but are there any? 
424 
00:51:00.204 --> 00:51:14.574 
I'll be honest, I actually don't know if there are any States who are actively working on 
an app to sit on top of the Google and Apple API. I know that there are a lot of states 
asking questions about it again, 
425 
00:51:14.605 --> 00:51:28.855 
do we make this investment? What do we need to do? What are the considerations 
that we need to think about when doing it? Maria, do you have any sense for any states 
working on an app for that? No, I don't, 
426 
00:51:28.855 --> 00:51:42.925 
and I think a lot of the stakeholders and, kind of, collaborating partners we mentioned 
in the report, like the COVID Tech Task Force or the U.S. Digital Response, they, and 
also, MIT PACT, have been consulting states about how they would use this technology, 
427 
00:51:42.925 --> 00:51:48.324 
but as far as I know there, there isn't a state that's actively using it. 
428 
00:51:48.505 --> 00:51:56.065 
And I think in some ways that tracks with what we try to articulate by the cake visual in 
our report, 
429 
00:51:56.425 --> 00:51:57.864 
in trying to lay out 
430 
00:51:57.864 --> 00:52:00.715 
what is the ecosystem that you have to build 
431 
00:52:00.775 --> 00:52:04.525 
to utilize this notification solution. 
432 
00:52:05.034 --> 00:52:07.255 
And I certainly think so though, 
433 



 

00:52:07.764 --> 00:52:14.275 
it will continue to be something that states look at, especially for the privacy-preserving 
feature. 
434 
00:52:14.664 --> 00:52:22.974 
And we think having some sort of a national convening forum might even allow states 
to help figure out 
435 
00:52:22.974 --> 00:52:32.545 
maybe, there's an app vendor that will service multiple states, or they can set specific 
considerations around how the app vendor is utilizing data. 
436 
00:52:32.545 --> 00:52:43.735 
So, we're excited to see the development of some of those conversations and we'll stay 
tuned about how more states end up utilizing it. I do think though, some apps 
437 
00:52:44.130 --> 00:52:53.275 
may have been cleared by Google and Apple to use their OS and I'm not as familiar with 
that, but I think that's something we've heard through our conversations as well. 
438 
00:52:55.074 --> 00:52:55.375 
Well, 
439 
00:52:55.375 --> 00:52:55.644 
listen, 
440 
00:52:55.644 --> 00:52:55.945 
you know. 
441 
00:52:56.784 --> 00:52:57.414 
I'm sorry, 
442 
00:52:57.414 --> 00:52:58.014 
I was just going to say, 
443 
00:52:58.014 --> 00:52:58.255 
we, 
444 
00:52:59.695 --> 00:53:00.235 
you know, 
445 
00:53:00.264 --> 00:53:00.925 
there were, 
446 
00:53:01.704 --> 00:53:01.974 
you know, 



 

447 
00:53:02.005 --> 00:53:03.355 
maybe one vendor or even, 
448 
00:53:03.385 --> 00:53:03.655 
you know, 
449 
00:53:03.655 --> 00:53:06.204 
going through an organization like the U.S. 
450 
00:53:06.204 --> 00:53:07.195 
Digital Response, 
451 
00:53:07.195 --> 00:53:11.485 
or the COVID Tech Task Force to build such an app, 
452 
00:53:11.485 --> 00:53:22.525 
you know, maybe it's not a third party vendor, maybe it's a service organization or a 
volunteer organization that, you know, again, everyone's sets those particular 
guidelines. 
453 
00:53:26.574 --> 00:53:27.114 
You know, 
454 
00:53:27.565 --> 00:53:29.574 
we've had several panels, 
455 
00:53:30.030 --> 00:53:40.014 
and we've heard from a number of people who are concerned about their own 
vulnerability with these apps, 
456 
00:53:40.465 --> 00:53:43.945 
in particular concerns of immigrant groups. 
457 
00:53:45.894 --> 00:53:58.614 
We've had minority groups that feel that they might, these technologies could then be 
used after COVID. In your analysis, which groups did you feel were the most vulnerable? 
458 
00:54:02.485 --> 00:54:17.034 
That’s a great question. Yeah. You know, I would love for you, you go ahead and add 
what you’re going to add. I'll talk a little bit about some of the legislative 
recommendations we made because I think they speak to the long-term use of this. 
459 
00:54:18.144 --> 00:54:23.275 
And I think, specifically with some of the methods, there's concerns about how that 
individual data is used. 



 

460 
00:54:24.445 --> 00:54:33.025 
Yeah, absolutely, you know, the groups that you just mentioned Dr. Price; immigrants 
in this country, minority groups. Absolutely, 
461 
00:54:33.025 --> 00:54:43.945 
you know, something that we've heard anecdotally, we haven't done the actual 
research to really look into it, but anecdotally from different experts in the space, 
462 
00:54:43.945 --> 00:54:52.494 
we've heard that, you know, there are law enforcement organizations that have 
requested this data. So that's very concerning to us. 
463 
00:54:53.965 --> 00:54:54.355 
So, 
464 
00:54:55.465 --> 00:54:57.144 
the groups that she mentioned, 
465 
00:54:57.775 --> 00:55:02.065 
potentially abused, abuse-victims, 
466 
00:55:02.454 --> 00:55:06.114 
witness protection, and then one particular group that I was thinking about, 
467 
00:55:06.804 --> 00:55:09.114 
are actually national security professionals 
468 
00:55:09.114 --> 00:55:22.885 
who, you know, in the intelligence community for instance, wouldn't want to be 
tracked. You know, I think they're probably not a group that you might think of but 
obviously because that was my previous slide, 
469 
00:55:22.914 --> 00:55:24.355 
that was something I thought of as well. 
470 
00:55:25.764 --> 00:55:38.394 
And again, that data could be very attractive to, you know, some particular, legitimate 
institutional groups, or other nation states or criminals or things like that, 
471 
00:55:38.724 --> 00:55:49.824 
yeah. I think especially with the vulnerable groups that you mentioned Dr. Price and 
others that we haven't included in the report, we 
472 
00:55:50.215 --> 00:55:58.284 



 

I guess, you know, this goes back to, likely what you may have heard from testing those 
who can, experts in how testing is working, 
473 
00:55:58.284 --> 00:56:07.675 
and how manual contact tracing is working. The reality of being able to accurately 
understand exposure through every single person, 
474 
00:56:08.065 --> 00:56:21.474 
we have been told in our research is vital. So if there's a public trust component, that 
keeps vulnerable populations from sharing information that helps decision makers in 
the mitigation process, 
475 
00:56:21.565 --> 00:56:30.804 
then we're failing at being able to successfully respond to COVID-19, and how we're 
going to, kind of, move past this phase. 
476 
00:56:31.434 --> 00:56:33.175 
I think to that extent, 
477 
00:56:33.204 --> 00:56:35.364 
we had two brief, 
478 
00:56:35.394 --> 00:56:37.585 
but, kind of, important recommendations, 
479 
00:56:37.585 --> 00:56:38.034 
at least, 
480 
00:56:38.394 --> 00:56:39.204 
for Congress, 
481 
00:56:39.534 --> 00:56:44.394 
which focused on some of what we've mentioned already. One, 
482 
00:56:44.454 --> 00:56:44.815 
you know, 
483 
00:56:44.875 --> 00:56:54.175 
trying to put some safeguards in place for individual health data that's reported 
through application vendors to public health officials with 
484 
00:56:54.175 --> 00:56:55.764 
COVID-19-specific applications, 
485 
00:56:56.034 --> 00:56:57.594 
we think that's really important. 



 

486 
00:56:58.824 --> 00:57:09.655 
And so, that's one element. The other, kind of, speaks to how that long-term data could 
be used, like Lauren mentioned, some of the examples that we've heard with who's 
requesting that data. 
487 
00:57:10.195 --> 00:57:23.695 
We really think that there needs to be guidance around the responsibility of data-use 
and storage and then also some sort of a sunset provision about how this data is 
destroyed, or no longer able to be utilized, 
488 
00:57:24.355 --> 00:57:30.625 
you know, once we move past this chapter of COVID-19. That's a really important point 
489 
00:57:30.625 --> 00:57:44.304 
and it plays off one of the questions from our Facebook Live viewers, which I'm sure a 
lot of people wonder about is, who holds the data? Is it held by the government or big 
tech companies? What would you recommend? 
490 
00:57:47.875 --> 00:58:01.045 
So really, you know, I think it, yeah, it really depends on how the state officials want to 
set that up 
491 
00:58:02.244 --> 00:58:09.175 
because, again, you know, the tech companies are not, there's no real laws to guide 
their collection, 
492 
00:58:09.175 --> 00:58:09.864 
their storage, 
493 
00:58:09.864 --> 00:58:10.824 
their use, 
494 
00:58:10.824 --> 00:58:25.434 
their selling of that data and so these states that decide to develop an app really need 
to go into that development with eyes wide open and know exactly how they want to 
store that data, use it, 
495 
00:58:25.434 --> 00:58:26.034 
collect it, 
496 
00:58:26.034 --> 00:58:26.635 
et cetera. 
497 
00:58:27.324 --> 00:58:34.525 
And we actually recommend not collecting any data that is not needed. 



 

498 
00:58:35.789 --> 00:58:47.094 
But then, of course, you have the whole integration with manual contact tracing and 
how, you know, they're likely going to handle some of that sensitive data. 
499 
00:58:47.454 --> 00:58:57.324 
And so we also recommend in the report, at a minimum that contact tracers use some 
very basic cyber-hygiene solutions, 
500 
00:58:57.744 --> 00:58:58.434 
multi-factor 
501 
00:58:58.434 --> 00:58:59.545 
authentication, 
502 
00:59:00.295 --> 00:59:02.605 
use of VPN, strong, 
503 
00:59:02.605 --> 00:59:04.344 
random passwords across accounts, 
504 
00:59:04.675 --> 00:59:05.875 
encrypted messaging, 
505 
00:59:05.875 --> 00:59:07.974 
that sort of thing, to deal with that. 
506 
00:59:08.280 --> 00:59:14.485 
Maria, did you have something to add? No, you know, I would just say that 
507 
00:59:16.105 --> 00:59:25.465 
it's a difficult question based on how this would be used, and obviously for every state 
this will look different, I think overall 
508 
00:59:25.465 --> 00:59:36.744 
though, you know, we, one, the Google / Apple exposure notification, they require 
public health officials at this state to give an OK to an app, and I think that that 
method's a way of 
509 
00:59:36.954 --> 00:59:43.675 
hoping that some of these questions will be answered by the state. 
510 
00:59:43.675 --> 00:59:44.875 
And we, 
511 
00:59:45.054 --> 00:59:48.355 



 

include a resource for vendor management, 
512 
00:59:48.385 --> 00:59:49.945 
both on the security side, 
513 
00:59:50.664 --> 00:59:52.974 
but we hope that some of these conversations, 
514 
00:59:52.974 --> 00:59:54.864 
whether it's within a state’s task force, 
515 
00:59:54.925 --> 00:59:59.815 
or coordinating with other states, could help set requirements for vendors 
516 
00:59:59.905 --> 01:00:03.625 
to be transparent about how they're using this data, 
517 
01:00:03.655 --> 01:00:05.875 
especially since it's health-related data, 
518 
01:00:06.385 --> 01:00:18.264 
and we encourage that and think it would also be a helpful piece of a public trust and 
communication transparency strategy to overtly share how this data is being used 
519 
01:00:18.295 --> 01:00:30.715 
and that will bolster the success of using methods, like, digital contact tracing. I think 
that note of trust in the system, that's fundamental, 
520 
01:00:30.715 --> 01:00:45.655 
and I don't know how we fix that. It will take, I think, a concerted effort and messaging. 
Believe it or not ladies, we are out of time. It is so wonderful to hear about your work. 
521 
01:00:47.215 --> 01:01:00.025 
The Belfer Center is really leading the way in doing important, asking important 
questions as we try to come up with various approaches to address this public health 
emergency. 
522 
01:01:01.315 --> 01:01:08.635 
I just want listeners to know that this work is possible with the support of the Henry 
Luce Foundation. 
523 
01:01:09.204 --> 01:01:18.864 
We are very grateful to Maria Barsallo Lynch and Lauren Zabierek for their thoughts. 
The report will be available. 
524 
01:01:19.465 --> 01:01:24.684 



 

We have a Spotlight coming up on August 18 with Mr. 
525 
01:01:24.684 --> 01:01:37.224 
Victor Madrigal-Borloz, who works with the United Nations, discussing this technology 
and the LGBT community, many examples outside of the U.S. 
526 
01:01:37.255 --> 01:01:49.704 
I think that will be an important discussion as another potential vulnerable group. And I 
just want everyone to know that all these panels are available on the EthicalGEO 
website. 
527 
01:01:50.125 --> 01:02:03.445 
So if you missed them and you want to learn more, check it out. We're very interested 
in your feedback and comments and we thank you for participating, both Maria 
528 
01:02:03.445 --> 01:02:09.445 
and Lauren. Thank you all for listening. Come back and listen again sometime soon. 
529 
01:02:09.780 --> 01:02:15.505 
And with that, we're going to close the panel. Thanks. Thank you. Thank you very much. 
 


