
 
1 
00:01:19.254 --> 00:01:33.325 
Alright, John. Good morning everyone. On behalf of the American Geographical 
Society Council, our members, and the staff, it's my pleasure to welcome you to this 
special Leadership Spotlight, with Ambassador Samantha Power. 
 
2 
00:01:34.079 --> 00:01:41.754 
For those of you participating in the conversation on WebEx, and those that are 
watching on our live stream on Facebook, it's great to have you joining us this 
morning. 
 
3 
00:01:43.165 --> 00:01:56.814 
We're proud to partner our EthicalGEO initiative with the Henry Lucy Foundation to 
investigate the societal implications of geospatial technology and location tracking. 
Mobile location-based applications have become ubiquitous in our society. 
 
4 
00:01:57.715 --> 00:02:01.974 
As all of you know, it changed the way we live our lives in a very short period of time. 
 
5 
00:02:03.114 --> 00:02:07.644 
There are however problematic and unanticipated effects of using this technology. 
 
6 
00:02:08.784 --> 00:02:19.824 
To better understand the ethical implications of its use, we have provided this 
platform to frame the discussion and to address these issues as they are already 
impacting our lives on a daily basis. 
 
7 
00:02:21.150 --> 00:02:27.175 
Covid-19 has put a much needed spotlight on the concept of using mobile tracing to 
fight the pandemic. 
 
8 
00:02:28.194 --> 00:02:31.344 



 
Around the world, the utilization of this technology to fight 
 
9 
00:02:31.344 --> 00:02:45.895 
the coronavirus is being employed to various degrees, and already, governments 
and people worldwide are faced with the issue of compromised privacy and what 
that means as we go forward. Over the next couple of months, 
 
10 
00:02:45.925 --> 00:02:53.875 
we will convene several Blue-Ribbon Panels and Leadership Spotlights of leading 
experts with varied perspectives to participate in this discussion. 
 
11 
00:02:54.719 --> 00:03:09.564 
In fact, just last Friday, we had a very spirited conversation with five international 
experts. We discussed the impact of mobile-based technology on especially 
vulnerable groups worldwide. And in two days from now, this coming Friday, 
 
12 
00:03:09.900 --> 00:03:13.495 
we will convene another group of professionals, but we'll cover vulnerable groups 
 
13 
00:03:13.495 --> 00:03:15.895 
specifically here in the United States. 
 
14 
00:03:17.245 --> 00:03:19.735 
Last fall, at the AGS Symposium, 
 
15 
00:03:20.574 --> 00:03:29.125 
our President Dr. Marie Price and Ambassador Power had a fascinating discussion 
on the impact of borders on human rights and civil liberties. 
 
16 
00:03:29.909 --> 00:03:40.914 



 
Today, we are very pleased to continue their conversation and focus it on this 
important issue of mobile location tracing and the impact on privacy. Before we 
move on, 
 
17 
00:03:41.219 --> 00:03:47.365 
I would like to explain to those of you on our Webex platform the best way to get the 
most out of today's discussion. 
 
18 
00:03:48.419 --> 00:04:00.145 
For those viewing on a desktop computer or laptop, we recommend that you 
customize your viewing by hovering the mouse in the top right of your screen and 
selecting the icon in the middle. From the three options 
 
19 
00:04:00.145 --> 00:04:04.194 
shown, please select ‘Grid View’ for optimal viewing. 
 
20 
00:04:05.370 --> 00:04:15.115 
During our Q&A session later, to ask a question, hover your mouse under the arrow 
and click on the question mark icon on the gray bar at the bottom of your screen. 
 
21 
00:04:16.259 --> 00:04:27.954 
For those of you that are using the tablet or mobile device, select the icon with the 
three dots, which will then allow you to select the question mark icon to submit your 
questions Ambassador Power. 
 
22 
00:04:28.944 --> 00:04:35.305 
Now it's my pleasure to introduce Dr. Marie Price and Ambassador Samantha Power. 
Welcome to you both. 
 
23 
00:04:37.050 --> 00:04:50.754 



 
Thanks John. Welcome everyone to our Leadership Spotlight. I'm delighted to have 
Ambassadors Samantha Power with us today to have a broad ranging discussion of 
human rights, technology, and tracking Covid-19. 
 
24 
00:04:51.660 --> 00:05:05.725 
Samantha Power served as the U.S. ambassador to the United Nations from 2013 to 
2017, and was a human rights advisor to President Barack Obama on the National 
Security  
Council from 2009 to 2013. 
 
25 
00:05:06.569 --> 00:05:12.115 
Power won the Pulitzer Prize for her book, “A Problem from Hell: America and the 
Age of Genocide.” 
 
26 
00:05:12.805 --> 00:05:15.295 
Her newest book is the New York Times bestseller, 
 
27 
00:05:15.444 --> 00:05:20.064 
“The Education of an Idealist,” a memoir about her life in Ireland, 
 
28 
00:05:20.064 --> 00:05:27.660 
her immigrant experience in the U.S. and her career as a board correspondent, 
human rights advocate and diplomat. Currently, 
 
29 
00:05:27.654 --> 00:05:29.995 
she's on the faculty at Harvard Law School 
 
30 
00:05:29.995 --> 00:05:31.345 
And Harvard Kennedy School. 
 
31 
00:05:32.514 --> 00:05:45.745 



 
So, for this morning, I've prepared several questions for the Ambassador, but I will 
leave time at the end of our- towards the end of our hour for you to write and send 
us some of your questions via WebEx or Facebook. 
 
32 
00:05:46.975 --> 00:06:01.254 
So, Ambassador Power, when we spoke in November at the Geography 2050 
Symposium, we had no idea a global pandemic was about to descend upon us. And 
here we are, eight months later, sitting in our own homes, having this interview. 
 
33 
00:06:01.644 --> 00:06:04.254 
So thank you for participating and welcome. 
 
34 
00:06:06.475 --> 00:06:07.134 
We have, 
 
35 
00:06:07.254 --> 00:06:08.485 
I have several questions, 
 
36 
00:06:08.485 --> 00:06:14.365 
but the first one I'd like to ask is from the perspective of being a United Nations 
ambassador, 
 
37 
00:06:15.120 --> 00:06:18.115 
you have had first hand experience with an epidemic, 
 
38 
00:06:18.355 --> 00:06:21.865 
Ebola, when it up ended parts of West Africa 2014, 
 
39 
00:06:21.865 --> 00:06:22.644 
through 
40 



 
00:06:22.824 --> 00:06:23.035 
2016. 
 
41 
00:06:23.035 --> 00:06:31.435 
Can you share any lessons you learned from that experience, in particular, what the 
responses were of individuals, 
 
42 
00:06:31.435 --> 00:06:32.064 
governance, 
 
43 
00:06:32.064 --> 00:06:33.894 
and the international community, 
 
44 
00:06:33.894 --> 00:06:35.485 
at ending that epidemic. 
 
45 
00:06:37.584 --> 00:06:46.944 
Well, to start, first of all, thank you for having me, and hello to everybody out there. 
Hope you're staying safe and sane amid everything. 
 
46 
00:06:48.475 --> 00:06:58.165 
I, I would start with sort of baseline components of the response that would never 
have been seen as political statements or controversial in any way. 
 
47 
00:06:58.795 --> 00:07:05.574 
But just to get them out of the way that we great respect for science from the 
beginning. 
 
48 
00:07:05.725 --> 00:07:20.514 



 
There was lesson learning from H1N1 that had occurred before and so applying those 
lessons there was more preparedness in the U.S. government, in the Obama 
Administration than there might have been. There was a 
 
49 
00:07:20.514 --> 00:07:26.154 
recognition of the technical expertise that exists within the U.S. government-- 
 
50 
00:07:26.185 --> 00:07:28.404 
particularly at places like the CDC, 
 
51 
00:07:29.485 --> 00:07:40.194 
but also elsewhere, places like USAID about how to actually distribute resources to 
developing countries, into the most remote parts of Liberia, 
 
52 
00:07:40.194 --> 00:07:46.074 
Sierra Leone, and Guinea, where the Ebola outbreak struck in such an intense way. 
 
53 
00:07:46.584 --> 00:07:59.545 
And so again, the notion of relying on expertise, relying on science, being prepared, 
all of those were sort of baseline background conditions. I guess the, the part that I 
would emphasize, just given 
 
54 
00:07:59.995 --> 00:08:01.795 
my vantage point at the time, 
 
55 
00:08:01.795 --> 00:08:10.855 
as UN ambassador is the other baseline assumption that I think has been held in a 
bipartisan way for a very long time until recently, 
 
56 
00:08:10.855 --> 00:08:17.035 



 
which is that our fates, we knew our fates were connected. America's fate was 
connected fundamentally, 
 
57 
00:08:17.035 --> 00:08:21.355 
to the fates of people living in West Africa. And that's for a disease 
 
58 
00:08:21.355 --> 00:08:30.204 
that was immensely lethal as you know, with Ebola. But didn’t spread as the 
pandemic has spread up to this point. 
 
59 
00:08:30.204 --> 00:08:42.294 
But there was still a sense that if you don't contain the disease at its epicenter, and 
this outbreak, this contagion, it's going to continue to cross borders. It's gonna get 
on airplanes. 
 
60 
00:08:42.294 --> 00:08:56.664 
Those airplanes are gonna land in major American cities, ultimately. And so given 
that sort of baseline assumption, which again was not very controversial, at least 
since 9/11, there's broadly been 
 
61 
00:08:57.059 --> 00:09:03.985 
a recognition that threats cross borders and that we need to deal with those threats 
working with other countries. 
 
62 
00:09:04.375 --> 00:09:15.144 
But if you have that sort of predisposition, and you bring that supposition to bear, 
then it requires you to go and mobilize other countries 
 
63 
00:09:15.504 --> 00:09:25.164 
because you know by definition that no one country can handle a virus that crosses 
borders, you know, by definition that America is not going to be the world's 
policemen, it’s not gonna be just our job. 



 
 
64 
00:09:25.615 --> 00:09:33.894 
And so, President Obama tapped me and John Kerry and others to mobilize a global 
coalition, a broad coalition where the U.S. 
 
65 
00:09:33.894 --> 00:09:46.615 
took a leadership role in the country of Liberia, backing the Liberian authorities, 
backing the Liberian people in their efforts at civic education about how the disease 
spread, contact tracing, isolation. 
 
66 
00:09:46.615 --> 00:09:58.434 
All the things we're now familiar with in the pandemic context, United Kingdom to 
leadership in backing Sierra Leonean people and government, the French took a 
pivot role in Guinea. 
 
67 
00:09:58.764 --> 00:10:13.615 
And then, beyond that, China worked side by side with us building Ebola treatment 
units, Cuban doctors flooded the zone--they have more doctors per capita in sub 
Saharan Africa than just about any other country. The Malaysians provided tens of 
thousands of rubber gloves--I could go on. 
 
68 
00:10:14.304 --> 00:10:19.315 
The idea is that every country tried to dig deep and look at what its comparative 
advantage was, 
 
69 
00:10:19.585 --> 00:10:24.115 
knowing that if we didn't help the local people wipe out the, 
 
70 
00:10:24.144 --> 00:10:34.615 
the pandemic that was ravaging their communities that it would spread in ways 
that would quickly exceed potentially national capacity elsewhere. 
 



 
71 
00:10:35.004 --> 00:10:40.164 
And so, I think none of those components, the respect for science, respect for 
technical expertise, 
 
72 
00:10:40.524 --> 00:10:44.424 
the recognition that our fates are linked to those elsewhere, 
 
73 
00:10:44.904 --> 00:10:47.184 
and then the mobilization of global coalition, 
 
74 
00:10:47.184 --> 00:10:55.225 
none of those features have been on display in terms of the U.S. response. You do 
begin to see other countries trying to step into the breach, 
 
75 
00:10:55.434 --> 00:11:09.715 
particularly European countries for those countries that were first movers and were 
effective in not seeing the massive spikes that so many countries have endured. 
Countries like New Zealand, Republic of Korea, 
 
76 
00:11:10.105 --> 00:11:10.945 
Australia. 
 
77 
00:11:10.945 --> 00:11:12.384 
But then again, in 
 
78 
00:11:12.654 --> 00:11:13.044 
in, 
 
79 
00:11:13.075 --> 00:11:17.695 
in collaboration with countries like France that really did have a tough epidemic, 



 
 
80 
00:11:17.695 --> 00:11:27.774 
but now sees that you may be able to deal with the public health dimensions of this 
as people change their behavior. But economically, how is any 
 
81 
00:11:28.049 --> 00:11:42.504 
country that is connected by trade links, by family links, by global supply chains, how 
is any country economically going to be able to get back to normal when it's raging 
in Rohingya refugee camps in Bangladesh, or now was liking again in India and so 
forth? 
 
82 
00:11:42.504 --> 00:11:53.605 
So, so, that recognition, and the absence there of, in terms of America's posture with 
international institutions is, the absence of that, is very disappointing and very 
dangerous. 
 
83 
00:11:54.809 --> 00:12:07.975 
Thank you for sharing those lessons. The international cooperation was impressive 
and I know from a geographical perspective too, there was a lot of innovative use of 
real time mapping and knowing exactly 
 
84 
00:12:07.975 --> 00:12:16.914 
where cases were hitting and being able to close areas. And I wouldn't overstate 
that. It's a reminder, you're right, you're absolutely right. 
 
85 
00:12:17.634 --> 00:12:27.504 
But, but it's a reminder that you don't have to actually have the most cutting edge 
technologies, necessarily, to be able to bring technology to bear in a useful way. 
 
86 
00:12:27.504 --> 00:12:31.315 
And the example that comes to mind is one from Liberia, 
 



 
87 
00:12:31.315 --> 00:12:33.804 
in the Ebola context, where actually, 
 
88 
00:12:33.804 --> 00:12:42.534 
what the government was measuring was simply cell phone calls out of different 
parts of Liberia ,and the logic or the 
 
89 
00:12:42.565 --> 00:12:44.004 
the assumption was, 
 
90 
00:12:44.004 --> 00:12:56.875 
that if there was a spike in cell phone calls, by and large it was likely to be people 
calling for information or calling for help and was often the canary in the coal mine 
where then you can try to flood the zone as best you could. 
 
91 
00:12:56.875 --> 00:13:09.235 
And these resource-deprived areas often, again very remote areas far to reach with 
poor roads, not having the supplies and Ebola treatment units and labs that were 
needed right at the start. 
 
92 
00:13:09.595 --> 00:13:14.664 
But as things picked up, that ability to just take that as Carlos. 
 
93 
00:13:15.054 --> 00:13:21.355 
Likely, potentially with a search and then, you know, to have that be the equivalent 
of an early warning. 
 
94 
00:13:21.774 --> 00:13:31.164 
I also recall I took a trip to Sierra Leone at the height of the pandemic and, you know, 
it's just basic use of cellphones to gather data. 
 



 
95 
00:13:31.164 --> 00:13:39.205 
For example, on where safe burials were needed, one of the big shortages in the 
early days of the outbreak was SIM cards if you can believe it. 
 
96 
00:13:39.205 --> 00:13:39.654 
And this is, 
 
97 
00:13:39.654 --> 00:13:39.865 
what, 
 
98 
00:13:39.865 --> 00:13:40.855 
as UN ambassador, 
 
99 
00:13:41.309 --> 00:13:41.934 
it was a, 
 
100 
00:13:42.865 --> 00:13:44.605 
a luxury to be able to say, 
 
101 
00:13:44.634 --> 00:13:47.455 
even to some of the poorer countries within the UN, you too can help, 
 
102 
00:13:47.965 --> 00:13:49.674 
can you contribute SIM cards? 
 
103 
00:13:50.875 --> 00:14:04.345 
Whether through small amounts of funding and then somebody can get on a 
motorbike or bicycle and make their way out and can identify where a safe burial 
was needed. And being at headquarters in Freetown, in the capital of Sierra Leone, 
 



 
104 
00:14:04.345 --> 00:14:11.455 
and seeing the maps where safe burials were not occurring via a red pin, you know 
 
105 
00:14:11.634 --> 00:14:20.934 
the kind you see in a school classroom, you know, just one of those red pins and 
then, as soon as the safe burial had occurred, that would become a green pen. 
 
106 
00:14:20.934 --> 00:14:32.274 
And in the early days of the pandemic, it was just red pins everywhere, because they 
didn't have burial teams, but they began to have the knowledge. And with that 
knowledge and then combined with the, the training of people to be able to go in 
and do safe burials, 
 
107 
00:14:32.669 --> 00:14:41.274 
it would get called in that the safe burial had occurred and become a green pen. 
And so it's again, like, I think we need not mystify data and technology. 
 
108 
00:14:41.274 --> 00:14:48.534 
Sometimes it's as much as just making sure that there's a central repository of 
information and using the phone to impart that knowledge. 
 
109 
00:14:49.644 --> 00:14:50.125 
Good point. 
 
110 
00:14:50.965 --> 00:14:51.414 
So, 
 
111 
00:14:51.414 --> 00:14:59.815 
we're in a really different time right now, a pandemic. 13 million people have been 
infected with coronavirus and some, 
 



 
112 
00:15:00.024 --> 00:15:06.534 
almost 600,000 known deaths. As the threat of the virus grips our world 
 
113 
00:15:06.534 --> 00:15:13.884 
right now, what do you see as some of the most pressing human rights issues? 
Internationally in particular? 
 
114 
00:15:15.054 --> 00:15:28.375 
Well, let me maybe sort of go up a level to, to national security and say something, 
and we might have even talked about this when I saw you last, but when people 
before the pandemic would ask me what's your number - what keeps you up at 
night? 
 
115 
00:15:28.375 --> 00:15:30.595 
What's the number one national security risk, 
 
116 
00:15:30.684 --> 00:15:30.865 
you know, 
 
117 
00:15:30.865 --> 00:15:32.274 
including human rights issues, 
 
118 
00:15:32.274 --> 00:15:46.350 
but going beyond that my answer was virtually always: America's domestic 
polarization. And so far as our divisions on everything from climate to 
 
119 
00:15:46.345 --> 00:15:47.365 
Iran, 
 
120 
00:15:47.965 --> 00:15:48.294 



 
you know, 
 
121 
00:15:48.325 --> 00:15:53.725 
even to, to how to deal with the dictator in North Korea regarding his is nuclear 
program, 
 
122 
00:15:53.725 --> 00:16:00.414 
but the devisiveness at home really undermining our ability of course, 
 
123 
00:16:00.414 --> 00:16:01.794 
to present a United front. 
 
124 
00:16:01.794 --> 00:16:15.174 
But even to sort of stably pursue a core of national interest that most Americans I 
think would agree upon. If they didn't know who was in office, if they were wearing 
ignorance that they could agree upon. 
 
125 
00:16:15.835 --> 00:16:20.335 
And so I would just before I get to your question about human rights issues around 
the world, 
 
126 
00:16:20.335 --> 00:16:22.975 
just note that with this pandemic, 
 
127 
00:16:22.975 --> 00:16:23.695 
we're seeing 
 
128 
00:16:23.695 --> 00:16:33.325 
for the first time life and death consequences to polarization and to the lack of 
respect for science. 
 



 
129 
00:16:33.325 --> 00:16:44.605 
I mean, that was in slow motion happening as it related to climate science, as you 
geographers know, you know, we see it with rising sea levels and the denial that still 
exists around that. 
 
130 
00:16:45.024 --> 00:16:48.595 
You could argue that at least conspiracy theories, 
 
131 
00:16:48.595 --> 00:16:52.375 
or a lack of respect for science around vaccines, 
 
132 
00:16:52.375 --> 00:16:53.754 
and their effects was having, 
 
133 
00:16:54.894 --> 00:16:55.225 
you know, 
 
134 
00:16:55.225 --> 00:17:00.054 
very harmful health effects in steady state over in recent years. 
 
135 
00:17:00.445 --> 00:17:10.795 
But this is just such a stark reminder that if you view national security in terms of 
protecting the lives of the American people, and the way of life of the American 
people, 
 
136 
00:17:11.545 --> 00:17:18.234 
we somehow have got to get past this period of, of having two sort of factual 
universes. 
 
137 
00:17:18.234 --> 00:17:19.855 



 
And two sets of very different, 
 
138 
00:17:19.855 --> 00:17:27.894 
factual predicates for how public policy gets made. So, then going beyond that in 
terms of human rights around the world, 
 
139 
00:17:27.894 --> 00:17:28.974 
you see governments, 
 
140 
00:17:29.005 --> 00:17:34.105 
the predisposition of a government as it related to human rights says 
 
141 
00:17:34.105 --> 00:17:36.535 
a lot--is a pretty good predictor, 
 
142 
00:17:36.535 --> 00:17:41.184 
really of how governments or countries have reacted, 
 
143 
00:17:41.184 --> 00:17:46.884 
and the extent to which they have tried to use the pandemic to centralize power. 
 
144 
00:17:47.424 --> 00:18:00.144 
Now, some countries are doing that with very good reason. Of course, declaring 
states of emergency because of the legality of this pandemic and the need to secure 
citizen compliance. That's completely understandable. 
 
145 
00:18:00.474 --> 00:18:12.894 
But you'll note some countries are doing so with statutes of limitations or subset 
clauses. Some are doing so with regular returns to sort of parliamentary debate. 
 
146 



 
00:18:13.434 --> 00:18:14.244 
And others, 
 
147 
00:18:14.275 --> 00:18:14.694 
like 
 
148 
00:18:14.964 --> 00:18:19.315 
the government in Hungary have basically created a kind of infinite 
 
149 
00:18:19.734 --> 00:18:29.454 
calendar for how these excessive concentrated powers will be respected or, 
 
150 
00:18:29.484 --> 00:18:31.585 
or the extent to which they have a shelf life. 
 
151 
00:18:31.615 --> 00:18:40.285 
It's an infinite shelf life. And that says much less about the pandemic and much 
more about Victor Orban, and what his ambitions would have been prior to the 
pandemic. 
 
152 
00:18:41.605 --> 00:18:47.335 
So I think there are 84 countries that have declared some version of a state of 
emergency. 
 
153 
00:18:47.904 --> 00:18:49.345 
You do see, 
 
154 
00:18:49.345 --> 00:18:53.424 
even though citizens aren’t generally able to, 
 
155 



 
00:18:53.424 --> 00:18:54.295 
depending on where they are, 
 
156 
00:18:54.295 --> 00:19:07.585 
what stage in the pandemic able to gather in person. You see citizens getting pretty 
savvy in figuring out how to still raise their voices and carry out public protest. 
 
157 
00:19:07.615 --> 00:19:16.434 
A number of elections have been postponed, but you see many growing again in 
places where, where governments are intent on securing the franchise. 
 
158 
00:19:16.704 --> 00:19:27.805 
You see many where now absentee ballots, mail in ballots, you know, other forms of 
accommodating the pandemic while continuing to maintain Democratic privileges. 
 
159 
00:19:27.835 --> 00:19:42.625 
where those balancing extra struck. So it's, it's, it's really a mix, but if you're looking at 
a state of emergency and wondering, is it opportunistic and about a power grab? Or 
is it something responsive to the virus? Your best 
 
160 
00:19:42.924 --> 00:19:53.605 
metric for knowing which of the two it is, is is what the individual or what the party 
in charge was doing before the pandemic struck. Good point. In our panel 
 
161 
00:19:53.605 --> 00:19:54.535 
last week, 
 
162 
00:19:54.535 --> 00:20:05.875 
there was a lot of discussion how technology could be very effective tool for 
repression and especially for more authoritarian states and, 
 
163 



 
00:20:06.444 --> 00:20:06.744 
you know, 
 
164 
00:20:06.744 --> 00:20:08.994 
this is being shown over and over again. 
 
165 
00:20:10.134 --> 00:20:14.575 
I'd like to switch to one country in particular since we're really interested in 
 
166 
00:20:15.059 --> 00:20:28.164 
how the technology is important and somewhat disturbing in terms of growing 
surveillance and that is China and it's tech industry. 
 
167 
00:20:29.095 --> 00:20:38.815 
They probably have constructed the most advanced surveillance state, a state that 
would be unacceptable for most Western democracies. 
 
168 
00:20:39.204 --> 00:20:47.394 
But as we see more and more of these technologies growing and becoming usable, 
do you see 
 
169 
00:20:49.704 --> 00:21:03.295 
the idea of governance itself under the umbrella of Covid-19 changing as technology 
and government merge in ways that we haven't seen before? 
 
170 
00:21:05.484 --> 00:21:05.815 
Well, 
 
171 
00:21:06.174 --> 00:21:08.934 
technology is, is definitely 
 



 
172 
00:21:09.954 --> 00:21:10.375 
you know, 
 
173 
00:21:10.674 --> 00:21:13.884 
it is a tool that can be used 
 
174 
00:21:14.279 --> 00:21:15.029 
productively, 
 
175 
00:21:15.025 --> 00:21:29.484 
constructively, as it is in many places in relation to this pandemic in a way of real 
time, gathering phone data as we talked about just through cell phone tower data in 
varying contexts, 
 
176 
00:21:29.484 --> 00:21:39.325 
but here much more sophisticated data about who's traveling, this sort of effectively 
GPS data about who's traveling where, 
 
177 
00:21:39.325 --> 00:21:42.414 
and whether they're observing the, 
 
178 
00:21:42.865 --> 00:21:45.894 
the travel restrictions that have been in place in many communities. 
 
179 
00:21:45.894 --> 00:21:59.035 
So, it can be a helpful tool for accountability, and it can be a helpful way of 
aggregating citizen behavior, needless to say, and you’re more of an expert on this 
than I am. 
 
180 
00:22:00.355 --> 00:22:05.484 



 
I think, you know, I would just again come back to my point about predispositions. 
 
181 
00:22:05.484 --> 00:22:16.644 
I mean, there were a lot of governments purchasing or obtaining technology, 
surveillance, technology, facial recognition technology from China prior to the 
pandemic. 
 
182 
00:22:16.825 --> 00:22:29.785 
And what's different now is that those governments are often framing the use of, of 
that technology under the rubric of pandemic response. 
 
183 
00:22:29.785 --> 00:22:32.934 
And so it's sort of giving them a way to launder 
 
184 
00:22:34.015 --> 00:22:48.984 
some of what they were intending on putting in place anyway. And again, this could 
be cities doing partnerships with the Chinese government. Some of those deals have 
been in the works over the last five years, or national governments. 
 
185 
00:22:49.555 --> 00:22:58.464 
And so I just again, it's that they will cite the pandemic, say that that is what is 
motivating this. 
 
186 
00:22:58.464 --> 00:23:08.694 
But, but when you have more broadly as a background condition for the pandemic 
long, before anybody got sick in Wuhan was freedom in decline around the world. 
 
187 
00:23:08.694 --> 00:23:13.674 
Fourteen straight years in which you've seen backsliding within established 
democracies 
 
188 



 
00:23:13.674 --> 00:23:25.224 
like our own or those countries that were partly free becoming unfree or less free, 
those countries that were fully free becoming partly free according to one metric, 
 
189 
00:23:25.434 --> 00:23:26.785 
which is Freedom House’s. 
 
190 
00:23:27.204 --> 00:23:27.414 
Well, 
 
191 
00:23:27.595 --> 00:23:28.555 
the bottom line is, 
 
192 
00:23:28.585 --> 00:23:28.734 
you know, 
 
193 
00:23:28.734 --> 00:23:36.085 
after the explosion of rights and NGO’s and so forth, governments became much 
more savvy, backed by Russia, 
 
194 
00:23:36.115 --> 00:23:36.744 
China, 
 
195 
00:23:37.615 --> 00:23:38.994 
Saudi Arabia and others, 
 
196 
00:23:38.994 --> 00:23:40.075 
depending on the context, 
 
197 
00:23:40.105 --> 00:23:44.515 



 
much more savvy in constraining the work of civil society, 
 
198 
00:23:44.515 --> 00:23:46.974 
constraining the work of NGO’s, and now, 
 
199 
00:23:47.369 --> 00:23:48.744 
at just the time that was happening 
 
200 
00:23:48.744 --> 00:23:49.525 
anyway, 
 
201 
00:23:50.125 --> 00:23:54.924 
this technology has become available on the open market and it's a kind of arsenal 
 
202 
00:23:55.319 --> 00:24:08.934 
of repression that government officials now have at their disposal. I would make one 
point just because maybe many who are joining us today are U.S. based given it’s the 
American Geographical Society. 
 
203 
00:24:09.295 --> 00:24:19.674 
But just to, to take note of how many U.S. companies are involved in the production 
of these products that can be used for great harm. 
 
204 
00:24:20.125 --> 00:24:22.944 
And there have been studies that have shown, 
 
205 
00:24:23.005 --> 00:24:23.275 
I think, 
 
206 
00:24:23.275 --> 00:24:25.315 



 
Seagate Technology PLC, 
 
207 
00:24:25.315 --> 00:24:26.335 
Western Digital Core, 
 
208 
00:24:26.365 --> 00:24:27.055 
Intel, 
 
209 
00:24:27.865 --> 00:24:29.065 
even Hewlett Packard, 
 
210 
00:24:29.095 --> 00:24:29.515 
you know, 
 
211 
00:24:29.545 --> 00:24:40.464 
mainstream American companies involved in the, in the surveillance industry that is 
now being exported by Beijing. 
 
212 
00:24:41.035 --> 00:24:55.765 
And that's something I really think has to be that those companies need to be held 
accountable for their roles and what becomes of these technologies. We have as you 
know in the weapons context, export control regimes that are immensely important. 
 
213 
00:24:55.765 --> 00:25:04.974 
Even if they're not observed and sort of rigorously applied to the extent that I would 
like to see them applied, 
 
214 
00:25:05.755 --> 00:25:20.275 
we really need to think about whether components that go to this kind of facial 
recognition software that then in turn is used to round up 2 million Uighurs in China, 
is our export control 



 
 
215 
00:25:20.275 --> 00:25:21.654 
regime sufficient. 
 
216 
00:25:22.134 --> 00:25:33.924 
And I think the more the public knows about what these American companies are 
doing. I think there'd be great discomfort, especially as you start to see more and 
more attention paid to what China's doing internally, 
 
217 
00:25:33.924 --> 00:25:44.575 
but also now extending what it means to be internal by extending that to Hong 
Kong, and then, you know, taking these tools and sending them to governments 
elsewhere. 
 
218 
00:25:44.845 --> 00:25:56.785 
So I think there's an American accountability dimension to this that you need to 
think through. Gight. There's certainly other players developing these technologies, 
but America is an important one. 
 
219 
00:25:58.765 --> 00:26:12.204 
One of the reasons we convene, are convening these panels and spotlights is to try 
and have individuals appreciate how during this unusual period we're in, 
 
220 
00:26:12.204 --> 00:26:26.815 
with Covid, that something as ubiquitous as our cellphones that we love, hard to 
prove the matter of the hands of our children, can become a major data collection 
and human tracking 
 
221 
00:26:26.815 --> 00:26:31.944 
device. And initially there was great enthusiasm. 
 
222 



 
00:26:32.065 --> 00:26:45.295 
This will solve the problem. And one of the reasons we, we would think it's important 
to discuss it is that this could actually create a whole other set of problems. So, as 
someone who's studied human rights, 
 
223 
00:26:45.720 --> 00:26:49.555 
as wonderful as particularly cellphones are, 
 
224 
00:26:49.765 --> 00:26:50.065 
you know, 
 
225 
00:26:50.065 --> 00:26:56.934 
what are the things that, that worry you about becoming so embedded with the 
technology, 
 
226 
00:26:56.964 --> 00:27:04.045 
governance and corporations being able to to track details of our daily movements? 
Well, 
 
227 
00:27:04.224 --> 00:27:06.924 
let me let me come back to that burning issue. 
 
228 
00:27:06.924 --> 00:27:07.615 
But also, 
 
229 
00:27:07.615 --> 00:27:09.444 
just take note of the, 
 
230 
00:27:09.474 --> 00:27:12.535 
the other really dangerous dimension of technology, 
 



 
231 
00:27:12.535 --> 00:27:15.384 
which relates to my point earlier about polarization, 
 
232 
00:27:15.835 --> 00:27:29.785 
which is the extent to which technology is really solidifying echo chambers and the 
extent to which people are able to select around our pre-existing 
 
233 
00:27:30.119 --> 00:27:32.664 
preferences, our political preferences, 
 
234 
00:27:32.664 --> 00:27:45.684 
a conspiracy theory that we might be drawn to. And very rarely in those pretty well 
sealed echo chambers rarely getting exposure to alternative viewpoints. 
 
235 
00:27:46.615 --> 00:27:55.404 
And that's played a major role. And the tech tech companies themselves are playing 
a major role in fueling polarization 
 
236 
00:27:55.795 --> 00:27:59.664 
with the precise designs of their algorithms, 
 
237 
00:28:00.085 --> 00:28:04.644 
which really push people in more extreme direction. For example, 
 
238 
00:28:04.644 --> 00:28:12.234 
their own internal studies showed this, warned about this years in advance and 
nothing was done about it. 
 
239 
00:28:12.234 --> 00:28:23.904 



 
And I really don't think a sufficient amount has been done. It's very challenging, 
because it's very, for all the talk of openness and, and so forth. What 
 
240 
00:28:23.904 --> 00:28:28.164 
Facebook and other major tech companies are doing behind the scenes is massively 
opaque. 
 
241 
00:28:28.734 --> 00:28:31.315 
And, and because there is, 
 
242 
00:28:31.765 --> 00:28:31.974 
you know, 
 
243 
00:28:31.974 --> 00:28:35.275 
very little regulation of this space, 
 
244 
00:28:35.275 --> 00:28:39.025 
despite the fact that I did do this for my class, 
 
245 
00:28:39.535 --> 00:28:40.795 
my graduate school class, 
 
246 
00:28:40.795 --> 00:28:43.375 
where I take the flags of all the member states of 
 
247 
00:28:43.644 --> 00:28:44.575 
the United Nations, 
 
248 
00:28:44.575 --> 00:28:44.994 
193 



 
 
249 
00:28:44.994 --> 00:28:46.345 
member states, 
 
250 
00:28:46.855 --> 00:28:50.454 
and rank them by economic wealth, 
 
251 
00:28:50.484 --> 00:28:56.335 
effectively or economic worth to try to put it in terms where I can do an apples to 
apples comparison of Facebook. 
 
252 
00:28:56.849 --> 00:28:58.765 
And Facebook’s flag, 
 
253 
00:28:58.765 --> 00:28:59.244 
the little  
 
254 
00:28:59.335 --> 00:29:02.424 
white ‘f’ against the backdrop, 
 
255 
00:29:03.325 --> 00:29:03.744 
you know, 
 
256 
00:29:04.224 --> 00:29:04.615 
if you, 
 
257 
00:29:04.615 --> 00:29:08.244 
if you rank it according to economic heft, 
 
258 



 
00:29:08.549 --> 00:29:23.545 
it comes above 167 of the 193 member states of the UN and yet has none of the 
checks and balances even the illiberal states and undemocratic states have. And 
 
259 
00:29:23.545 --> 00:29:24.115 
so, 
 
260 
00:29:24.414 --> 00:29:24.775 
anyway, 
 
261 
00:29:24.775 --> 00:29:25.224 
I think, 
 
262 
00:29:25.224 --> 00:29:25.494 
I think, 
 
263 
00:29:25.494 --> 00:29:25.734 
well, 
 
264 
00:29:25.734 --> 00:29:30.085 
in apart from the data being taken from one’s cell phone, 
 
265 
00:29:30.085 --> 00:29:32.724 
and then used or given out in different ways, 
 
266 
00:29:32.724 --> 00:29:34.375 
there's this other dimension 
 
267 
00:29:34.375 --> 00:29:44.994 



 
that is helping fuel a degree of dysfunction that now, again the pandemic we see 
has as life and death consequences. Regarding your very specific question, 
 
268 
00:29:45.025 --> 00:29:55.644 
I think that one of the many worrying developments is the extent to which citizens 
have kind of lost their agency. 
 
269 
00:29:56.095 --> 00:29:57.924 
And this is true in the algorithm I just mentioned, 
 
270 
00:29:57.924 --> 00:30:00.835 
but also in the area that you're focused on, 
 
271 
00:30:01.224 --> 00:30:02.275 
whereby, 
 
272 
00:30:02.605 --> 00:30:02.815 
you know, 
 
273 
00:30:02.815 --> 00:30:08.125 
if it worked for very important weeks out of major 
 
274 
00:30:08.125 --> 00:30:09.325 
social media companies 
 
275 
00:30:09.355 --> 00:30:13.494 
or crack reporting, and investigations from the outside, 
 
276 
00:30:13.974 --> 00:30:14.605 
I'm not sure 



 
 
277 
00:30:14.605 --> 00:30:17.634 
we would know just how much data was handed over 
 
278 
00:30:18.505 --> 00:30:19.555 
for purchase, 
 
279 
00:30:19.825 --> 00:30:20.335 
by, 
 
280 
00:30:20.335 --> 00:30:20.845 
for example, 
 
281 
00:30:20.845 --> 00:30:23.335 
Facebook back in 2016. 
 
282 
00:30:23.365 --> 00:30:23.904 
You know, 
 
283 
00:30:23.904 --> 00:30:25.224 
all of that has come out, 
 
284 
00:30:25.224 --> 00:30:26.244 
not proactively 
 
285 
00:30:26.244 --> 00:30:27.835 
because the company decided, oh, 
 
286 
00:30:28.075 --> 00:30:30.234 



 
we're so sorry, we realize this has happened but, 
 
287 
00:30:30.595 --> 00:30:33.984 
but it has been extracted. And 
 
288 
00:30:34.500 --> 00:30:34.704 
you know, 
 
289 
00:30:34.704 --> 00:30:39.384 
now, the companies are much more self conscious about consumers 
 
290 
00:30:39.384 --> 00:30:41.424 
getting to opt in and to opt out. 
 
291 
00:30:41.789 --> 00:30:50.575 
But I would say, that's a baseline standard when it comes to what is being monitored 
and what is being shared. We know 
 
292 
00:30:50.575 --> 00:31:03.085 
we're now asked to check that box more and more, but sometimes you can't, 
depending on which platform we're talking about, you can't get access to the 
services you want without checking the box. So it's a false choice. 
 
293 
00:31:04.404 --> 00:31:18.414 
And so, I think the only way, we've seen that, and I keep picking on Facebook, but I'll 
continue to, with Facebook, you know, that, in the context of hate speech that has 
thrived on the platform, 
 
294 
00:31:20.095 --> 00:31:34.434 



 
it is only really been a mass corporate boycott that has come about only in the wake 
of George Floyd's killing, that Facebook has revisited where it draws the line in terms 
of incitement to violence and hate speech. 
 
295 
00:31:34.914 --> 00:31:40.884 
We've seen that only the footstep effect of discussions of breaking up Facebook or 
regulating Facebook 
 
296 
00:31:41.335 --> 00:31:44.605 
have caused it to be more proactive in other domains. 
 
297 
00:31:44.634 --> 00:31:57.115 
And so, the sort of sad fact is, I think we have to recognize that only through public 
pressure, consumer pressure, will Facebook strike a better balance between human 
rights 
 
298 
00:31:57.144 --> 00:32:10.585 
and let's say what it would deem a public policy imperative, or an incrementable 
other good. And so on COVID, Facebook has been very aggressive in taking down 
mis-information. 
 
299 
00:32:11.454 --> 00:32:17.305 
But for example, on electoral politics, it's still so far, at least willing to take money 
 
300 
00:32:17.305 --> 00:32:19.884 
from from those who will willingly lie, 
 
301 
00:32:20.785 --> 00:32:25.795 
if they happen to be a politician doling out that money. And so these 
 
302 
00:32:25.825 --> 00:32:28.255 



 
sort of questions, climate science, 
 
303 
00:32:28.255 --> 00:32:28.765 
for example, 
 
304 
00:32:28.765 --> 00:32:31.015 
Facebook is refusing to fact check, 
 
305 
00:32:31.734 --> 00:32:33.684 
it's treating it as mere opinion, 
 
306 
00:32:33.835 --> 00:32:39.384 
which is totally different than how it's handling COVID and I think until more 
pressure is mustered, 
 
307 
00:32:39.654 --> 00:32:52.615 
I mean, people will look back at that decision, you know, five years from now, 
nevermind, twenty years from now, and just say, what were they thinking in treating 
climate science as something that could have really negative effects on health 
 
308 
00:32:53.244 --> 00:33:07.704 
and wonder how that could've been exempt from Facebook's effort to promote 
health and to be more aggressive in policing their platform when it relates to health, 
but to exempt climate science and act like that doesn't belong there makes no 
sense today 
 
309 
00:33:07.704 --> 00:33:09.865 
and it’ll make even less sense with the passage of time. 
 
310 
00:33:10.799 --> 00:33:19.974 



 
Yeah, I couldn't agree with you more. We have been looking at Facebook and, you 
know, in terms of their ‘Data for Good’ program. 
 
311 
00:33:20.785 --> 00:33:27.684 
So they are offering things like co-location maps, movement ranges, social 
connectedness. 
 
312 
00:33:28.105 --> 00:33:38.515 
It begs the question, is this really the role of a private sector corporation to provide 
this information 
 
313 
00:33:38.515 --> 00:33:44.724 
and when should governments step in to regulate? Who controls this data? And it's 
enormously powerful,  
 
314 
00:33:44.724 --> 00:33:55.194 
with what two billion followers? You can track a lot of people that way. Obviously 
certain countries, China’s not in that mix, but they have their own version of a 
tracking going on. 
 
315 
00:33:56.095 --> 00:33:56.484 
Yeah, 
 
316 
00:33:56.484 --> 00:33:56.934 
I mean, 
 
317 
00:33:56.964 --> 00:34:09.684 
this is not my area of expertise, as somebody who works on foreign policy, but I 
would say that I think, in light of what happened with Cambridge Analytica, in light 
of the harvesting of data work, 
 
318 



 
00:34:09.715 --> 00:34:19.014 
where users of Facebook and other tech companies were caught completely 
unaware as to what was being done with information, 
 
319 
00:34:19.014 --> 00:34:20.875 
glean by use of the platform. 
 
320 
00:34:21.414 --> 00:34:31.945 
I think Facebook is now more careful. And if I'm not mistaken in the context of the 
programs that you mentioned, it is an opt-in program. 
 
321 
00:34:31.945 --> 00:34:42.684 
So the default is not that you were opted-in, the default is that you're opted-out and 
you must opt-in and you will correct me if I'm wrong on that, it may have shifted as 
the pandemic has gotten worse. 
 
322 
00:34:42.954 --> 00:34:50.664 
And in some countries, you know, the default is being set in the other, in another 
place, because of the severity of the pandemic. 
 
323 
00:34:51.054 --> 00:34:58.195 
And you could imagine a reasonable public policy debate about how to weight those 
variables of privacy 
 
324 
00:34:58.224 --> 00:35:11.784 
and then the good that would be obtained in having aggregate data from, as you 
say, 2 million or more users. I mean Facebook now on the Earth has more adherence 
than Christianity, I gather, and that's a few years old. 
 
325 
00:35:12.355 --> 00:35:15.414 
So there's a lot of data out there, right? And there could be 
 



 
326 
00:35:15.925 --> 00:35:16.105 
very 
 
327 
00:35:16.135 --> 00:35:18.864 
beneficial effects to that data being used. 
 
328 
00:35:18.864 --> 00:35:20.695 
But in an open conversation 
 
329 
00:35:20.695 --> 00:35:26.815 
where decisions are being made in collaboration with the users of the platform, 
 
330 
00:35:26.844 --> 00:35:31.465 
you could imagine persuasively getting people, if you deal with polarization, 
 
331 
00:35:32.815 --> 00:35:33.355 
which is, 
 
332 
00:35:33.355 --> 00:35:33.565 
and, 
 
333 
00:35:33.594 --> 00:35:39.684 
or at least get Republicans and Democrats on the same side about what to do about 
a pandemic, 
 
334 
00:35:39.684 --> 00:35:42.534 
or at least the strategic thrust of how to respond to a pandemic, 
 
335 
00:35:43.074 --> 00:35:43.735 



 
then, 
 
336 
00:35:43.764 --> 00:35:46.644 
you could imagine the dignity of users, 
 
337 
00:35:46.644 --> 00:35:47.994 
the agency of users, 
 
338 
00:35:47.994 --> 00:35:49.735 
the consent of users, 
 
339 
00:35:51.744 --> 00:35:59.784 
all of that being obtained while that agency is preserved. But in a crisis situation, 
 
340 
00:35:59.815 --> 00:36:00.144 
again, 
 
341 
00:36:00.144 --> 00:36:05.574 
people will make a different call. For these decisions to be made behind closed doors 
with no consultation with people, 
 
342 
00:36:05.574 --> 00:36:08.155 
not even being alerted to where the default is set, 
 
343 
00:36:09.505 --> 00:36:17.815 
you know, that's a system that has already yielded great abuse and harm and so I 
think that that lesson needs to be learned. 
 
344 
00:36:18.204 --> 00:36:21.894 
It'll be interesting if there is a new administration coming in, 



 
 
345 
00:36:21.894 --> 00:36:22.554 
or, 
 
346 
00:36:22.614 --> 00:36:23.094 
you know, 
 
347 
00:36:23.335 --> 00:36:25.614 
once we get out of this election cycle, 
 
348 
00:36:26.094 --> 00:36:29.905 
whether Congress is going to step into some of these areas as you, 
 
349 
00:36:29.934 --> 00:36:30.985 
as you indicate. 
 
350 
00:36:30.985 --> 00:36:38.724 
I don't think your average American citizen is much more comfortable with 
government as the holder of 
 
351 
00:36:39.715 --> 00:36:47.875 
you know, citizen data. And again, that would probably break down in some 
polarized ways as well, depending on what party stalwarts are for. 
 
352 
00:36:48.925 --> 00:37:01.675 
So I think this is going to be tricky whichever way you slice it, and whichever kind of 
institutional home one imagines such data. We've never had access to such vast 
amounts of data. 
 
353 
00:37:01.675 --> 00:37:05.545 



 
But where that data is going, is going to be controversial, no matter what. Right. 
 
354 
00:37:05.755 --> 00:37:13.644 
But certainly worthy of discussion and maybe more regulation. Just reminding our 
listeners that if you have questions, 
 
355 
00:37:13.644 --> 00:37:18.385 
please submit them and I'll try to get to them in the next few minutes. 
 
356 
00:37:18.385 --> 00:37:21.925 
You can post them on WebEx or via Facebook. 
 
357 
00:37:23.275 --> 00:37:33.804 
So, on Friday, we had a panel on Vulnerable Publics, which was an international 
focus with many great human rights advocates 
 
358 
00:37:34.164 --> 00:37:39.744 
and they talked about, in the context of the pandemic, vulnerability of children, 
 
359 
00:37:40.135 --> 00:37:49.135 
very robust discussion of guest workers in the Gulf States and their vulnerability in 
terms of tracking and surveillance, refugees, 
 
360 
00:37:50.215 --> 00:37:58.105 
LGBTQ communities and I guess thinking beyond the crisis of COVID, 
 
361 
00:37:58.614 --> 00:37:59.034 
as 
 
362 
00:37:59.065 --> 00:38:02.545 



 
we really refine our ability to 
 
363 
00:38:02.755 --> 00:38:04.045 
track people, 
 
364 
00:38:05.695 --> 00:38:08.215 
under what circumstances would you see 
 
365 
00:38:10.019 --> 00:38:22.164 
the potentially-- who would be the most vulnerable in those circumstances? Do you 
see, for example, is this something that certain states would probably regulate better 
than others? 
 
366 
00:38:22.195 --> 00:38:31.704 
Or, you know, which publics might find themselves, especially exposed to an ability 
to track and follow people through these technologies? 
 
367 
00:38:34.914 --> 00:38:35.244 
Well, 
 
368 
00:38:35.244 --> 00:38:35.664 
again, 
 
369 
00:38:35.664 --> 00:38:35.815 
my, 
 
370 
00:38:35.875 --> 00:38:36.114 
my, 
 
371 
00:38:36.144 --> 00:38:51.054 



 
my view of technology is that it's the same as my view of the pandemic that it 
accentuates inequalities and challenges that people face when there's no pandemic 
 
372 
00:38:51.054 --> 00:38:51.565 
or when there, 
 
373 
00:38:51.565 --> 00:38:53.905 
when they don't have access to technical tools. 
 
374 
00:38:53.905 --> 00:38:54.385 
So, 
 
375 
00:38:54.900 --> 00:38:55.199 
it, 
 
376 
00:38:55.195 --> 00:38:55.585 
it, 
 
377 
00:38:55.614 --> 00:38:56.065 
it, 
 
378 
00:38:56.155 --> 00:38:59.815 
there's a sort of intensity of impact, 
 
379 
00:38:59.815 --> 00:39:06.114 
I suppose that can be and, and a prolongation of impact that can be secured 
through technological tracking, 
 
380 
00:39:08.125 --> 00:39:08.664 
you know, 



 
 
381 
00:39:08.664 --> 00:39:11.094 
and maybe, 
 
382 
00:39:11.244 --> 00:39:11.784 
you know, 
 
383 
00:39:12.144 --> 00:39:12.355 
I mean, 
 
384 
00:39:12.355 --> 00:39:12.715 
certainly, 
 
385 
00:39:12.715 --> 00:39:16.465 
if you look at China's tools and the sophistication of those tools, 
 
386 
00:39:17.695 --> 00:39:20.664 
and the system that they are pioneering, 
 
387 
00:39:21.054 --> 00:39:23.875 
where each citizen gets a citizen’s score, 
 
388 
00:39:24.295 --> 00:39:26.275 
and that's on the basis of their purchases, 
 
389 
00:39:26.275 --> 00:39:39.324 
what they're reading, where they're traveling, what they’re saying over email, but it's 
also on the basis of the score of their neighbors and their family members. So there's 
a collected guilt dimension to it as well. 
 



 
390 
00:39:39.324 --> 00:39:50.905 
All that gets grinded together in a citizen score and already millions of Chinese have 
been denied the ability to travel on the basis of having an unsatisfactory citizen 
score. 
 
391 
00:39:52.465 --> 00:40:04.405 
You know, if you, that's  just generically, if you're just a Chinese citizen, you're going 
to have your own citizen score. Imagine if you are a persecuted Christian in a country 
like that? 
 
392 
00:40:04.405 --> 00:40:04.764 
Imagine, 
 
393 
00:40:04.764 --> 00:40:05.125 
if you're a, 
 
394 
00:40:05.125 --> 00:40:14.934 
we have to imagine that's already happening the ways in which again that data is 
being crunched and then producing large scale 
 
395 
00:40:14.934 --> 00:40:25.135 
re-education out of a belief that that's the only way somehow to deal with this kind 
of trumped up security threat that Beijing invokes. 
 
396 
00:40:26.695 --> 00:40:29.244 
It really depends on who you're talking to. 
 
397 
00:40:29.304 --> 00:40:36.894 
It's very hard to generalize around an LGBTQ community. Technological tools can be 
incredibly important, 
 



 
398 
00:40:36.894 --> 00:40:48.565 
it can create, what, in the first instance, is a safer space, than in-person communities, 
you know, people can find one another through technology where it's very risky to 
do 
 
399 
00:40:48.565 --> 00:40:48.894 
so 
 
400 
00:40:48.894 --> 00:40:50.574 
in real life. At the same time, 
 
401 
00:40:51.594 --> 00:41:00.659 
it's incredibly easy for a government that has banned same-sex relationships, 
 
402 
00:41:01.164 --> 00:41:14.065 
incredibly easy for a government that has access to the kind of capabilities that now 
exist on the open market, to hunt down people on the basis of who they're flirting 
with, nevermind who they’re meeting. 
 
403 
00:41:15.505 --> 00:41:18.715 
So the real issue is, 
 
404 
00:41:18.869 --> 00:41:32.605 
is a government intent on respecting the rights and dignity and agency of citizens 
who live within their borders or those who passed through their borders. If they're 
not, 
 
405 
00:41:32.664 --> 00:41:46.465 
and if they want to hunt down migrants, or are persecuting Roma, or are spreading, 
you know, anti-semitism 
 



 
406 
00:41:46.494 --> 00:41:49.675 
and want to label people on the basis of their faith, 
 
407 
00:41:49.675 --> 00:41:50.815 
or their ethnicity, 
 
408 
00:41:51.534 --> 00:41:51.775 
you know, 
 
409 
00:41:51.775 --> 00:41:58.914 
these tools create a very smooth path and, 
 
410 
00:41:58.914 --> 00:42:00.445 
and sort of exponentially 
 
411 
00:42:00.445 --> 00:42:05.635 
expand the reach of your ability to brand ‘the other’. 
 
412 
00:42:05.695 --> 00:42:08.454 
And so there's a lot to worry about, again, 
 
413 
00:42:09.025 --> 00:42:17.425 
much has been made in the past about how these tools help as force multipliers for 
people who are in persecuted or minority groups, 
 
414 
00:42:17.425 --> 00:42:20.034 
and those positive effects, 
 
415 
00:42:20.034 --> 00:42:21.804 



 
as we've seen with the black lives matter movement, 
 
416 
00:42:21.804 --> 00:42:24.594 
as we saw with the women's marches, 
 
417 
00:42:24.594 --> 00:42:27.715 
as we see with digital organizing around political campaigns now, 
 
418 
00:42:27.715 --> 00:42:28.914 
as we head into November, 
 
419 
00:42:29.335 --> 00:42:31.644 
all those constructive uses are still available. 
 
420 
00:42:32.070 --> 00:42:44.635 
But I think we are growing much more alert to the dark employment of these tools 
and the extent to which people who are vulnerable in a non-technological world just 
become even more vulnerable, 
 
421 
00:42:44.905 --> 00:42:45.894 
because 
 
422 
00:42:45.985 --> 00:42:54.385 
they’re tracked or they’re stigmatized, and the reach of that stigma is even greater 
than a politician statement, that may 
 
423 
00:42:54.385 --> 00:42:56.184 
or may not have been seen on the evening news. 
 
424 
00:42:56.514 --> 00:43:06.985 



 
Right. I mean, you can go down a very dark path and at the same time, these 
technologies do have liberating capacities. A couple of interesting questions have 
come in, and 
 
425 
00:43:07.014 --> 00:43:20.784 
one is back to Facebook and is your experience, do you know of any international 
collaborations on regulating platforms such as Facebook, reducing 
 
426 
00:43:20.784 --> 00:43:32.094 
the kinds of goals, problems as misinformation, repressive, do, have you seen any of 
that happening? Not just the discussion within the US, but more globally. 
 
427 
00:43:32.695 --> 00:43:46.164 
Yeah, I mean, I'm again not an expert on this, but I know Australia has put in place a 
law that creates much more liability for the company in terms of what appears on 
the platform. 
 
428 
00:43:46.195 --> 00:43:59.244 
So, I gather enforcement has not been too strenuous up to this point. Perhaps, you 
know, there's a grace period as the tech companies kind of ease into what the 
implications of this will be. 
 
429 
00:44:01.014 --> 00:44:11.364 
Similarly, I think the European Union and Germany are way ahead of where the 
United States is, they have been way ahead from the very beginning in terms of 
regulating these companies. 
 
430 
00:44:11.784 --> 00:44:17.304 
And what you see is that, and this is how regulation works generally. 
 
431 
00:44:17.304 --> 00:44:31.014 



 
But you see, actually, Facebook, what ends up happening when the tougher 
regulations are in place, around hate speech or incitement or misinformation. It is 
Facebook itself 
 
432 
00:44:31.045 --> 00:44:37.885 
that ends up removing the content in a much, more, aggressive way than otherwise 
would have happened. 
 
433 
00:44:37.885 --> 00:44:49.554 
So it's not as if they want to get to a point where it's not coming to a head, where 
regulatory, the enforcement of these laws is required, but it just makes them much 
more aggressive in policing standards. 
 
434 
00:44:49.585 --> 00:44:52.614 
And by the way, the standards look very similar, 
 
435 
00:44:52.614 --> 00:44:57.295 
except in a couple of areas, to the standards that they claim to be enforcing here, 
 
436 
00:44:57.744 --> 00:44:59.574 
but which content gets pulled down, 
 
437 
00:44:59.574 --> 00:45:05.304 
and which doesn't is radically different because of the threat of applied regulation, 
 
438 
00:45:05.304 --> 00:45:06.295 
enforced regulation. 
 
439 
00:45:06.780 --> 00:45:15.085 
But the EU, Germany and Australia, are probably the best examples. I, let me just, 
one other point, which is, 



 
 
440 
00:45:15.414 --> 00:45:30.385 
the tragic dimension of this is in places like Sri Lanka and Burma. I mean, there was a 
great, a statement by one of the advisors to the last Sri Lankan president who said, 
‘the germs are ours, 
 
441 
00:45:30.505 --> 00:45:34.434 
but Facebook is the wind, the germs are ours and Facebook is the 
 
442 
00:45:34.434 --> 00:45:48.655 
wind’, and this is how hate spread leading to hate crimes on religious grounds in Sri 
Lanka and UN experts have really documented the extent to which Facebook was a 
pivotal tool in the genocide against the Rohingya. 
 
443 
00:45:49.195 --> 00:45:52.255 
I mean, much like Radio Mille Collines was back in the day 
 
444 
00:45:52.255 --> 00:45:52.885 
in Rwanda, 
 
445 
00:45:52.885 --> 00:45:57.414 
Facebook serves that function, and Facebook spreads to these, 
 
446 
00:45:57.655 --> 00:45:57.925 
you know, 
 
447 
00:45:57.925 --> 00:46:04.704 
and makes its tools available in these countries without having had any of the 
language expertise that they needed onsite. 
 
448 



 
00:46:04.704 --> 00:46:04.885 
So, 
 
449 
00:46:04.885 --> 00:46:13.974 
the rules of that community standards are meaningless when there's no 911 for 
anyone to call, and when you don't have the in-house, 
 
450 
00:46:14.755 --> 00:46:19.105 
linguistic and cultural wherewithal to even take content down, 
 
451 
00:46:19.105 --> 00:46:20.125 
even if they're saying, ‘go commit a genocide’, 
 
452 
00:46:21.264 --> 00:46:34.315 
and so that recklessness of getting out in front, sort of content, propagation, 
spreading so much faster than your own company’s ability to mitigate content, 
 
453 
00:46:34.824 --> 00:46:38.605 
again, the human consequences of that have already been felt. 
 
454 
00:46:39.119 --> 00:46:52.704 
Yeah, another question has come in, and this is going back to your earlier comment 
about decline and freedom, and freedom as indicators have seen authoritarian 
governments on the rise. 
 
455 
00:46:55.465 --> 00:47:03.144 
Do you see, I guess the flip side, maybe during this pandemic or afterwards, is there 
a way to reverse this trend? 
 
456 
00:47:06.355 --> 00:47:14.005 
You know, I think that China is overstepping, is very noteworthy. 



 
 
457 
00:47:14.184 --> 00:47:24.474 
So, I mean one way to view the moment is to say, while China is accelerating its 
influence around the world, and there's no question, it’s seeking to do so. It's got, 
now, more diplomatic posts 
 
458 
00:47:24.835 --> 00:47:38.364 
than the United States around the world, it's investing vast sums to the belt and road 
initiative and other infrastructure investments. It's the provider, or first resort for 
many countries, in terms of PPE and response to the pandemic, so, all of that is 
happening. 
 
459 
00:47:39.114 --> 00:47:53.635 
On the other hand, I mean, I just saw before we started today in fact, a statement out 
of Chinese state media around the UK’s decision yesterday, not to use Huawei for the 
5G technology, that the UK has gone back and forth on. 
 
460 
00:47:54.235 --> 00:48:01.585 
And, you know, the state media was explicitly saying, we must retaliate in the public 
and painful way against the United Kingdom. 
 
461 
00:48:01.585 --> 00:48:04.585 
And this is really the sort of rhetorical, 
 
462 
00:48:04.585 --> 00:48:11.184 
but also behind the scenes diplomatic approach that China has begun to take, and 
the, 
 
463 
00:48:11.215 --> 00:48:17.875 
those generous, what seemed to be generous investments and generous loans have 
come with huge strings attached, 
 



 
464 
00:48:18.114 --> 00:48:20.875 
both in terms of debts and, 
 
465 
00:48:20.934 --> 00:48:21.324 
you know, 
 
466 
00:48:21.715 --> 00:48:22.315 
really 
 
467 
00:48:22.590 --> 00:48:31.434 
horrific interest rates that then leave countries potentially at the mercy of China, 
having to loan, or provide access to national infrastructure. 
 
468 
00:48:31.434 --> 00:48:43.465 
So there's a kind of nationalistic backlash and a death trap buyer's remorse you 
might say, that's being experienced but also the extent to which China is 
 
469 
00:48:43.465 --> 00:48:57.054 
now going to countries increasingly and say we're giving you this, you vote with us at 
the UN, and some of that is working for China. And that's why China is, one reason 
among many, that China’s influence is increasing but you can either. There's an 
opening. 
 
470 
00:48:57.054 --> 00:49:06.474 
I think for democracies to say, wait a minute, really? Like, this is what you want the 
21st century to look like, is this level of conversion and intimidation. 
 
471 
00:49:06.474 --> 00:49:16.885 
This isn't soft power, which China had said they wanted to, you know, aggregate and 
then employ. This is just straight up for a version of hard power, 
 



 
472 
00:49:16.885 --> 00:49:22.014 
it's coercion, just through different means through economic means and political 
pressure. 
 
473 
00:49:22.405 --> 00:49:35.664 
So, you asked a question more generally about freedom and I went to China and I 
went there because this question of how these models fair, you know, not the 
models and instructions 
 
474 
00:49:35.664 --> 00:49:44.784 
that matters, but how democracy is fair, how autocracy is, and what the return 
system is fair will hinge a lot on the question of whether the United States can 
 
475 
00:49:45.175 --> 00:49:47.215 
recover from this very, 
 
476 
00:49:47.215 --> 00:50:01.945 
very grim period where we've led the world in mishandling the COVID pandemic 
instead of leading the world and rallying other countries in a global coalition, in a 
way we might have. I 
 
477 
00:50:01.945 --> 00:50:05.335 
think if we get a change of leadership out of the 
 
478 
00:50:05.364 --> 00:50:06.505 
coming election, 
 
479 
00:50:06.894 --> 00:50:13.525 
there's an opportunity to take a new look and what a coalition of democracies would 
look like and the extent to, 
 



 
480 
00:50:13.525 --> 00:50:16.885 
which we can really just sort of join forces, 
 
481 
00:50:16.885 --> 00:50:18.925 
not actual military forces, 
 
482 
00:50:18.925 --> 00:50:22.614 
but join diplomatic forces to be sharing 
 
483 
00:50:22.614 --> 00:50:26.065 
best practices on how to protect election infrastructure, 
 
484 
00:50:26.065 --> 00:50:40.974 
how to combat misinformation, how to prevent cyber attacks, but more than that, 
how to support, you know, countries that have just gone through democratic 
transitions. There's still, for all of the backsliding, every year, there are incredible 
examples like that in Sudan, 
 
485 
00:50:41.304 --> 00:50:42.505 
just in the last year, 
 
486 
00:50:42.505 --> 00:50:57.144 
where a genocidal government was unseated by a female led political protest 
movement and that government that has come in its wake has just banned female 
general mutilation, has, is trying to strip the books of 
 
487 
00:50:57.175 --> 00:51:03.355 
apostasy as a crime, is allowing alcohol for the first time in years. 
 
488 
00:51:03.355 --> 00:51:12.264 



 
Just just an effort at liberalization. Well, they need help and support and right now, 
democracies, most of them are still so shell shocked 
 
489 
00:51:12.539 --> 00:51:20.485 
by feeling a new, this kind of, intense rivalry with the United States, rather than the 
safety in numbers that 
 
490 
00:51:20.485 --> 00:51:27.925 
I think we could achieve if we began to pull our efforts again, for the sake of our own 
democracies, which are not in great shape, 
 
491 
00:51:28.344 --> 00:51:41.545 
and for the sake of supporting those countries, and those people's, that have taken 
risks to move in a more democratic direction. So I think there's a real opening that 
this, ironically, this pandemic has created. 
 
492 
00:51:41.545 --> 00:51:50.635 
But it's not clear yet, whether the United States will be part, will be among those 
countries stepping into the preach to, to take advantage of that opening. 
 
493 
00:51:51.960 --> 00:52:06.775 
I certainly hope we are. So, I'm afraid that that's about all the time we have today. On 
behalf of the American Geographical Society, I want to thank all of you for attending 
the Location Tech Task Force Leadership Spotlight. 
 
494 
00:52:07.014 --> 00:52:07.644 
Obviously, 
 
495 
00:52:07.644 --> 00:52:18.715 
I want to thank Ambassador Power for sharing her insights today on human rights 
implications during this period of COVID-19 and beyond, and of course, 
 



 
496 
00:52:18.715 --> 00:52:22.554 
I'd like to think the Henry Luce Foundation for sponsoring today's event. 
 
497 
00:52:23.605 --> 00:52:24.114 
Just to let 
 
498 
00:52:24.114 --> 00:52:24.505 
you know, 
 
499 
00:52:24.505 --> 00:52:38.994 
stay tuned for upcoming Blue-Ribbon Panels on the Location Tech Task Force in 
July. Please join us this Friday for our panel, ‘Vulnerable Publics: USA’, where we will 
convene experts working in 
 
500 
00:52:38.994 --> 00:52:42.175 
traditionally marginalized communities in the United States,  
 
501 
00:52:42.570 --> 00:52:45.894 
who so may be unduly impacted by the expansion of location 
 
502 
00:52:45.894 --> 00:52:48.534 
technology amidst the COVID-19 pandemic. 
 
503 
00:52:49.224 --> 00:52:50.784 
And on July 28th, 
 
504 
00:52:51.175 --> 00:52:55.465 
please tune in for National Security Perspectives on Location Surveillance, 
 
505 



 
00:52:55.465 --> 00:52:56.994 
and the Future of Democracy, 
 
506 
00:52:57.539 --> 00:53:00.594 
where former leaders in US national security policy 
 
507 
00:53:00.594 --> 00:53:04.465 
and practice will share their insights on the future of location 
 
508 
00:53:04.494 --> 00:53:12.144 
technology and surveillance. Future events through the end of the summer will be 
posted on the EthicalGEO website 
 
509 
00:53:13.164 --> 00:53:17.755 
Be sure to join the conversation by following us at these events through social 
media. 
 
510 
00:53:18.264 --> 00:53:29.485 
And please, thank you for coming. Thank you, Ambassador Power, and be safe. That's 
the end of our program. Bye. Bye. 
 
 


