
 
 
1 
00:00:43.465 --> 00:00:44.365 
John, go ahead. 
 
2 
00:00:49.825 --> 00:01:01.435 
Morning everyone. On behalf of the American Geographical Society Council, our 
members and the staff, it's my pleasure to welcome you to the first of our Location Tech 
Task Force, Blue-Ribbon Panels. 
 
3 
00:01:02.395 --> 00:01:14.575 
To those of you participating in the conversation on WebEx, those that are watching our 
livestream on Facebook, it's great to have you joining us this morning. We are proud to 
partner our EthicalGEO initiative with the 
 
4 
00:01:14.575 --> 00:01:21.534 
Henry Luce Foundation to investigate societal implications of geospatial technology and 
location tracking. 
 
5 
00:01:23.034 --> 00:01:33.415 
Mobile location based applications have become ubiquitous in our society. As all of you 
know, they've changed the way our lives, they've changed the way we live our lives in a 
very short period of time. 
 
6 
00:01:34.435 --> 00:01:38.694 
There are however problematic and unanticipated effects of using this technology. 
 
7 
00:01:39.864 --> 00:01:50.844 
To better understand the ethical implications of its use. We have provided this platform 
to frame the discussion and to address these issues as they are already impacting our 
lives on a daily basis. 
 
 
8 
00:01:52.375 --> 00:01:58.555 



 
COVID-19 has put a spotlight on the concept of using mobile tracing and surveillance to 
fight the pandemic. 
 
9 
00:01:59.665 --> 00:02:14.064 
Around the world, the utilization of this technology to fight the coronavirus is being 
employed to various degrees, and already governments and people worldwide are faced 
with the issue of compromise privacy, and what that means as we go forward. 
 
10 
00:02:15.324 --> 00:02:25.585 
Over the next couple of months, we will convene several blue-ribbon panels and 
leadership spotlights of recognized experts with various perspectives to participate in 
this discussion. 
 
11 
00:02:26.784 --> 00:02:39.655 
Today, we are going to focus on the international perspective of vulnerable publics. 
Before we move on, I would like to explain to those of you on our WebEx platform, the 
best way to get the most out of today's panel. 
 
12 
00:02:40.645 --> 00:02:43.254 
For those viewing on desktop computers or laptops; we recommend that you customize 
your viewing by hovering the mouse in the top right of your screen, and selecting the 
icon in the middle. 
 
13 
00:02:51.444 --> 00:03:00.715 
During our Q and A session later; to ask a question, hover your mouse under the arrow, 
and click on the question mark icon and the gray bar at the bottom of the screen. 
 
14 
00:03:02.275 --> 00:03:12.564 
For those of you using a tablet or mobile device, select the icon with the three dots, 
which will then allow you to select the question mark icon to submit your questions to 
our panelists. 
 
15 
00:03:14.064 --> 00:03:23.485 



 
And now, it's my pleasure to introduce Dr. Christopher Tucker, the chairman of AGS, and 
our moderator for today's session. Chris, it’s a pleasure to welcome you and your panel. 
 
16 
00:03:27.444 --> 00:03:32.365 
Thank you, John. I too would like to think our panelists for joining us today. 
 
17 
00:03:32.395 --> 00:03:42.444 
I'd like to thank our team for arranging all this and I would like to thank all of you who 
have registered for both our WebEx and have clicked on our Facebook live stream. 
 
18 
00:03:42.865 --> 00:03:56.245 
We appreciate you taking the morning today to discuss what we believe is one of the 
most pressing issues facing our global society in the face of COVID-19. We, 
 
19 
00:03:56.245 --> 00:04:07.735 
at the AGS have been convening government industry academe in the social sector for 
the past hundred and sixty nine years around the vital issues of the day through a 
geographic lens, 
 
20 
00:04:08.004 --> 00:04:11.995 
and because of the generous support of the Henry Luce Foundation, 
 
21 
00:04:12.235 --> 00:04:23.634 
we have been able to convene today, a set of experts who can shed light on the 
international experience in the face of COVID-19 with location 
 
22 
00:04:23.634 --> 00:04:26.574 
tracking, contact tracing technologies, 
 
23 
00:04:26.845 --> 00:04:27.444 
and, 
 
24 



 
00:04:27.504 --> 00:04:28.915 
in some cases, 
 
25 
00:04:28.915 --> 00:04:29.904 
not just international, 
 
26 
00:04:29.904 --> 00:04:31.045 
but transnational, 
 
27 
00:04:31.375 --> 00:04:39.204 
and we've been fortunate to get together a series of world leading experts that you'll be 
able to enjoy this morning and ask your questions to. 
 
28 
00:04:39.595 --> 00:04:52.704 
And it is my pleasure to be able to introduce them. So I'll read some short bios before we 
get started. Mr. Mark Bromley helped launch the Council for Global Equality 
 
29 
00:04:53.129 --> 00:05:01.824 
to encourage a clearer and stronger American voice on international LGBT and intersex 
human rights concerns. In 2016, 
 
30 
00:05:02.035 --> 00:05:08.605 
he provided the first ever testimony to the House Foreign Affairs Committee on the state 
of LGBT rights around the world. 
 
31 
00:05:09.985 --> 00:05:23.964 
Today, Mr Bromley and his colleagues provide regular briefings on trends, impacting 
LGBT individuals globally. He also monitors the UN human rights systems, and has 
conducted research on sexual violence as a war crime. Mr. 
 
32 
00:05:23.964 --> 00:05:28.524 
Steve Feldstein, incoming senior fellow at Carnegie Endowment for International Peace. 
 



 
33 
00:05:28.735 --> 00:05:39.595 
Steve has served as Deputy Assistant Secretary in the US Department of State, where he 
had responsibility for Africa policy, international labor affairs, and international religious 
freedom. 
 
34 
00:05:40.375 --> 00:05:53.334 
Previously, he was Director of the Office of Policy at USAID, and also served as Counsel 
on the US Senate Committee on Foreign Relations, where he oversaw US foreign 
assistance programs and international organizations. 
 
35 
00:05:55.704 --> 00:06:02.365 
Mr. Mustafa Qadri is Founder and Executive Director of Equidem Research and 
Consulting. 
 
36 
00:06:03.024 --> 00:06:12.324 
He is a human rights research and advocacy expert with over fifteen years of experience 
in government and public international law, journalism, and the non-governmental 
sector. 
 
37 
00:06:13.014 --> 00:06:24.625 
He is the author of several landmark human rights reports into the construction 
industry, civil and political rights issues, and media freedom. And has carried out human 
rights investigations in several countries. 
 
38 
00:06:25.644 --> 00:06:34.074 
Ms. Vani Saraswathi is Associate Editor and Strategic Advisor of migrant-rights.org, 
 
39 
00:06:34.464 --> 00:06:44.394 
a gulf-based NGO that amplifies the voices and experiences of low income migrant 
workers in the gulf and wider Middle East region. And Mr. 
 
40 
00:06:44.394 --> 00:06:53.214 



 
Andrew Young is Knowledge Director at the GovLab, where he leads research efforts, 
focusing on the impact of technology in public institutions. 
 
41 
00:06:53.694 --> 00:07:00.834 
He has authored or co-authored a number of extended works on new approaches for 
improving governance with technology. 
 
42 
00:07:01.314 --> 00:07:10.975 
He is also the Network Co-ordinator of the GovLab-chaired MacArthur Foundation 
Research Network on Opening Governance. For those of you from the geospatial 
industry, 
 
43 
00:07:10.975 --> 00:07:16.824 
you'll note that none of these people are actually experts on location technology and 
that, 
 
44 
00:07:16.855 --> 00:07:17.605 
in one, 
 
45 
00:07:17.665 --> 00:07:29.754 
for one reason is why we selected all of them, for their diverse perspectives on how this 
class of technology can affect vulnerable publics around the world internationally and 
transnationally. 
 
46 
00:07:30.295 --> 00:07:39.324 
So, I'd like to first hand over to our first speaker, Mr. Mark Bromley for his presentation 
today. Mark. 
 
47 
00:07:40.795 --> 00:07:51.295 
Great, thank you Chris. And let me just emphasize that I am not an expert in technology. 
My, my two elementary school children and understand how my cell phone works better 
than I do. 
 
48 



 
00:07:52.254 --> 00:08:07.045 
But we do have some real concerns about contact tracing in the context of LGBTI 
individuals, particularly in the countries that continue to criminalize same-sex 
relationships and intimacy. 
 
49 
00:08:07.495 --> 00:08:16.915 
So, with that, I'll go ahead and just offer a few initial observations and concerns. And then 
I look forward to the conversation. First slide. 
 
50 
00:08:22.675 --> 00:08:28.824 
And apologies, I think the first slide, this is my organization, The Council for Global 
Equality. 
 
51 
00:08:28.824 --> 00:08:43.674 
We are a Washington, human rights advocacy organization. We’re a coalition of thirty 
member organizations. We combine most of the US-based international human rights 
organizations as well 
 
52 
00:08:43.674 --> 00:08:47.485 
as the US LGBT civil rights organizations. 
 
53 
00:08:48.509 --> 00:09:03.355 
We’re one of the leading intersex organizations and together, our coalition works with 
the US government and pushes the US government to adopt human rights policies that 
respond to the unique challenges facing LGBTI communities around the world. 
 
54 
00:09:03.870 --> 00:09:08.154 
So, with that, if you go to the first slide or the next slide, please. 
 
55 
00:09:14.125 --> 00:09:28.075 
Great, so my concerns or comments today are really going to be centered around the 
seventy or so countries that continue to criminalize same-sex, relationships and 
intimacy. 
 



 
56 
00:09:28.884 --> 00:09:42.595 
So, in these criminalized contexts, individuals who are LGBTI or gender-nonconforming 
are obviously at significant risk, both of criminal sanction, 
 
57 
00:09:42.804 --> 00:09:54.144 
but also of societal discrimination, violence, and to play often, entrapment, it's a real 
concern in these criminalizing countries. 
 
58 
00:09:54.955 --> 00:10:07.495 
So, in that context, I have some real concerns about how contact tracing can be affected 
and how it will affect LGBTI individuals. Next slide. 
 
59 
00:10:12.235 --> 00:10:14.215 
So, just some initial concerns, right. 
 
60 
00:10:16.105 --> 00:10:20.875 
I have some real concerns about governments in these criminalizing countries, 
 
61 
00:10:21.205 --> 00:10:21.745 
I think, 
 
62 
00:10:21.745 --> 00:10:23.004 
in particular right now, 
 
63 
00:10:23.004 --> 00:10:23.485 
in a country, 
 
64 
00:10:23.485 --> 00:10:24.384 
like Egypt, 
 
65 
00:10:24.715 --> 00:10:28.254 



 
which is probably the country on the planet, 
 
66 
00:10:28.284 --> 00:10:35.725 
that is most active in hunting down and prosecuting individuals who are suspected of 
being gay or transgender. 
 
67 
00:10:36.625 --> 00:10:37.705 
So countries like that, 
 
68 
00:10:37.705 --> 00:10:42.774 
I'm really worried about the government having access to social networks, 
 
69 
00:10:43.044 --> 00:10:53.125 
so think of an LGBTI person who is COVID-positive and then the government has access 
to that individual’s social network. 
 
70 
00:10:53.394 --> 00:11:05.184 
A government that is actively hunting down and arresting, and prosecuting and 
persecuting LGBTI individuals, for that government to have access to that person's 
network is quite concerning. 
 
71 
00:11:05.605 --> 00:11:09.115 
But I'm also worried about hackers having access to that network. 
 
72 
00:11:09.355 --> 00:11:17.424 
Right, so we see, in these criminalizing countries, in the seven years or so, countries that 
criminalize, there really are, 
 
73 
00:11:19.345 --> 00:11:22.345 
a dozen to twenty countries that are actively 
 
74 
00:11:23.309 --> 00:11:25.044 



 
prosecuting individuals, 
 
75 
00:11:25.375 --> 00:11:30.174 
but even in the countries that are, sort of, actively trying to find and prosecute gay, 
 
76 
00:11:30.174 --> 00:11:30.654 
lesbian, 
 
77 
00:11:30.684 --> 00:11:32.965 
transgender people, in those countries, 
 
78 
00:11:32.965 --> 00:11:43.044 
we often see that the police and outside agents are trying to harass and extort and seek 
bribes 
 
79 
00:11:43.075 --> 00:11:50.245 
from individuals who are suspected of being gay or lesbian or trans, so I worry not only 
about the government having access to this, 
 
80 
00:11:50.514 --> 00:11:54.745 
but hackers or app designers having access to this, 
 
81 
00:11:54.745 --> 00:11:58.524 
and using that information to chart social networks. 
 
82 
00:11:59.485 --> 00:12:07.434 
I'm also worried about what happens if an LGBT person is forced to shelter in place, 
 
83 
00:12:08.424 --> 00:12:09.985 
probably with their family, 
 
84 



 
00:12:10.254 --> 00:12:15.654 
and we know that in these criminalizing contexts and in many other contexts, 
 
85 
00:12:15.955 --> 00:12:28.674 
families are often not accepting of LGBTI identities, and individuals are actually subject 
to significant violence at home if they come out, or are perceived to be LGBTI. 
 
86 
00:12:29.815 --> 00:12:38.575 
And so, if you’re sheltering in place, and the government has access to information, 
saying that you're leaving your home, when you shouldn't be. 
 
87 
00:12:40.375 --> 00:12:41.154 
It is, 
 
88 
00:12:41.544 --> 00:12:45.654 
it can actually be a death sentence if individuals who are 
 
89 
00:12:45.715 --> 00:12:48.115 
facing violence or discrimination at home, 
 
90 
00:12:48.144 --> 00:12:56.304 
or wherever their sheltering in place are too afraid to leave because the government will 
know they're leaving when they're not supposed to, that concerns me as well. 
 
91 
00:12:58.375 --> 00:13:12.445 
I also worry about the government sort of triangulating and using information they find 
from LGBTI individuals who test COVID-positive to figure out where they're hanging out. 
 
92 
00:13:12.684 --> 00:13:12.924 
Right, 
 
93 
00:13:12.924 --> 00:13:22.914 



 
what are the safe places they go to, where are the, almost every country has 
underground LGBTI organizations that are supporting the community, 
 
94 
00:13:23.184 --> 00:13:31.764 
and they're supporting the community often with safe spaces where people can go and 
meet each other and can seek help and assistance in community. 
 
95 
00:13:31.975 --> 00:13:40.764 
So, if the government suddenly has access and can figure out where these safe spaces 
are, or where people are meeting, that could be dangerous as well. 
 
96 
00:13:41.125 --> 00:13:47.575 
And finally, you know, there was an example from Korea, this past May, where we see 
that 
 
97 
00:13:49.674 --> 00:14:03.414 
the government's use of this sort of data in an LGBTI-context can actually drive LGBTI 
people away from health professionals, it can drive them out of the system because 
they're afraid of being identified. 
 
98 
00:14:03.745 --> 00:14:04.044 
So, 
 
99 
00:14:04.044 --> 00:14:07.434 
as some of you may have seen, back in May, 
 
100 
00:14:07.434 --> 00:14:14.634 
there was a hotspot within some of the, within the neighborhood that has some of the 
gay bars in Seoul, 
 
101 
00:14:14.634 --> 00:14:15.445 
South Korea. 
 



 
102 
00:14:15.715 --> 00:14:21.924 
The government was able to figure out through cellphone data, through credit card 
purchases. 
 
103 
00:14:22.404 --> 00:14:36.054 
They came up with a list of about fifteen hundred people who had been in those 
establishments, and they told them they had to come forward and get tested, but folks, 
because of the stigma, were reluctant to come forward. 
 
104 
00:14:36.054 --> 00:14:49.105 
The government started publishing information, not their identities, but started 
publishing information that started to identify groups of people, and that just drove the 
community underground. 
 
105 
00:14:49.134 --> 00:14:59.754 
It really, I think it is a cautionary tale in terms of how not to use that information in 
response to a public health crisis. Next slide. 
 
106 
00:15:01.465 --> 00:15:13.225 
I'll go through these next slides quickly, because I do want to get to conversation, so 
potential misuse of data. I'm worried about security agents and hackers using this 
information for blackmail. 
 
107 
00:15:14.365 --> 00:15:23.034 
We've seen that very situation play out in social networking apps that bring LGBTI 
people together around the world, where governments, 
 
108 
00:15:23.309 --> 00:15:24.205 
I think of Egypt, 
 
109 
00:15:24.205 --> 00:15:24.955 
in particular, 
 



 
110 
00:15:25.195 --> 00:15:32.965 
have been able to get into the system and figure out using geo-location where people 
are, 
 
111 
00:15:32.995 --> 00:15:33.774 
and also 
 
112 
00:15:33.774 --> 00:15:36.264 
entrap people using that information. 
 
113 
00:15:39.625 --> 00:15:53.154 
I'm worried about the, again, the use of this information to raid safe spaces. Also, we've 
seen some interesting problems for transgender people around COVID, where,  
 
114 
00:15:53.335 --> 00:15:55.554 
in some countries; Panama, 
 
115 
00:15:55.585 --> 00:15:56.154 
Peru, 
 
116 
00:15:56.154 --> 00:16:03.174 
we've seen some real problems where the countries have decided that during 
sheltering-in-place, 
 
117 
00:16:03.174 --> 00:16:09.504 
people can only go out of their homes on certain days in order to go shopping or go to 
the pharmacy. And 
 
118 
00:16:11.245 --> 00:16:24.894 
transgender people, in Panama in particular, have had challenges with that, because no 
matter which way they go out on, they've been harassed by the police, because they're 
not allowed to change their gender marker on their identity documents. 



 
 
119 
00:16:25.164 --> 00:16:37.495 
So, if they don't look, if they don't match their gender marker, or if they seem to be 
gender-nonconforming or transgender, they've been harassed and they don't go out. 
 
120 
00:16:37.764 --> 00:16:44.004 
Well, if the government then has access to your movements and knows that you're 
going out on a day 
 
121 
00:16:44.034 --> 00:16:55.764 
that you shouldn't be going out because the government registry says, you're male or 
female, and you're not going out on the male or female day, then the government 
suddenly has access to your transgender identity, 
 
122 
00:16:55.945 --> 00:17:06.625 
and in many countries, cross-dressing and other crimes are used, there are 
cross-dressing laws that are used to to prosecute transgender people. 
 
123 
00:17:06.625 --> 00:17:11.065 
So, again, there's this concern of how that data is being used. 
 
124 
00:17:12.144 --> 00:17:24.295 
And the reality is in terms of sex work, many transgender people in parts of the world 
have few opportunities and do often have to turn to survival sex work. 
 
125 
00:17:24.805 --> 00:17:35.214 
And so, in that context, if the government suddenly has access to your location and to 
your social network, they can use that 
 
126 
00:17:36.144 --> 00:17:41.035 
as a means of going after those that you've been engaged with. 
 
127 



 
00:17:43.075 --> 00:17:57.654 
And often, governments assume that transgender people are sex workers, even if they're 
not, so they may use those same laws to, to target everyone in your social network 
whether or not you're engaged in transactional sex work. Okay. 
 
128 
00:17:57.654 --> 00:17:58.105 
Next slide. 
 
129 
00:18:03.444 --> 00:18:04.464 
So so, 
 
130 
00:18:04.704 --> 00:18:11.724 
a lot of this comes from our decades of experience and investments through PEPFAR, 
the US 
 
131 
00:18:11.724 --> 00:18:13.345 
Global AIDS Program, 
 
132 
00:18:14.275 --> 00:18:20.424 
our global investments to address HIV and particularly our work with key populations, 
 
133 
00:18:20.484 --> 00:18:25.105 
particularly men who have sex with men, and transgender people to address 
 
134 
00:18:25.105 --> 00:18:27.325 
HIV / AIDS around the world. 
 
135 
00:18:29.035 --> 00:18:34.734 
There are obviously some differences between HIV and COVID. HIV is not spread 
through casual contact. 
 
136 
00:18:35.035 --> 00:18:48.150 



 
So the stigma being associated with somebody who's COVID-positive, as opposed to 
somebody who has HIV is obviously a little bit different. But I think there are some 
important similarities. Next slide please. 
 
137 
00:18:55.769 --> 00:19:05.305 
So, over the past two years, PEPFAR has focused significantly on contact tracing, what 
they call index testing, but it's essentially the same thing. 
 
138 
00:19:06.174 --> 00:19:16.765 
And, and as we've seen PEPFAR programs in different countries ramp up with Index 
testing, particularly as that relates to LGBTI individuals, 
 
139 
00:19:17.005 --> 00:19:23.785 
we've seen a couple of real vulnerabilities. We've seen a lot of privacy violations, 
 
140 
00:19:24.055 --> 00:19:29.275 
so the index trait, or those essentially, 
 
141 
00:19:29.275 --> 00:19:30.384 
in the COVID-context, 
 
142 
00:19:30.384 --> 00:19:32.035 
we're doing contact tracing, 
 
143 
00:19:32.845 --> 00:19:41.515 
they have to be trained and sensitive to the vulnerabilities faced by LGBTI individuals. In 
the PEPFAR HIV-context, 
 
144 
00:19:41.545 --> 00:19:53.484 
we've seen that those contact tracers or index testers in the PEPFAR world often, have 
exposed people's LGBTI status. There have been significant 
 
145 



 
00:19:54.144 --> 00:19:59.005 
privacy violations and discrimination in the actual treatment of individuals, 
 
146 
00:19:59.214 --> 00:20:00.295 
once they figure out that they’re LGBTI. 
 
147 
00:20:02.394 --> 00:20:06.654 
This has undermined some of the public health messages and priorities, 
 
148 
00:20:06.654 --> 00:20:20.244 
particularly trying to get people in for testing and treatment in these at-risk 
communities, as the contact tracing has progressed and individuals, partners, 
 
149 
00:20:20.244 --> 00:20:26.394 
and families are notified of potential exposure we've seen a real uptick in violence, 
 
150 
00:20:26.934 --> 00:20:29.875 
sexual and gender based violence against those individuals. 
 
151 
00:20:30.835 --> 00:20:39.865 
Individuals through this process have been exposed to arrest and persecution and often 
accused again of sex work. 
 
152 
00:20:39.865 --> 00:20:45.265 
So the lessons from the PEPFAR world are very real, I think, in this context. Next slide 
please. 
 
153 
00:20:50.815 --> 00:21:02.335 
Finally, I just say that, while HIV and COVID are different pandemics, and the 
transmission obviously has different implications. 
 
154 
00:21:02.904 --> 00:21:06.654 



 
There's one real similarity. In the case of LGBTI individuals, 
 
155 
00:21:07.944 --> 00:21:10.434 
the impact of incarceration, 
 
156 
00:21:10.464 --> 00:21:14.515 
if the government does use this information to find you and arrest you, 
 
157 
00:21:14.515 --> 00:21:15.234 
because you’re LGBTI, 
 
158 
00:21:16.494 --> 00:21:17.934 
the impact is deadly. 
 
159 
00:21:18.144 --> 00:21:22.045 
We know that LGBTI individuals, 
 
160 
00:21:22.884 --> 00:21:32.845 
because they often, in these countries are living at the margins of society, are less 
healthy than the average person, 
 
161 
00:21:33.144 --> 00:21:38.125 
and are more susceptible to significant impact from, 
 
162 
00:21:38.154 --> 00:21:38.845 
from COVID. 
 
163 
00:21:39.295 --> 00:21:42.744 
So that's also the case with HIV of course. So, 
 
164 
00:21:43.884 --> 00:21:52.375 



 
incarceration is deadly for LGBTI people, in any context they're exposed to extreme 
violence, 
 
165 
00:21:52.375 --> 00:21:52.704 
often, 
 
166 
00:21:52.704 --> 00:21:54.474 
sexual torture in prison, 
 
167 
00:21:55.140 --> 00:22:03.115 
but adding that to the mix of COVID, is really an absolute public health disaster. 
 
168 
00:22:03.474 --> 00:22:10.644 
So those are my initial thoughts, and I look forward to the conversation. Mark, thanks so 
much, 
 
169 
00:22:10.674 --> 00:22:19.525 
I appreciate, not only did you talk about the impact of mobile location technologies on 
the LGBTI community internationally, 
 
170 
00:22:19.674 --> 00:22:34.464 
but you actually gave us a nice little geography lesson about the parts of the world 
where we really need to learn those lessons and train a keen eye to look out for the 
rights of our LGBTQI friends, 
 
171 
00:22:34.464 --> 00:22:37.224 
so thank you for that. Next, 
 
172 
00:22:37.224 --> 00:22:48.744 
I'd like to move to Steve Feldstein from Carnegie Endowment for International Peace. 
Steve. Great, thank you for having me. 
 
173 



 
00:22:48.744 --> 00:23:02.664 
I appreciate the opportunity to participate in this panel. It's really a set of issues that I've 
thought long and hard about, in terms of my research in recent years. So I have spent a 
considerable amount of time 
 
174 
00:23:03.204 --> 00:23:11.605 
looking at the proliferation of digital technology, and its use by leaders and regimes, as 
well as democracies to advance world objectives. 
 
175 
00:23:11.694 --> 00:23:22.045 
I have a forthcoming book that examines trends across five different dimensions from 
surveillance, online censorship and dis-information to internet shutdowns, in the rest of 
online users. 
 
176 
00:23:22.410 --> 00:23:27.654 
That really compares political strategies and levels of digital repression between 
autocracies in democracies. 
 
177 
00:23:28.404 --> 00:23:28.825 
So, 
 
178 
00:23:28.884 --> 00:23:31.795 
what I want to do today is to talk about, 
 
179 
00:23:31.795 --> 00:23:35.724 
why these technologies generally present threats to vulnerable populations, 
 
180 
00:23:36.204 --> 00:23:38.605 
and make the argument then based on surveillance techniques, 
 
181 
00:23:38.634 --> 00:23:41.394 
augmented by the COVID-19 pandemic, 
 



 
182 
00:23:42.174 --> 00:23:42.894 
including, 
 
183 
00:23:42.954 --> 00:23:44.365 
but not limited to, 
 
184 
00:23:44.365 --> 00:23:50.845 
location-monitoring apps and devices provide powerful capabilities to governments to 
exploit and repress vulnerable populations. 
 
185 
00:23:51.355 --> 00:23:58.315 
So to understand how vulnerable publics are affected by new digital technologies, 
particularly advanced surveillance methods, such as location monitoring. 
 
186 
00:23:58.315 --> 00:24:12.355 
I think it's first useful, in a broader context, to look at three issues, authoritarian 
resurgence, worldwide, subsequent impact of the COVID-19 pandemic, and then to 
focus on a couple of new countries of highest concern. 
 
187 
00:24:12.984 --> 00:24:23.394 
So, I think there are two overall global trends related to the rise of digital technology and 
political use. I think one is the geopolitical tensions on the rise in the 
 
188 
00:24:23.730 --> 00:24:35.724 
United States and in China now, countries represent different tech values and norms, 
and its effect on vulnerable publics, and the protection of broader human rights 
principles, separates to a large degree. 
 
189 
00:24:36.174 --> 00:24:47.815 
You see, in the tech space, significant tech, geo-economic competition between 
different social media platforms between 5G network competition and so forth. 
 
190 



 
00:24:47.815 --> 00:24:52.974 
But you also see a normative competition where you really have a competition between 
the US, 
 
191 
00:24:53.724 --> 00:24:59.214 
China and others to implement preferred norms for technology preferred standards, 
 
192 
00:24:59.515 --> 00:25:02.875 
on international forums from the ITU to others. 
 
193 
00:25:02.875 --> 00:25:13.615 
And then you also have a global information struggle, taking place as well to define and 
identify how these technologies will work. And this is everything from surveillance and 
censorship to disinformation campaigns. 
 
194 
00:25:14.305 --> 00:25:22.375 
So, what this, in many respects, echoes is an autocratic resurgence. If we can turn to the 
first slide. 
 
195 
00:25:26.214 --> 00:25:36.744 
Or rather I should say this then feeds into the second trend globally, which is an 
autocratic resurgence. And so what you can see in this slide, let's go back to the first one. 
 
196 
00:25:39.835 --> 00:25:52.375 
Yep, great, is that over here, this lists six countries that were the highest autocratizing 
countries in the world, looking back for ten years. 
 
197 
00:25:52.795 --> 00:26:04.615 
This sort of illustrates the trend in terms of autocratic resurgence. Essentially what this is 
and when you think about the term, autocratizization, is the opposite process of 
democratization. 
 
198 
00:26:04.615 --> 00:26:13.075 



 
Where citizens in these countries are increasingly living under constraints when it 
comes to their political freedoms. And so there are a range of countries in here, 
 
199 
00:26:13.404 --> 00:26:28.075 
certainly, some of the countries are not a surprise, with Turkey being at the top, in terms 
of the largest levels of rates of autocratizization. But if you look at the bottom, you can 
see the United States is actually in, among this list other countries that would be less 
expected. 
 
200 
00:26:28.494 --> 00:26:41.394 
And so, what this shows is that not only do we generally see a broader trend towards 
authoritarian resurgence but you see specific countries such as these, where you, where 
you have high prevalence rates of autocratizization. 
 
201 
00:26:42.325 --> 00:26:50.664 
And what that means is when you combine the rise of digital technology. And, and look 
at the exacerbating effects of COVID-19, you have a real crisis at hand. 
 
202 
00:26:51.714 --> 00:26:58.015 
So, what does that then mean about COVID-19, how should we think about COVID-19 
within this context of authoritarian resurgence? 
 
203 
00:26:58.259 --> 00:26:58.619 
So, 
 
204 
00:26:58.704 --> 00:27:08.095 
my general belief with COVID-19 is that not that it's necessarily transformative so far in 
terms of what's changing politically, 
 
205 
00:27:08.275 --> 00:27:19.734 
but that it is accelerating existing patterns and scrambling assumptions when it comes 
to politics in these countries and I would look at four insights related to COVID-19’s 
impact. First, 
 



 
206 
00:27:20.009 --> 00:27:29.785 
as I mentioned, it’s accelerating repressive patterns and countries that already have 
pre-existing levels of refreshing. Second, because states have become central at 
gathering and providing information, 
 
207 
00:27:29.785 --> 00:27:39.775 
particularly as lockdowns continue and citizens resort to using online methods in which 
to communicate. Third, 
 
208 
00:27:40.045 --> 00:27:40.795 
you see, 
 
209 
00:27:41.515 --> 00:27:52.105 
the rise of digital technology in response to coronavirus and corresponding concerns is 
not an authoritarian problem, so that you see these tools being used by many 
governments, 
 
210 
00:27:52.285 --> 00:27:53.575 
which are democratic, 
 
211 
00:27:54.474 --> 00:27:55.795 
such as Poland, 
 
212 
00:27:55.795 --> 00:27:56.335 
Serbia, 
 
213 
00:27:56.335 --> 00:27:56.845 
Brazil, 
 
214 
00:27:56.845 --> 00:27:57.414 
India, 
 



 
215 
00:27:58.224 --> 00:27:59.904 
South Africa and so forth. 
 
216 
00:28:00.115 --> 00:28:13.795 
And so, it's a problem that is shared across political regimes. And then, fourth, you see, 
new surveillance techniques, including location monitoring, contact tracing, and so forth 
are coming on line without proper vetting or oversight. 
 
217 
00:28:13.795 --> 00:28:27.805 
So, clear rules of the road, in terms of how these applications will be used as use of data, 
privacy protections, let alone, redress or misuse, have either, not been thought out or 
have been deliberately overlooked. 
 
218 
00:28:27.835 --> 00:28:36.565 
That has significant concerns when it comes to its implications. So, what are the 
surveillance implications of COVID-19 
 
219 
00:28:36.565 --> 00:28:49.164 
particularly? Really, I think there are a couple areas of interest, one is the use of 
aggregated and anonymous data for virus tracking, but the second, the use of individual 
location data for contact tracing, 
 
220 
00:28:49.164 --> 00:28:59.994 
so, data volunteered either with user content or compelled by government entity. Now, 
some of these surveillance measures are justified, some measures fall into the murky 
middle, 
 
221 
00:28:59.994 --> 00:29:09.625 
but many measures are excuses for autocratic leaders to enact greater control on a 
population. And we know that contact tracing apps are being used in twenty eight 
countries 
 
222 
00:29:10.194 --> 00:29:10.855 



 
around the world, 
 
223 
00:29:10.884 --> 00:29:14.095 
at a minimum, that alternative digital tracking measures, 
 
224 
00:29:14.845 --> 00:29:16.045 
such as aggregated 
 
225 
00:29:16.045 --> 00:29:23.005 
mobile data location data to track citizens during lockdowns are being used in thirty five 
countries around the world and physical surveillance technology, 
 
226 
00:29:23.005 --> 00:29:24.865 
specifically linked to COVID-19 
 
227 
00:29:24.865 --> 00:29:29.424 
are in use in eleven countries including facial recognition cameras, 
 
228 
00:29:29.454 --> 00:29:29.994 
surveillance 
 
229 
00:29:29.994 --> 00:29:32.335 
drones, and extensive CCTV and 
 
230 
00:29:32.545 --> 00:29:33.325 
TV networks. 
 
231 
00:29:33.744 --> 00:29:43.825 
So what are the implications then for specific countries and where should we be most 
concerned? You know, a starting question is to say, where are pandemic violations most 
prevalent. 
 



 
232 
00:29:44.484 --> 00:29:55.194 
I worked off data from the varieties of democracy project to initially establish a baseline 
of where are pandemic violations occurring across the world. So, let's go turn to slide 
two. 
 
233 
00:29:58.105 --> 00:30:09.055 
The next slide. Yeah. Great. Okay. So, those of you here, I know it's an AGS event so I 
wanted to make sure that it was respectful of the geographical component. 
 
234 
00:30:10.134 --> 00:30:13.075 
It tells us where pandemic violations may generally be occurring, 
 
235 
00:30:13.075 --> 00:30:27.085 
but it doesn't provide more granular data about where digital tech violations linked to 
surveillance may be prevalent, but it does give you a nice, at least on an overall sense, of 
where you see emergency orders that have been implemented, 
 
236 
00:30:27.295 --> 00:30:39.414 
that lead to troubling violations of rights and, you know, it crosses a number of different 
countries. Obviously some of the countries listed are autocratic in nature, like China, and 
so forth. 
 
237 
00:30:39.414 --> 00:30:50.845 
But you also see it in countries like India, that are very much up there as well, which for 
those of us kind of watching India's liberal trajectory, may come as much of a surprise. 
 
238 
00:30:51.115 --> 00:30:58.255 
So, I wanted to do, was I wanted to take this general baseline and then, and then add a 
technology overlay, a digital repression overlay. 
 
239 
00:30:58.494 --> 00:31:13.285 



 
So essentially, just sort of, say, if you combine countries that had a pre-existing level of 
digital oppression by the government together with those that have a baseline level of 
pandemic violations, which countries with, what would that look like? 
 
240 
00:31:13.285 --> 00:31:14.694 
So next slide please. 
 
241 
00:31:18.474 --> 00:31:26.575 
So this is where, this is a combination of the two and so essentially I've quantitatively 
scored and so you can see, 
 
242 
00:31:27.835 --> 00:31:41.785 
there are some differences in a number of the countries that we've met, you know, that 
I've mentioned, like China, India, Saudi Arabia, and others, squarely fall on this list as a 
country with most prevalent concern. 
 
243 
00:31:42.055 --> 00:31:48.924 
So, let's actually break it down to look at the top eleven countries, because it's hard to 
sort of sometimes identify just by a map alone. So, next slide please. 
 
244 
00:31:53.335 --> 00:31:53.515 
So, 
 
245 
00:31:53.515 --> 00:31:55.164 
here you have the top eleven countries, 
 
246 
00:31:55.164 --> 00:31:57.234 
and I have put the composite score, 
 
247 
00:31:57.924 --> 00:31:59.755 
that is highlighted to the right so, 
 
248 



 
00:31:59.904 --> 00:32:00.234 
you know, 
 
249 
00:32:00.865 --> 00:32:04.434 
countries that you might expect, Saudi Arabia (closed autocracy),  Eritrea, 
 
250 
00:32:04.615 --> 00:32:05.244 
China, 
 
251 
00:32:05.275 --> 00:32:07.255 
Oman and India, 
 
252 
00:32:08.664 --> 00:32:09.625 
someone to outlier, 
 
253 
00:32:09.625 --> 00:32:14.154 
the Philippines, electoral autocracy, that’s descending pretty quickly 
 
254 
00:32:14.154 --> 00:32:21.505 
under its rule. Sri Lanka, another country that with the recent elections is also displaying 
a troubling pattern. Venezuela, 
 
255 
00:32:21.505 --> 00:32:22.644 
not a surprise. Egypt, 
 
256 
00:32:22.644 --> 00:32:37.224 
which has been mentioned by Mark and so but this is kind of where I would sort of 
square eleven of the most concerning countries around the world, as it relates to both 
the effects of COVID-19, as well as digital 
 
257 
00:32:37.255 --> 00:32:38.575 
repression technology. 



 
 
258 
00:32:39.055 --> 00:32:45.444 
Now, I know I'm running short of time so I just want to finish with a couple of points. 
First, 
 
259 
00:32:46.349 --> 00:32:48.865 
when it comes to the issue of vulnerable publics, 
 
260 
00:32:49.615 --> 00:33:00.625 
I think what's particularly important to recognize, is that that definition can really 
encompass a significant diversity of groups, 
 
261 
00:33:00.625 --> 00:33:04.315 
depending on the context and geographical area where you're looking at. 
 
262 
00:33:04.345 --> 00:33:04.494 
So, 
 
263 
00:33:04.494 --> 00:33:06.984 
it can be traditionally marginalized ethnic groups, 
 
264 
00:33:06.984 --> 00:33:08.365 
such as, the Uighurs in China, the Rohingyas in Myanmar,  
 
265 
00:33:10.105 --> 00:33:11.275 
the African American community in 
 
266 
00:33:11.664 --> 00:33:14.065 
the United States. It can refer to other groups 
 
267 
00:33:14.065 --> 00:33:15.565 



 
persecuted on different bases, 
 
268 
00:33:15.565 --> 00:33:16.914 
such as sexual orientation, 
 
269 
00:33:17.275 --> 00:33:19.464 
gender, migrants. 
 
270 
00:33:19.884 --> 00:33:33.414 
It can be political beliefs. So, government critics in the Philippines, opposition 
challengers in Venezuela, leftists in Brazil, journalists in the Gulf States. In other words, 
it’s a broad definition that’s context dependent, but ultimately strongly contingent on 
access to power. 
 
271 
00:33:33.954 --> 00:33:48.924 
And so, within this kind of definitional framework and bearing in mind, some of the data 
presented in terms of global trends, and where we see violations occurring specifically, a 
few countries that may be worth discussing in the subsequent 
 
272 
00:33:48.924 --> 00:33:59.605 
Q and A, that I've kind of laid out some information, would be China, in terms of location 
tracking particularly with regard to the weaker minority, but also that is now extended to 
the broader population, 
 
273 
00:33:59.934 --> 00:34:14.184 
in that it’s really meant to extend the government political control. Saudi Arabia, where 
surveillance is a cornerstone to the country's repressive strategy. And where the 
government has operated extensive systems to target regime critics, activists, and 
others voicing dissent. 
 
274 
00:34:14.635 --> 00:34:15.715 
And then finally, India, 
 
275 



 
00:34:16.019 --> 00:34:22.045 
where you see contact tracing apps that borrow elements from Chinese apps, 
 
276 
00:34:22.195 --> 00:34:33.414 
and that use Bluetooth signals combined with GPS location data to augment the 
information gathered and to build a centralized database about extensively stopping the 
spread of infection, 
 
277 
00:34:33.594 --> 00:34:41.965 
but also that opens up large possibilities for abuse. So, I will stop there and thank you 
again for the opportunity. 
 
278 
00:34:46.315 --> 00:34:56.514 
Steve, thank you, you taught me a new word. I've always paid attention to 
‘democratizing’, but ‘autocratizing’,a new word for me 
 
279 
00:34:56.514 --> 00:35:07.344 
and you know, it hurts the brain to realize that many things are actually moving in that 
other direction and not just slowly not democratizing. So, no, thank you for those 
insights. 
 
280 
00:35:07.704 --> 00:35:19.045 
We look forward to the larger Q and A with you. To the audience, remember, the 
instructions to go into the WebEx Q and A function, and feel free, 
 
281 
00:35:19.045 --> 00:35:32.005 
you can put in your questions now and as we get to the later Q and A, we'll start to take 
those into account. So thank you, Steve. We'd like to move now onto Mr. Mustafa Qadri 
from Equidem Research and Consulting. 
 
282 
00:35:35.034 --> 00:35:46.074 
Thanks Chris, and hi everyone, whether it's morning or evening, afternoon, wherever you 
might be. Firstly, thank you to the American Geographical Society for inviting me to 
speak to you today 



 
 
283 
00:35:46.074 --> 00:35:56.815 
and it's really sort of a privilege to share this virtual stage with the other panelists and 
already I’ve learned quite a bit from the panelists who have preceded me. 
 
284 
00:35:57.264 --> 00:36:09.175 
So, this is a really timely discussion because, as we all know, we're more connected 
digitally than ever before. And, like, the other panelists have said, I'll say it openly. 
 
285 
00:36:09.175 --> 00:36:21.594 
I am in no way a tech-expert or a geographical expert, but there's no question, in the 
work that I do as a human rights researcher, and with my organization, that those two 
issues, geography and technology, are really key. 
 
286 
00:36:22.375 --> 00:36:31.164 
In terms of a very limited context as to who I am and what we do. So, like I said, I run a 
human rights research organization. 
 
287 
00:36:31.255 --> 00:36:37.914 
I've done investigations in a range of contexts, in conflict zones in hard to reach areas. 
 
288 
00:36:38.335 --> 00:36:48.264 
The obvious focus of our work is on marginalized and vulnerable populations, that could 
be minorities who are persecuted, it could be low-wage workers. 
 
289 
00:36:48.864 --> 00:36:55.105 
A big part of the work that we're currently doing is on low-wage, migrant workers in the 
Gulf States. 
 
290 
00:36:55.315 --> 00:36:57.565 
And as many of you will know, 
 
291 



 
00:36:57.565 --> 00:37:00.175 
and as some speakers have already mentioned, 
 
292 
00:37:00.385 --> 00:37:10.344 
the Gulf is a place of intense surveillance, and the tech aspect of that surveillance has 
been a feature of those societies for a very long time. 
 
293 
00:37:11.184 --> 00:37:21.295 
One of the context to that is, that when you think about the Gulf States, you should think 
and know that these are societies that are firstly not democratic. Yes, 
 
294 
00:37:21.295 --> 00:37:35.275 
there's a lot of political repression, but critically, these are also countries which are 
effectively run by a handful of families. Is it effective, politically, to have a tribal social 
structure? And these are effectively kingdoms. 
 
295 
00:37:35.934 --> 00:37:40.465 
And what that means, is that these are also very vulnerable states because 
 
296 
00:37:40.739 --> 00:37:49.344 
the power in the society is very focused on a few key individuals and so, in modern times, 
technology, 
 
297 
00:37:49.375 --> 00:37:54.505 
having the capacity to really monitor what's happening in your society, 
 
298 
00:37:54.775 --> 00:38:08.125 
these regimes have found it very useful, to use that technology as well, as a way of 
controlling society. The other thing, is that many of the Gulf States are ones where the 
nationals of that country are actually a minority. 
 
299 
00:38:08.304 --> 00:38:08.485 
So, 



 
 
300 
00:38:08.485 --> 00:38:08.994 
if you look at, 
 
301 
00:38:08.994 --> 00:38:09.894 
say Qatar, 
 
302 
00:38:10.135 --> 00:38:11.934 
or the United Arab Emirates, 
 
303 
00:38:12.324 --> 00:38:13.164 
Bahrain, 
 
304 
00:38:13.735 --> 00:38:14.994 
in those countries, 
 
305 
00:38:15.025 --> 00:38:19.675 
something between seventy to ninety percent of the population is, 
 
306 
00:38:19.704 --> 00:38:24.655 
are foreigners, and the majority of those populations are low wage workers. 
 
307 
00:38:25.405 --> 00:38:37.795 
If you think about the societies where you might be in right now, where migration has 
become such a controversial and sensitive issue and think about the levels of migration 
are  much smaller in our countries 
 
308 
00:38:37.795 --> 00:38:50.304 
than say, in the Gulf, you can understand, to an extent, that there will be an inherent 
anxiety towards people coming from overseas, and this fear of them, some, taking 
control of the society. 
 



 
309 
00:38:50.875 --> 00:39:03.715 
So that's also a really important thing to really stress, which is to say that yes, these are 
very, you know, not very politically free societies, but also, beyond the leadership, the 
populations have anxieties about foreigners. 
 
310 
00:39:04.554 --> 00:39:17.335 
Now, one of the features, if you travel to the Gulf, somewhere like, Dubai or Doha, 
Manama, these international capitals, is the moment you arrive in the country, you'll 
have your biometric data captured straight away. 
 
311 
00:39:17.724 --> 00:39:26.755 
You have a video taken of you, often your fingerprints are taken, there are cameras all 
across these very modern, flashy airports that you might visit. 
 
312 
00:39:27.355 --> 00:39:36.655 
And one of the features of these states is that, from the moment that you enter the 
country, and the moment that you leave the country, most, if not all of your movement 
will be documented in some way. 
 
313 
00:39:37.135 --> 00:39:43.795 
And what many of these states have managed to do, is effectively capture virtually 
everyone in that society. 
 
314 
00:39:44.460 --> 00:39:55.014 
So, before coronavirus hits the world and hits the Gulf region, they already had a very 
developed architecture and systems to really check on what people are doing. 
 
315 
00:39:55.764 --> 00:40:05.695 
Because the Gulf States have a lot of fossil fuel economies, very wealthy societies, 
historically. Obviously that's being challenged of late with the drop in the oil price. 
 
316 
00:40:05.695 --> 00:40:17.275 



 
But historically, in the last twenty years, quite wealthy societies, have also been able to 
bring in private support on surveillance and intelligence from a range of actors. 
 
317 
00:40:17.574 --> 00:40:21.715 
So that often they can have a very sophisticated way of checking people. 
 
318 
00:40:22.434 --> 00:40:25.554 
And so what we see with anyone in these societies, 
 
319 
00:40:26.005 --> 00:40:26.184 
you know, 
 
320 
00:40:26.184 --> 00:40:27.385 
even political dissidents, 
 
321 
00:40:27.385 --> 00:40:32.485 
people who are not low wage workers, is that these states make a lot of effort to be 
tracking, 
 
322 
00:40:32.545 --> 00:40:35.304 
not just their physical movements but also people's phones, 
 
323 
00:40:35.304 --> 00:40:42.204 
their laptops. Under the laws of all these societies, a lot of political expression is 
completely prohibited, 
 
324 
00:40:43.014 --> 00:40:46.195 
not in all, but in many of the societies like Saudi Arabia, 
 
325 
00:40:46.494 --> 00:40:46.974 
United 
 



 
326 
00:40:47.275 --> 00:40:54.114 
Arab Emirates, it's unlawful or illegal to form or join a union to collectively bargain, or to, 
 
327 
00:40:54.264 --> 00:40:54.565 
you know, 
 
328 
00:40:54.594 --> 00:40:56.724 
peacefully protest in that society. 
 
329 
00:40:57.144 --> 00:41:10.554 
So, in fact, people who have spoken about very, what would seem to very mundane 
issues, such as, you know, the rights of women to drive, or the demand to have 
parliamentary elections, have actually been put in jail. 
 
330 
00:41:10.735 --> 00:41:13.405 
And those of us who visit the region, 
 
331 
00:41:13.434 --> 00:41:16.614 
or who may be outside and in contact with locals a lot, 
 
332 
00:41:17.065 --> 00:41:18.355 
have discovered that, 
 
333 
00:41:18.355 --> 00:41:18.864 
in fact, 
 
334 
00:41:18.925 --> 00:41:27.175 
these states will often even seek to do surveillance on activists who are in contact with 
people in those countries. 
 
335 
00:41:27.630 --> 00:41:38.784 



 
So, you're talking about a situation where there was intense surveillance on a very 
sophisticated developed technological response to any kind of political dissent for a very 
long period of time. 
 
336 
00:41:39.505 --> 00:41:44.244 
And then what happens is, the coronavirus hits the region as it has 
 
337 
00:41:44.574 --> 00:41:59.275 
in every part of the planet, and these societies and these governments really panic, 
because they're concerned about their vulnerability, because these are, ultimately, if you 
look at the map of the region, it is mostly a desert region, 
 
338 
00:41:59.304 --> 00:42:14.304 
so the predominant populations are in urban centers. Urban centers have particular 
vulnerabilities when it comes to infection and you have lots of literally millions of low 
wage migrant workers who are living in medium to high density accommodation. 
 
339 
00:42:14.639 --> 00:42:25.465 
Typically, four or more people, mostly men, living in one room. So this is literally like a 
place that's ideal for infection of the pandemic. 
 
340 
00:42:26.125 --> 00:42:29.574 
And so we see with these states, the response is, firstly, 
 
341 
00:42:29.574 --> 00:42:32.635 
to restrict the movement of these workers, 
 
342 
00:42:32.994 --> 00:42:36.175 
but to very quickly also unload apps 
 
343 
00:42:36.565 --> 00:42:36.775 
for 
 



 
344 
00:42:36.775 --> 00:42:41.485 
mobile phones and other technology that is around tracking the spread of the infection. 
 
345 
00:42:41.784 --> 00:42:44.275 
And so, what that means is, what 
 
346 
00:42:44.275 --> 00:42:47.125 
we've discovered through human rights research and community 
 
347 
00:42:47.244 --> 00:42:54.324 
human rights researchers’ work, is that practically all these apps that are used in the 
region in some way, 
 
348 
00:42:54.505 --> 00:42:59.304 
Are being used to either simply surveil people to track where they're going, 
 
349 
00:42:59.755 --> 00:43:00.235 
or actually, 
 
350 
00:43:00.235 --> 00:43:01.284 
even though beyond that, 
 
351 
00:43:01.284 --> 00:43:03.264 
and to actually hack people's phones, 
 
352 
00:43:03.630 --> 00:43:13.735 
to obtain information on there, and workers are not immune to that. Whilst a big 
amount of the energy is spent on political activists, 
 
353 
00:43:13.885 --> 00:43:24.144 



 
what we also find is that workers who might seek to organize, for example, they may 
complain about the lack of pay for several months and then they might protest to go on 
strike. 
 
354 
00:43:24.625 --> 00:43:36.204 
These apps are being used to basically locate the leaders of those strikes or those 
complaints to prosecute, criminalize them or even remove them from the country. 
 
355 
00:43:36.295 --> 00:43:47.275 
And so, immediately, as soon as coronavirus hits, the same tendencies that are always 
there, are used, but exacerbated, and this new technology is applied. 
 
356 
00:43:47.574 --> 00:43:56.155 
And also the governments very clearly state that it's illegal to not download these apps. 
So you have to have this technology in your phone. 
 
357 
00:43:56.664 --> 00:44:09.085 
Now, of course, you know, technology and things like tracing apps for coronavirus do 
have a place in responding to this, you know, really, unprecedented pandemic situation. 
There's no question about that. 
 
358 
00:44:09.445 --> 00:44:16.224 
And there are many ways in which these apps are very useful. So, you know, of course, 
you know, we don't want to ignore that as well. 
 
359 
00:44:16.704 --> 00:44:31.224 
But the issue is that when you are dealing with a region where there is no, for example, 
parliamentary structures, except for in, in Kuwait, of the Gulf countries, there is very little 
oversight as to how these technologies 
 
360 
00:44:31.675 --> 00:44:32.454 
are being applied, 
 
361 



 
00:44:32.724 --> 00:44:34.284 
and what that means as well, 
 
362 
00:44:34.614 --> 00:44:48.355 
is that a few, a small group of people is free to make decisions about how to use this 
technology, that would really need to justify its use or to retest its efficacy from an ethical 
standpoint? 
 
363 
00:44:49.195 --> 00:44:49.465 
And so, 
 
364 
00:44:49.465 --> 00:44:56.844 
this leads us to a situation where we're concerned, as human rights activists, that even as 
the pandemic, 
 
365 
00:44:56.844 --> 00:45:01.855 
hopefully reduces over time or there's a vaccine, that these apps are here 
 
366 
00:45:01.855 --> 00:45:05.034 
to stay, that these regimes will continue to insist that 
 
367 
00:45:05.065 --> 00:45:07.255 
people apply those apps. 
 
368 
00:45:07.735 --> 00:45:20.994 
And the concern, particularly with, you know, the typical low-wage and migrant worker 
is, whereas a local, who is an activist, or a foreigner or migrant worker from a developed 
country, might have a degree of prominence 
 
369 
00:45:20.994 --> 00:45:31.375 
if something happens to them, is low wage workers from Kenya, India, or other 
emerging economies. Really, they are, these invisible people naturally in the society. 
 



 
370 
00:45:31.614 --> 00:45:43.585 
So, if things happened to them even if they're actually, for example, organizing workers 
to complain peacefully about the situation, very little might be known about how they’re 
treated and that's something that we're seeing quite a bit. 
 
371 
00:45:44.574 --> 00:45:53.364 
And that leads me to, you know, one of the key things to really take away, which is to say 
that, in fact, technology is not the enemy. Technology does not need to be 
 
372 
00:45:53.670 --> 00:46:01.704 
something that we're frightened of, and in fact, it's something that can unlock all sorts of 
access, particularly for marginalized people. 
 
373 
00:46:02.304 --> 00:46:03.235 
If you are a woman, 
 
374 
00:46:03.264 --> 00:46:04.945 
if you are a worker 
 
375 
00:46:04.945 --> 00:46:07.824 
who's informally employed, not on the correct visa category, 
 
376 
00:46:08.275 --> 00:46:12.565 
being able to use your WhatsApp or social media to access your friends, 
 
377 
00:46:12.744 --> 00:46:17.485 
speak to a doctor, see how your family back home is, is really powerful. 
 
378 
00:46:18.414 --> 00:46:28.675 
The governments in this region have also used it as a social media and this technology 
as a way of providing information about how to prevent infection. What is coronavirus? 
And that's very positive. 



 
 
379 
00:46:29.215 --> 00:46:33.925 
But what we also see, is that when people are in a situation of marginalization, 
 
380 
00:46:33.985 --> 00:46:34.315 
maybe, 
 
381 
00:46:34.619 --> 00:46:38.934 
they’re low-wage workers, they’re informally employed, in some ways 
 
382 
00:46:38.934 --> 00:46:39.625 
they’ve slipped through the 
 
383 
00:46:39.894 --> 00:46:40.525 
cracks 
 
384 
00:46:40.554 --> 00:46:42.054 
of the system. 
 
385 
00:46:43.045 --> 00:46:50.664 
They are very reluctant to reveal themselves and even use technology, even in situations 
where they need help, 
 
386 
00:46:51.144 --> 00:46:54.835 
and that has a very practical negative implication, 
 
387 
00:46:54.894 --> 00:47:05.244 
and that is obviously, for example, that if people have the infection, they are less likely to 
actually tell people about it. That they actually might be an infection risk. 
 
388 
00:47:05.635 --> 00:47:20.335 



 
And yet, they’re worried that the moment that they come out, that they might be 
prosecuted or even simply, the way that they're treated in isolation boards in hospitals, 
you know, would be pretty unpleasant, and they might face exploitation. And so, I think 
that is a really key thing. 
 
389 
00:47:20.934 --> 00:47:22.554 
That we really need to look at. 
 
390 
00:47:22.914 --> 00:47:37.764 
And with the work that we do at Equidem, we're not just about documenting problems. 
We’re really about solutions as well. And I think that's something that I hope today we 
can think about as well, is that there are profound challenges, but we have to also think, 
what are the solutions? 
 
391 
00:47:37.764 --> 00:47:49.914 
And I would argue that, you know, in these very challenging spaces, such as in the Gulf, 
those issues aren't just limited to societies which are autocratic or there's a lot of 
freedom. 
 
392 
00:47:50.250 --> 00:47:53.485 
If you look at what's happening in every corner of the world, 
 
393 
00:47:53.485 --> 00:47:56.244 
whether you’re in the United States or in the United Kingdom, 
 
394 
00:47:56.304 --> 00:47:56.545 
like 
 
395 
00:47:56.545 --> 00:48:00.925 
I am, you’re in India, or China, or the Gulf. In fact, 
 
396 
00:48:00.925 --> 00:48:07.195 



 
there is a real challenge to the concept of free society and those who seek to exploit the 
uncertainty, 
 
397 
00:48:07.195 --> 00:48:20.184 
the political upheaval right now are looking to technology and I think we have to also 
recapture the narrative around technology and really to remind people that it doesn't 
have to come at the expense of your privacy. 
 
398 
00:48:20.635 --> 00:48:31.644 
It is something that can be used in a service of humanity and that we don't, of course we 
talk about these things, the language of human rights, but we can also talk about this in 
a very practical way. 
 
399 
00:48:32.454 --> 00:48:44.545 
I think another vision, even purely in terms of responding to the coronavirus pandemic is 
a possibility where we give people a sense of comfort that their rights will be respected. 
 
400 
00:48:44.844 --> 00:48:49.014 
And that means there'll be more willing to talk to us about the kind of situations that 
they might be. 
 
401 
00:48:49.795 --> 00:49:03.324 
So, I think those are some of the key things to really stress. I really look forward to 
questions that people might have, but I also say that this is an extremely challenging 
and unprecedented situation 
 
402 
00:49:03.324 --> 00:49:16.525 
because what we're dealing with is not just this pandemic situation, but also the 
technology is advancing so much more quicker than our ability, not just as a national 
level, or a regional level, 
 
403 
00:49:16.525 --> 00:49:26.034 
but internationally work together to make sure that what we have is technology that 
really works for all of us. So, these are really profound situations 



 
 
404 
00:49:26.364 --> 00:49:32.844 
but I do see that there are some positives and some opportunities to do things better 
that are also there. 
 
405 
00:49:35.940 --> 00:49:40.795 
Thank you Mustafa, that's a very helpful insight on the Gulf. 
 
406 
00:49:40.885 --> 00:49:53.784 
I love how you talk about them as desert nations that are largely urban and where the 
vulnerable publics often constitute the majority of the population from a numerical 
perspective. 
 
407 
00:49:55.074 --> 00:50:09.894 
One of our president emeritus of AGS has a series of articles on a term he coined 
‘geo-slavery’ and, you know, the line between being a low-wage worker, and being 
someone with no rights and no recourse, 
 
408 
00:50:11.394 --> 00:50:25.135 
it forces you to kind of think about our definitions that we're living with, and how these 
technologies can exacerbate a lot of these negative conditions. So thank you for that. I 
look forward to the Q and A, with you. 
 
409 
00:50:26.695 --> 00:50:38.094 
So, let's move on to Vani Saraswathi from Migrant-Rights.org, Vani? Hi. Can you hear 
me? 
 
410 
00:50:40.704 --> 00:50:52.195 
Okay, so Mustafa has covered a lot of what I wanted to speak about, because our work 
overlaps quite a bit in the region. As I said, my main concern is not the contact tracing 
apps that are being used 
 
411 
00:50:52.224 --> 00:50:52.554 



 
now, 
 
412 
00:50:52.614 --> 00:51:07.585 
it's really, the levels of surveillance that was already existing in the Gulf countries long 
before COVID. I lived in Qatar for about eighteen years, and it took me a while to 
understand 
 
413 
00:51:07.585 --> 00:51:11.905 
how intrusive the government was in my life, My ID 
 
414 
00:51:11.905 --> 00:51:22.914 
had all my biometric details and I couldn't access most public spaces without publishing 
my ID. I couldn't go into a government office. I couldn't go into certain clubs. 
 
415 
00:51:22.914 --> 00:51:35.815 
I couldn't go into a few pubs after that, unless I provided my Qatar ID, and that's the case 
across, they’re constantly checking whether you are supposed to be in a certain space, 
 
416 
00:51:35.875 --> 00:51:48.715 
and I had some social captain privilege, so I had better access. But then you find that 
low-income workers, the so called migrant workers, not the expatriates, 
 
417 
00:51:48.715 --> 00:52:01.375 
I mean, the distinction they make really doesn't make sense because all of us are there 
under the same laws, governed by the same entire system. Yeah? 
 
418 
00:52:02.364 --> 00:52:08.184 
So my main concern is the existing surveillance that's already there, not just for 
 
419 
00:52:09.715 --> 00:52:19.110 
foreigners living and working there who make up the majority, but for the citizens 
themselves, a lot of practices are criminalized. Mark’s and 
 



 
420 
00:52:19.164 --> 00:52:30.054 
Steve's presentations were very interesting, and only applies to a lot of what happens in 
the Gulf countries, in terms of sexual identity, sexual orientation and gender identity as 
well. 
 
421 
00:52:32.065 --> 00:52:45.715 
So, what I really want to talk about is what kind of surveillance is in place and how do we 
make sure that those living there are more aware of it right? All of these countries, either 
absolutely 
 
422 
00:52:45.715 --> 00:52:50.724 
or to a large degree, tend to prosecute VP. 
 
423 
00:52:50.755 --> 00:52:51.054 
I mean, 
 
424 
00:52:51.114 --> 00:52:51.835 
prohibit freedoms, 
 
425 
00:52:51.835 --> 00:53:03.355 
and do not allow rights, so low income migrant workers who do not have the resources 
to make direct phone calls depend very much on Facebook Messenger or 
 
426 
00:53:03.355 --> 00:53:07.164 
social media, and they look at it as a safe space. 
 
427 
00:53:07.405 --> 00:53:07.824 
Even though, 
 
428 
00:53:07.855 --> 00:53:13.675 
they don't realize that that is being monitored and if you look at the reports that 
Facebook and Twitter makes public, 



 
 
429 
00:53:14.784 --> 00:53:16.974 
strangely you'll find that countries like Saudi, 
 
430 
00:53:16.974 --> 00:53:17.094 
and the UAE, 
 
431 
00:53:18.300 --> 00:53:18.744 
and you know, 
 
432 
00:53:19.315 --> 00:53:20.425 
all of these Gulf countries, 
 
433 
00:53:20.425 --> 00:53:22.255 
which are surveillance states, 
 
434 
00:53:22.255 --> 00:53:25.014 
which are police states, haven't requested for that 
 
435 
00:53:25.014 --> 00:53:34.164 
many defaults from the users, and that shouldn't be a cause for, you know, a relief 
because it's a concern that they're already monitoring you. 
 
436 
00:53:34.375 --> 00:53:38.664 
They really don't need to go to Facebook and Twitter to ask for user information. 
 
437 
00:53:39.835 --> 00:53:40.434 
The UAE in fact, 
 
438 
00:53:40.434 --> 00:53:52.375 



 
has the highest per capita CCTV coverage, they have constant surveillance and the 
reason that they've given for this kind of mass surveillance is to control traffic and public 
hygiene. 
 
439 
00:53:52.914 --> 00:54:02.094 
Now, both of these things are, what is sticking in now with COVID, public hygiene and 
where are you going? How are you crowding the space? And all of this is being misused. 
 
440 
00:54:03.144 --> 00:54:12.505 
On top of all of this, except for Bahrain, all of the Gulf countries have very, very strict 
cyber crime laws, and beside the crime laws, 
 
441 
00:54:12.565 --> 00:54:22.945 
are not like the ones we see in the Western countries where it is meant to protect users 
online. It's more to curtail freedom of speech. 
 
442 
00:54:22.945 --> 00:54:32.304 
So you have some interesting articles report on this and how the focus is on limiting 
freedom of expression, and they do not really come back cyber crime. 
 
443 
00:54:32.784 --> 00:54:47.364 
And if you are a victim, say, of revenge porn, the woman is likely to be prosecuted. Even if 
she is a victim, so you have this kind of cyber crime laws already in place, there's a 
climate of fear where people really don't want to speak out. 
 
444 
00:54:47.905 --> 00:54:50.724 
And then they think certain places are safe spaces, 
 
445 
00:54:51.659 --> 00:54:52.974 
primarily Facebook. 
 
446 
00:54:53.335 --> 00:55:07.735 



 
I know of so many workers who are picked up based on their Facebook posts and the 
workers are not involved in any criminal activities as we see it. In the Gulf countries, 
leaving your employment, 
 
447 
00:55:07.764 --> 00:55:20.125 
even if it's been very abusive or exploitative, is criminalized, and a lot of the workers will 
leave exploitative employers and tend to go on social media to connect to others to see if 
they could find the job. 
 
448 
00:55:21.119 --> 00:55:35.335 
So, surveillance has not only outsourced to the government. It's not just the government 
doing it under the system, the individual employer, the citizen has the ability to do that 
as well to the people they employ. 
 
449 
00:55:35.605 --> 00:55:43.644 
They have all of the biometric details, as Mustafa mentioned earlier, there are just a 
handful of families in each of these countries that control everything. 
 
450 
00:55:43.885 --> 00:55:52.945 
So, the business that controls the employers and the state missionary, be the ministry of 
interior, the ministry of labor, you're all interlinked, it's the same group, 
 
451 
00:55:52.945 --> 00:56:05.545 
the same families that are working across all of these different sectors in ministries. And 
there's very little opportunity for workers trying to escape that act of surveillance. 
 
452 
00:56:07.465 --> 00:56:08.875 
Another big issue is, 
 
453 
00:56:08.875 --> 00:56:09.355 
of course, 
 
454 
00:56:09.385 --> 00:56:22.644 



 
I want to focus a bit on domestic workers. When we first had the chat, Christopher, Katie 
and I, I was talking about how for a lot of women domestic workers, access to 
communication itself is a problem. 
 
455 
00:56:22.980 --> 00:56:35.965 
Forget about getting into the contact tracing, they do not even have a telephone to be 
able to communicate to their families. They probably hid the telephone and try to get 
free Internet to speak to their families. 
 
456 
00:56:35.965 --> 00:56:47.125 
Now, all of this is going to come out when contact tracing apps are made mandatory. In 
Qatar, there's a hefty fine if you don't have it on your phone, for instance. And in fact, 
 
457 
00:56:48.804 --> 00:56:53.545 
when Qatar made the contact tracing app mandatory, and they said 
 
458 
00:56:53.545 --> 00:57:04.045 
that everybody has to download it, what it did was, it allowed the international 
community to speak about it and Amnesty, you know, kind of hacked it and came up 
with what the different issues were and 
 
459 
00:57:04.045 --> 00:57:13.074 
Qatar did respond to it, which is a good thing, but the fire still remains, you shouldn’t 
download on it. The concern now, the countries 
 
460 
00:57:13.074 --> 00:57:25.195 
That don't even talk about contact tracing and the countries that don't talk about 
surveillance, because they're already doing it and nobody can go and check on how, if, 
what are the kind of human rights violations that could occur because of this. 
 
461 
00:57:26.099 --> 00:57:40.045 
So you find in a place like Saudi, for instance, tens of thousands of workers, particularly 
women domestic workers, tend to be forced into irregularity because they’re escaping 
abusive employment but they don't want to go back home, 



 
 
462 
00:57:40.045 --> 00:57:42.144 
they've made an investment to stay back and work, 
 
463 
00:57:42.445 --> 00:57:42.655 
so, 
 
464 
00:57:42.655 --> 00:57:43.885 
they work irregularly, 
 
465 
00:57:44.335 --> 00:57:46.614 
and these are the workers who are being now, 
 
466 
00:57:46.885 --> 00:57:51.534 
who are going to be even more vulnerable than before because if they can’t 
 
467 
00:57:51.534 --> 00:57:54.594 
go out and if they can’t show proof of their health check or, 
 
468 
00:57:54.925 --> 00:57:55.224 
you know, 
 
469 
00:57:55.224 --> 00:57:59.244 
they're not able to move to find jobs, they’re going to be stranded, 
 
470 
00:57:59.244 --> 00:58:00.505 
and we've seen this case, 
 
471 
00:58:00.804 --> 00:58:01.074 
you know, 
 



 
472 
00:58:01.074 --> 00:58:02.545 
playing up in different countries. 
 
473 
00:58:02.909 --> 00:58:12.085 
We've seen this in areas in Kuwait which were under complete lockdown for weeks on 
end. 
 
474 
00:58:13.255 --> 00:58:19.585 
And those are the areas where a lot of the low income workers live, so we already know 
the location where these workers are living. 
 
475 
00:58:20.574 --> 00:58:31.014 
But the ones who are going out to get the food relief, when not the workers who, who I 
don't, I mean, who are not the regular workers. They have to depend on other people to 
go get the food, 
 
476 
00:58:31.014 --> 00:58:41.934 
because they have to finish the ID card to be able to access a lot of these reliefs that are 
being provided. So, this is going to probably just keep getting worse. 
 
477 
00:58:43.195 --> 00:58:47.755 
And another reason that it's going to get worse is, there’s this whole, 
 
478 
00:58:48.985 --> 00:58:57.414 
In general, migrant workers, Gulf countries prefer them invisible, in large numbers, but 
they want to keep them invisible. 
 
479 
00:58:57.445 --> 00:59:12.414 
So they want them to come into the work and disappear into very remote areas outside 
of the urban structures that they are building. They do not want to have visibility to 
intrude upon whatever glitzy structures they're building. 
 
480 



 
00:59:13.195 --> 00:59:19.375 
However, COVID has made them, you know, it's put a mark on these workers. 
 
481 
00:59:19.494 --> 00:59:30.625 
So, if you look at the thousands of cases, that are being tested, positive, almost daily, the 
majority are non-nationals, in all of these countries. 
 
482 
00:59:31.824 --> 00:59:41.364 
One of the countries actually gave desegregated data, based on nationality. This is 
Kuwait, and that led to a huge backlash against Indians 
 
483 
00:59:41.610 --> 00:59:52.014 
and Egyptians, and, you know, so the groups that they thought were not just at risk, but 
were risky for the nationals themselves. 
 
484 
00:59:52.260 --> 01:00:02.695 
So all of that xenophobic narratives that come up periodically be it an economic crisis, or 
a health crisis, has been further exaggerated with COVID. 
 
485 
01:00:05.155 --> 01:00:19.855 
Just going to quickly go through the last few points. Another thing is that the user base 
of the social media platforms, I did training some months ago in Jordan with domestic 
workers. 
 
486 
01:00:20.094 --> 01:00:21.414 
There was an attempt to 
 
487 
01:00:22.525 --> 01:00:33.594 
get them to mobilize, to be able to speak for themselves. So the training was what kind 
of content should they speak about so that other domestic workers can reach out to 
them and speak to them. 
 
488 
01:00:33.594 --> 01:00:45.414 



 
So, just nationality wise, we had eight different nationalities, and most of them irregular 
they did not have, they didn't have a valid ID. The minute that came into the training. 
 
489 
01:00:45.625 --> 01:00:50.394 
They all started taking photographs and posting pictures and the location services was 
all on their phones. 
 
490 
01:00:51.655 --> 01:00:59.065 
None of them even talked about what that meant, that they were irregular and they 
were posting pictures of their families back who know who they are. 
 
491 
01:00:59.994 --> 01:01:07.554 
So that is also the level of awareness amongst a lot of workers, that for them, it's 
communication, for them, 
 
492 
01:01:07.554 --> 01:01:08.815 
it's sharing their life, 
 
493 
01:01:09.445 --> 01:01:10.735 
but very often, 
 
494 
01:01:10.735 --> 01:01:13.315 
even if it's not an individual occurrence, 
 
495 
01:01:13.315 --> 01:01:18.235 
they might be next to someone else was a regular who left an employment who's 
probably, 
 
496 
01:01:18.295 --> 01:01:18.775 
you know, 
 
497 
01:01:19.255 --> 01:01:25.405 



 
involved in practices that are considered a criminal in the Gulf states as I said earlier, 
 
498 
01:01:25.434 --> 01:01:25.855 
you know, 
 
499 
01:01:27.085 --> 01:01:28.434 
sexual orientation, 
 
500 
01:01:28.675 --> 01:01:32.094 
or even those who are involved in practices for money, sex 
 
501 
01:01:32.094 --> 01:01:32.695 
work for money, 
 
502 
01:01:33.324 --> 01:01:33.474 
to 
 
503 
01:01:33.474 --> 01:01:47.335 
earn a little bit extra. All of a sudden just come out. And because these are people 
without much of a voice, a support. There are no unions, as we said, forget about unions, 
even the civil society is not active. 
 
504 
01:01:47.335 --> 01:01:59.094 
So, even if, you know, there's a very, there is a clear violation, there are very few people 
who are going to speak up. Legal aid is not available in any of these countries, except for 
two. 
 
505 
01:01:59.400 --> 01:02:09.835 
So, what happens to these people, they just get deported. A ban is placed on them and 
they go back home to a situation which is worse than before they first entered these 
countries. 
 
506 



 
01:02:10.260 --> 01:02:20.454 
So, when we're talking about how technology can be used by these governments, we 
also need to talk about how 
 
507 
01:02:20.994 --> 01:02:30.355 
we could meet the end users more aware of the risks of using these platforms, and how 
they can protect themselves, not to discourage them from using it 
 
508 
01:02:30.630 --> 01:02:39.775 
because you're so isolated, you have men with families and children back home who are 
forced into a celabate bachelor life for years on end. 
 
509 
01:02:40.170 --> 01:02:51.954 
So they need to form some kind of, you know, online community that they feel a part of. 
How do we work with them in a way that they’re safe doing that? 
 
510 
01:02:52.914 --> 01:03:06.565 
Because I really have very little hope on advocating with these governments to be, you 
know, less autocratic. So, how do we protect the people who are part of that system is 
what I'd be concerned about. Next. 
 
511 
01:03:09.925 --> 01:03:11.155 
Vani, thanks so much, 
 
512 
01:03:12.085 --> 01:03:12.355 
you know, 
 
513 
01:03:12.355 --> 01:03:15.324 
that it makes me-- 
 
514 
01:03:15.835 --> 01:03:22.074 
it makes your heart hurt when you think about, when you learn about kind of the nature 
of these vulnerable publics 



 
 
515 
01:03:22.315 --> 01:03:26.454 
in far away lands and entire systems. 
 
516 
01:03:27.175 --> 01:03:36.804 
You talked about the Kafala system where there's entire established systems there to 
oppress and control. 
 
517 
01:03:37.344 --> 01:03:48.355 
So when you add mobile location tech, you know, what is the role of those technologies 
when inserted into those systems? I'm sure we're gonna have plenty of questions later 
on that. So thank you. 
 
518 
01:03:49.315 --> 01:04:02.034 
Now, we're gonna move on to Andrew Young from NYU’s GovLab, and also from 
Responsible Data for Children. Andrew, over to you. Fantastic, thanks 
 
519 
01:04:02.034 --> 01:04:09.085 
so much Chris, and thanks to the whole AGS team for having me. It's great to have the 
opportunity to be a part of this discussion. 
 
520 
01:04:09.385 --> 01:04:23.155 
One of the challenges, always, of having a last name like Young is that you end up 
following a bunch of really smart and important remarks. I'll try to keep up the 
intellectual momentum here. Can we go to the next slide please? 
 
521 
01:04:29.844 --> 01:04:38.574 
Great. So that's just the title so next slide please. So, as Chris mentioned, I am coming to 
you from the GovLab at New York University. 
 
522 
01:04:38.605 --> 01:04:53.605 



 
We are an action research center where we explore, test, and implement various ways to 
leverage collective intelligence and data driven technologies in the interest of improving 
governance and the effectiveness and legitimacy of institutions. 
 
523 
01:04:54.085 --> 01:04:57.324 
Quite a lot of our work does focus on questions of, 
 
524 
01:04:57.775 --> 01:04:58.224 
as I said, 
 
525 
01:04:58.255 --> 01:04:58.824 
data use, 
 
526 
01:04:58.824 --> 01:05:01.344 
but not specifically location data, 
 
527 
01:05:01.675 --> 01:05:11.335 
but more generally open government data, data hold in the private sector that could 
have potential public interest value and questions of data responsibility, 
 
528 
01:05:11.635 --> 01:05:15.775 
which we consider to be both a responsibility to protect data, 
 
529 
01:05:15.775 --> 01:05:20.784 
which is the thrust of much of this discussion which I will continue that focus, 
 
530 
01:05:20.875 --> 01:05:27.835 
but also this question of a responsibility to use data when it can actually provide value in 
a safe and effective manner, 
 
531 
01:05:27.835 --> 01:05:33.264 



 
and actually improve people's lives. Having that responsibility to avoid not just the 
misuse of data, 
 
532 
01:05:33.474 --> 01:05:36.954 
but also the missed use of data. Next slide 
 
533 
01:05:36.954 --> 01:05:37.255 
please. 
 
534 
01:05:44.155 --> 01:05:46.014 
My remarks today will focus 
 
535 
01:05:46.014 --> 01:05:47.844 
especially on our work 
 
536 
01:05:47.844 --> 01:05:50.005 
in the Responsible Data for Children Initiative, 
 
537 
01:05:50.394 --> 01:05:57.594 
which was a partnership first initiated last year between the GovLab and UNICEF with 
the intention of building 
 
538 
01:05:57.594 --> 01:06:04.164 
guidance tools and leadership support for responsible handling of data for and about 
children 
 
539 
01:06:04.164 --> 01:06:10.914 
in various contexts, including especially in development and humanitarian context. Next 
 
540 
01:06:11.094 --> 01:06:24.684 
slide please. In a big piece of why we focused on this question of responsible data for 
children is that children have unique 



 
 
541 
01:06:25.795 --> 01:06:28.614 
considerations when it comes to data responsibility. 
 
542 
01:06:29.155 --> 01:06:29.664 
Responsible 
 
543 
01:06:29.664 --> 01:06:44.125 
use of data is something that is, that affects everyone. Ensuring safe and effective use of 
data is only becoming more central and important in the context of Covid-19. But 
children have unique 
 
544 
01:06:44.155 --> 01:06:50.275 
vulnerabilities and require unique duties of care that aren't well recognized across the 
field. 
 
545 
01:06:50.275 --> 01:06:58.164 
Especially as more and more actors are actually analyzing and accessing children's data 
in the context of the pandemic. Next slide please. 
 
546 
01:07:01.525 --> 01:07:11.574 
So specifically, our work was really focused on seven core ways that data responsibility 
issues are uniquely important and salient for children. 
 
547 
01:07:12.505 --> 01:07:26.755 
First, today's children are the first generation growing up at a time of rapid data vacation, 
where almost all of their lives both on and offline are turned into data points. An entire 
generation of young people is being datafied. Often starting 
 
548 
01:07:26.755 --> 01:07:32.994 
even before birth. Every year the average child will have more data collected about them 
in their lifetime than  
 



 
549 
01:07:32.994 --> 01:07:44.844 
Any similar child any year prior. The potential uses of such a large volumes of data, and 
the impact on children's lives are unpredictable and could potentially be used against 
them. Second children, 
 
550 
01:07:44.875 --> 01:07:52.315 
typically, do not full agency to make decisions about their participation and programs or 
services, which may generate or record personal data. 
 
551 
01:07:52.675 --> 01:08:06.684 
Children may also lack the understanding to assess the decisions purported risks and 
benefits. Privacy terms and conditions are often barely understood by educated adults, 
myself very much included. Let alone young children. As a result 
 
552 
01:08:06.684 --> 01:08:09.144 
there's a higher duty of care for children's data. 
 
553 
01:08:10.585 --> 01:08:25.255 
Third, disaggregating data according to sociodemographic characteristics can improve 
service delivery and assist with policy development. However, it also creates risks for 
group privacy, something that I think will come up a lot in the moderated Q&A as well as 
an area 
 
554 
01:08:25.255 --> 01:08:38.515 
that is not well represented in current policy and procedures. Disaggregated data for 
groups, such as child-headed households and children experiencing gender-based 
violence can put vulnerable communities and children at risk. 
 
555 
01:08:40.074 --> 01:08:51.324 
Data about children's location in particular can be particularly risky if a child has an 
additional vulnerability that can expose them to a particular harm. 
 
556 
01:08:54.234 --> 01:08:55.225 



 
Next, mishandling data, 
 
557 
01:08:55.225 --> 01:08:56.664 
and this was something that came up 
 
558 
01:08:56.664 --> 01:09:02.755 
in earlier remarks as well, mishandling data can cause joint to lose trust in institutions 
that deliver central services, 
 
559 
01:09:02.755 --> 01:09:04.015 
including vaccines, 
 
560 
01:09:04.015 --> 01:09:11.034 
medicine and nutrition supplies, organizations dealing with child well-being, these 
retreats can have severe consequences. 
 
561 
01:09:11.579 --> 01:09:26.545 
Distrusting cause families and children to recuse health, education, child protection, and 
other public services. Such privacy, protected behavior can impact children throughout 
the course of their lifetime, and potentially exacerbate existing inequities and 
vulnerabilities. 
 
562 
01:09:26.819 --> 01:09:40.135 
And I think this is kind of a common theme across my remarks here. And also, I think the 
panel in general, is that many of the risks and challenges that we are discussing, 
predated the Covid pandemic. 
 
563 
01:09:40.194 --> 01:09:47.635 
But what we're actually seeing is this current moment really amplifying, accelerating, 
and exacerbating some of these existing risks. 
 
564 
01:09:48.744 --> 01:09:54.779 
So next is this question of unique obligations and protection and I, 



 
 
565 
01:09:54.774 --> 01:10:09.744 
I mentioned this a bit at the start that as more and more volumes of data are collected 
and stored, obligations and protections, traditionally put in place for children, may be 
difficult or impossible to uphold. An interest  of children are not always prioritized when 
organizations define their 
 
566 
01:10:09.744 --> 01:10:11.364 
legitimate interest, access, 
 
567 
01:10:11.395 --> 01:10:13.074 
or share personal information. 
 
568 
01:10:13.854 --> 01:10:20.244 
The immediate benefit of a service provided does not always justify the risk or harm that 
might be caused by them in the future. 
 
569 
01:10:20.609 --> 01:10:31.555 
And, data analysis maybe undertaken by people who do not have expertise in the area of 
child rights, as opposed to traditional research for practitioners are specifically educated 
in child-subject research. 
 
570 
01:10:34.345 --> 01:10:48.385 
On the issue of algorithmic bias, while algorithmic decision making can expedite certain 
processes, algorithms and their inferences can possess bias that can have adverse 
effects on people, including children in particular. 
 
571 
01:10:48.744 --> 01:11:03.744 
It's especially pronounced for children, in fact, and other vulnerable populations, in part, 
due to their lack of awareness or resources necessary to respond to instances of bias, or 
to rectify any misconceptions or inaccuracies in their data 
 
572 
01:11:03.925 --> 01:11:15.534 



 
that might be used to actually drive decision making or service delivery. And then finally 
many of the children served by child welfare organizations or public institutions have 
suffered some trauma-- 
 
573 
01:11:15.805 --> 01:11:29.994 
whether physical, social or emotional in nature, repeatedly making children register for 
services or provide confidential, personal information can amount to revictimization, 
reexposing them to traumas or instigating unwarranted feelings of shame and guilt. 
 
574 
01:11:31.885 --> 01:11:44.185 
So there's a lot to take in there in terms of these unique kind of issues around data 
responsibility for children. And this was really again, kind of the, the impetus for our 
focus on the Responsible Data for Children and work. 
 
575 
01:11:44.185 --> 01:11:56.395 
And now our consideration of the lessons learned from that effort, how they can be 
applied in, in the context of Covid-19. Next slide please. Just very quickly 
 
576 
01:11:56.395 --> 01:12:02.604 
I'll go through the methodology and different outputs of the project and what that 
eventually led to. 
 
577 
01:12:02.814 --> 01:12:09.505 
So we started off the initiative by doing a detailed literature review and development of 
an annotated selected reading list 
 
578 
01:12:09.720 --> 01:12:17.064 
of various policies and procedures driving the handling of children's data in different 
contexts. 
 
579 
01:12:17.185 --> 01:12:20.064 
Particularly with a focus on child welfare organizations and 
 
580 



 
01:12:20.064 --> 01:12:22.734 
international institutions. Next slide 
 
581 
01:12:22.734 --> 01:12:22.975 
please. 
 
582 
01:12:26.635 --> 01:12:38.034 
But the core of the RD4C work was a series of field missions to various UNICEF country 
environments to really understand how children's data is being handled. 
 
583 
01:12:38.604 --> 01:12:48.265 
Not just by UNICEF, country offices and their partners, but also, government agencies, 
implementing NGO’s and other actors that might have access to children's data. 
 
584 
01:12:48.835 --> 01:12:57.145 
Next slide please. And the field missions that we undertook were intentionally diverse in 
nature. 
 
585 
01:12:57.444 --> 01:13:08.814 
We looked at first a trip to Romania where we were looking at a middle income 
environment with a strong regulatory regime in place. 
 
586 
01:13:09.024 --> 01:13:09.505 
I.e. GDPR 
 
587 
01:13:10.404 --> 01:13:11.635 
in the EU. 
 
588 
01:13:12.744 --> 01:13:20.814 
We then looked at Kenya and the looking at a more Nexus environment where there is a 
large country program, 
 
589 



 
01:13:20.814 --> 01:13:24.234 
and quite a lot of international funding being poured into the region, 
 
590 
01:13:24.534 --> 01:13:29.335 
which has both development and humanitarian objectives for child rights actors. 
 
591 
01:13:29.904 --> 01:13:30.234 
And then, 
 
592 
01:13:30.234 --> 01:13:30.835 
finally, 
 
593 
01:13:31.135 --> 01:13:32.425 
we did 
 
594 
01:13:32.425 --> 01:13:41.694 
a field mission to Afghanistan to understand the current state of children's data in an 
emergency environment, 
 
595 
01:13:41.755 --> 01:13:44.935 
where for various, clearly 
 
596 
01:13:44.935 --> 01:13:46.225 
justifiable reasons, 
 
597 
01:13:46.435 --> 01:13:47.784 
data protection 
 
598 
01:13:47.814 --> 01:13:53.125 
or data issues in general are generally not top of mind for many of the actors operating 
there. 
 



 
599 
01:13:54.505 --> 01:13:55.194 
Next slide please. 
 
600 
01:13:58.135 --> 01:14:05.784 
And the lessons learned from all of this research was compiled into a synthesis report 
where we teased out some of the common challenges, 
 
601 
01:14:05.814 --> 01:14:20.034 
or established good practices in these various country environments, as well as 
recommendations for how UNICEF and other actors accessing and leveraging children's 
data could do so in a more 
 
602 
01:14:20.215 --> 01:14:21.324 
responsible manner. 
 
603 
01:14:21.659 --> 01:14:22.375 
Next slide please. 
 
604 
01:14:27.744 --> 01:14:40.494 
A core component of this work actually involved a development of tools based on 
identified needs and opportunities in those country environments that we visited, as well 
as the children's data ecosystem more generally. 
 
605 
01:14:40.494 --> 01:14:53.814 
I'll mention very briefly to hear. On the next slide, we have our diagnostic and risk 
assessment or assessing the unique issues and questions related to children's data 
handling. 
 
606 
01:14:54.145 --> 01:15:05.305 
This kind of speaks to some of the issues that have again already been raised earlier 
around the importance of data responsibility, strategies, and a clear understanding of 
potential risks 
 



 
607 
01:15:05.305 --> 01:15:14.814 
and harms to vulnerable public's being defined at the outset before implementation and 
early on in the process, and ideally a participatory manner. 
 
608 
01:15:15.925 --> 01:15:22.765 
And then if we go to the next slide please. And this is the opportunity and risk diagnostic. 
Next slide please. 
 
609 
01:15:24.835 --> 01:15:34.045 
Another core issue that I think will come up a lot in, in the moderated Q&A as well are 
these two issues of, first, the data lifecycle. 
 
610 
01:15:34.074 --> 01:15:34.314 
So, 
 
611 
01:15:34.314 --> 01:15:34.734 
here 
 
612 
01:15:34.734 --> 01:15:37.135 
we have our decision provenance tool, 
 
613 
01:15:37.435 --> 01:15:42.475 
which is aimed at allowing different actors that are involved in intersectoral 
 
614 
01:15:42.475 --> 01:15:43.704 
often interinstitutional 
 
615 
01:15:43.704 --> 01:15:58.225 
data systems that might be handling data about children, including in the context of the 
pandemic. How they can identify what activities are taking place at different stages of 
that life cycle and what actors are involved in those processes. 
 



 
616 
01:15:58.560 --> 01:16:10.015 
This is a very small graphic here. But what we're really encouraging people to think 
about is at the initiation stage, at the collection stage processing, analysis or usage. 
 
617 
01:16:10.284 --> 01:16:10.765 
What are the, 
 
618 
01:16:11.034 --> 01:16:14.305 
what are the concrete specific actions that are being undertaken, 
 
619 
01:16:14.640 --> 01:16:29.095 
who is responsible for carrying out those actions, who is accountable for how those 
actions take place, who's consulted in the process, who has access to this kind of 
decision making process--going back to that power discussion that again was a raised 
earlier-- 
 
620 
01:16:29.425 --> 01:16:38.484 
and who is kept in the loop, who are the parties that can actually access information and 
be part of these efforts as well as policy considerations where, 
 
621 
01:16:39.324 --> 01:16:47.604 
while the children's data ecosystem in some cases has a bit more of a policy basis than 
some other groups, it's still lacking 
 
622 
01:16:47.604 --> 01:16:51.265 
I would say on an international level. Next slide please. 
 
623 
01:16:57.715 --> 01:17:02.875 
Great. And then the last point that I'll touch on here coming out of the RD4C 
 
624 
01:17:02.965 --> 01:17:17.545 



 
work was a set of principles that we identified as potential guides for future work around 
data responsibility and children. We have here what we call our seven P’s 
 
625 
01:17:17.994 --> 01:17:22.914 
that can actually support more effective and responsible handling of children's data. 
 
626 
01:17:23.574 --> 01:17:31.104 
The first one is Participatory, engaging and informing individuals and groups affected by 
the using data for and about children. 
 
627 
01:17:32.154 --> 01:17:37.494 
And that really also involves not just engagement for the sake of engagement, 
 
628 
01:17:37.734 --> 01:17:40.524 
but really getting a sense of contextual, 
 
629 
01:17:40.555 --> 01:17:49.765 
contextual risks and opportunities given that data use and children's data risks and 
issues are highly contextual in nature. 
 
630 
01:17:51.204 --> 01:18:01.885 
The second principle is around being Professionally accountable. Operationalizing 
responsible data practices and principles by establishing institutional processes, roles 
and responsibilities. 
 
631 
01:18:02.154 --> 01:18:10.824 
We often discuss the idea that principles, frameworks, guidelines only get you so far if it 
isn't somebody's job to actually implement them. 
 
632 
01:18:11.095 --> 01:18:21.774 
So, thinking about what that process is from going from good principles, good practices, 
being understood and recognize to someone who's actually tasked with 
 



 
633 
01:18:23.579 --> 01:18:33.444 
taking on those actions and, and policies and procedures that can guide that kind of 
work is really important. And another issue that again, I think we'll talk about more than 
the moderated Q&A, 
 
634 
01:18:33.444 --> 01:18:42.175 
is this question of professional accountability in terms of capacity to actually use the data 
that you are collecting or accessing? 
 
635 
01:18:42.479 --> 01:18:42.930 
So, 
 
636 
01:18:44.005 --> 01:18:44.425 
if, 
 
637 
01:18:44.875 --> 01:18:45.625 
for example, 
 
638 
01:18:45.625 --> 01:18:46.734 
location data 
 
639 
01:18:46.734 --> 01:18:52.704 
is being collected or shared by a private sector actor with a government institution, 
 
640 
01:18:52.914 --> 01:19:07.854 
and that government institution doesn't have the capacity to actually conduct testing or 
activate any personnel to act on any insights that are derived from that data, then that 
collection and sharing is really irresponsible in a lot 
 
641 
01:19:07.854 --> 01:19:08.185 
of ways, 
 



 
642 
01:19:08.185 --> 01:19:12.085 
because it's creating risks with no potential outcomes. 
 
643 
01:19:12.564 --> 01:19:24.175 
So, that question of use, a clear use case, as part of the professional accountability, and 
the capacity to act on that use case, another really important issue here. Next slide 
please. 
 
644 
01:19:28.465 --> 01:19:43.104 
Then I think another issue that's come up a lot is this question of retention. How long are 
systems kept in place? Which is really an issue of proportionality, aligning the breadth of 
data collection and the duration of retention with the intended purpose. 
 
645 
01:19:44.005 --> 01:19:48.295 
If data systems are are stood up in the context of the pandemic, 
 
646 
01:19:48.295 --> 01:19:58.765 
then there should be clear provisions for how those data systems will go through a 
sunsetting process after the pandemic we hope is eventually under, 
 
647 
01:19:58.795 --> 01:19:59.664 
under control here. 
 
648 
01:20:01.465 --> 01:20:05.604 
Then we have the issue of protective of children's rights recognizing again, 
 
649 
01:20:05.604 --> 01:20:19.854 
the distinct rights and requirements for helping children develop to their full potential. 
One issue here is really thinking about how we classify information by risks and 
sensitivities that are unique to children and their rights 
 
650 
01:20:20.515 --> 01:20:20.755 



 
Next slide please. 
 
651 
01:20:20.755 --> 01:20:32.904 
People-centric is another really important one I think, in the context of, of Covid-19 as 
well. In thinking about 
 
652 
01:20:33.149 --> 01:20:43.975 
always having the needs and expectations of children, their caregivers and their 
communities prioritized by actors, handling data for and about them. In my experience, 
 
653 
01:20:43.975 --> 01:20:58.854 
we've seen quite a lot of moves toward interoperable joined up data systems essentially 
creating a single access point for various actors to tap into any and all information 
 
654 
01:20:58.854 --> 01:21:02.814 
that an institution might hold on children's services, 
 
655 
01:21:03.055 --> 01:21:06.354 
which often comes from a very positive place, 
 
656 
01:21:06.354 --> 01:21:11.604 
in the sense of lowering the friction of institutional use of data for about children. 
 
657 
01:21:12.324 --> 01:21:21.954 
But, whenever we are balancing the question of potential risks and harm to children 
represented in that data versus potential efficiency gains, 
 
658 
01:21:21.984 --> 01:21:32.244 
or, or bolstering the findability of certain data records for institutional actors, we would 
argue that the more people-centric and child-centric approach to the, 
 
659 
01:21:32.244 --> 01:21:36.534 



 
that consideration of risks and rewards is really important. 
 
660 
01:21:38.395 --> 01:21:43.524 
Then we have the prevention of forms across the data lifecycle as I mentioned earlier. 
This question of 
 
661 
01:21:43.829 --> 01:21:50.215 
not just a data use as a monolith, but really getting down to the different stages of the 
data life cycle 
 
662 
01:21:50.244 --> 01:22:01.164 
and considering what opportunities, risks and procedures need to be put in place across 
that move from initiation to collecting, storing, preparing, sharing, analyzing and using. 
 
663 
01:22:01.494 --> 01:22:10.135 
We tend to call this end-to-end data responsibility, and it's really an effort to move 
beyond discussions of singular issues, 
 
664 
01:22:10.135 --> 01:22:11.635 
like bias, 
 
665 
01:22:11.814 --> 01:22:13.375 
or like, 
 
666 
01:22:15.234 --> 01:22:20.215 
access by malicious parties looking at those totally in isolation 
 
667 
01:22:20.215 --> 01:22:25.734 
when they tend to be part of a process and potentially accumulating risks over time. 
 
668 
01:22:25.975 --> 01:22:35.574 



 
So, having that focus on the data lifecycle, rather than individual kind of questions, 
another issue that we tend to see as it relates to children's data. Next slide please. 
 
669 
01:22:37.914 --> 01:22:40.765 
And the last of our keys is in many ways, 
 
670 
01:22:40.765 --> 01:22:41.845 
the most important, 
 
671 
01:22:41.845 --> 01:22:42.385 
and again, 
 
672 
01:22:42.685 --> 01:22:46.135 
a particularly salient for the Covid-19 discussion, 
 
673 
01:22:46.345 --> 01:22:49.734 
which is that data systems handling data about children 
 
674 
01:22:49.734 --> 01:23:04.704 
should be Purpose driven. They should be able to identify and specify and articulate why 
a particular data set is needed and how the intended or potential benefits relate to 
improving children's lives. In the data for 
 
675 
01:23:04.704 --> 01:23:10.494 
children space, as well as the data for good and public interest technology space in 
general, 
 
676 
01:23:10.765 --> 01:23:20.425 
we quite often see data driving experimentation, rather than particular purposes, 
intended value to be created or problems to be addressed. 
 
677 
01:23:20.875 --> 01:23:28.765 



 
So really focusing on, again not being not just being able to identify a purpose, but being 
able to clearly articulate that purpose, 
 
678 
01:23:28.765 --> 01:23:36.625 
and how data being collected or stored can actually serve that purpose in many ways is 
the core of all of this I would argue. 
 
679 
01:23:38.125 --> 01:23:44.904 
So, those are our seven P’s. Just a few final thoughts here, and then eager to move to the 
moderated discussion. Could we go to the next slide please? 
 
680 
01:23:49.585 --> 01:23:50.395 
Specifically, 
 
681 
01:23:50.395 --> 01:23:52.404 
as it relates to Covid-19, 
 
682 
01:23:52.585 --> 01:23:59.095 
these already purposeful principles were recently released in some UNICEF guidance 
from the Office of Research, 
 
683 
01:24:00.085 --> 01:24:06.835 
where they looked at how these principles can actually guide UNICEF’s work around 
digital contact 
 
684 
01:24:06.835 --> 01:24:08.154 
tracing and surveillance. 
 
685 
01:24:08.484 --> 01:24:19.524 
I mentioned a few of those key issues there. I think the one that really stands out for this 
use case is exactly 
 
686 



 
01:24:19.524 --> 01:24:33.145 
this question of professional accountability and institutional ability to actually act on and 
use the data effectively. In the case of contact tracing, whether there is testing available, 
whether there's competence in the accuracy of the data, 
 
687 
01:24:33.385 --> 01:24:41.425 
and whether there are the resources in place to actually take some kind of action based 
on the insights that might be generated from that data. 
 
688 
01:24:42.024 --> 01:24:49.494 
So, this work is actually starting to guide UNICEF efforts around the world as it relates to 
their Covid-19 contact tracing 
 
689 
01:24:49.494 --> 01:24:58.104 
and surveillance efforts. Next slide please. And again, 
 
690 
01:24:58.404 --> 01:25:00.835 
just a few final notes from the GovLab side, 
 
691 
01:25:00.835 --> 01:25:07.494 
we are really trying to get our arms around what the current state of play is around the 
use of data for Covid-19, 
 
692 
01:25:07.494 --> 01:25:08.154 
including, 
 
693 
01:25:08.154 --> 01:25:12.085 
but not limited to the use of location data in various projects. 
 
694 
01:25:12.805 --> 01:25:20.034 
We are curating a living repository of data projects that are currently in place worldwide. 
 
695 



 
01:25:20.364 --> 01:25:33.685 
I think the main message that I would pull out of that process is that we have over three 
hundred examples identified of emergent, specifically, Covid-19 related data generation 
and sharing projects. 
 
696 
01:25:35.185 --> 01:25:42.895 
There is quite a lot of activity and I would say not necessarily a lot of insight into the 
governance of these projects, 
 
697 
01:25:43.135 --> 01:25:45.055 
which I think again, 
 
698 
01:25:45.055 --> 01:25:51.564 
an issue that was raised earlier is it's a visibility and transparency into how decisions are 
made and what the processes are guiding this work, 
 
699 
01:25:51.595 --> 01:26:01.314 
the governance of these kind of projects seems to be somewhat lacking while the actual 
practice and experimentation is very, 
 
700 
01:26:01.314 --> 01:26:07.194 
very rapidly accelerating. Next slide please. 
 
701 
01:26:10.135 --> 01:26:24.685 
And one last point from our end is that we are currently in the process of organizing a 
series of panels, again with the support of our friends at AGS and also with the support of 
the Henry Luce 
 
702 
01:26:24.685 --> 01:26:25.465 
Foundation, 
 
703 
01:26:25.734 --> 01:26:29.814 
looking at public perceptions around the use of data, 



 
 
704 
01:26:30.024 --> 01:26:32.935 
or the reuse of data in the context of Covid-19, 
 
705 
01:26:33.204 --> 01:26:34.104 
given the fact that, 
 
706 
01:26:34.104 --> 01:26:34.795 
as I said, 
 
707 
01:26:34.854 --> 01:26:35.935 
for children's data, 
 
708 
01:26:35.935 --> 01:26:39.744 
and for the user data more generally, we see a lot of activity, 
 
709 
01:26:39.925 --> 01:26:41.185 
a lot of use cases, 
 
710 
01:26:41.215 --> 01:26:44.425 
a lot of speculative and aspirational value, 
 
711 
01:26:44.604 --> 01:26:56.814 
and in some cases some realized value of this kind of work, but we don't have a clear 
sense of what those guidelines and considerations should be as it relates to public 
perceptions around these data, these data uses. 
 
712 
01:26:57.055 --> 01:26:59.755 
So that's work that we are kicking off now, 
 
713 
01:26:59.875 --> 01:27:04.885 



 
including with some specific focus on ed-tech data collection, 
 
714 
01:27:05.185 --> 01:27:08.484 
which is another key element here that I think we'll probably come up in the, 
 
715 
01:27:08.484 --> 01:27:09.444 
in the Q&A, 
 
716 
01:27:10.015 --> 01:27:16.914 
the increased collection of data and sharing of data about children's interaction with 
remote learning platforms, 
 
717 
01:27:17.125 --> 01:27:22.015 
which are often, often based on vendor, 
 
718 
01:27:22.045 --> 01:27:23.725 
providing them from the private sector. 
 
719 
01:27:25.675 --> 01:27:39.534 
And then, I think I just have a thank you slide after this. So I will end there and thank you 
so much for, for having me again and looking forward to the full group discussions. 
Thanks so much. Well, thank you, Andrew. 
 
720 
01:27:39.595 --> 01:27:49.345 
I really appreciate highlighting the vulnerability of children around the world, and what 
I'm struck by I guess, 
 
721 
01:27:50.005 --> 01:27:59.784 
through the breadth of this discussion with all of our panelists is we have this huge 
spectrum where we have some places in the world, 
 
722 
01:27:59.784 --> 01:28:09.625 



 
Some nations, some governments that, you know are, I don’t know, not looking out for 
the most vulnerable in the population. 
 
723 
01:28:09.805 --> 01:28:22.614 
And then we have other governments that actually aspire to remove vulnerabilities or, or 
for these vulnerable populations like children and, 
 
724 
01:28:22.765 --> 01:28:23.034 
you know, 
 
725 
01:28:23.034 --> 01:28:24.085 
it's almost like two, 
 
726 
01:28:24.085 --> 01:28:25.375 
completely different. 
 
727 
01:28:26.484 --> 01:28:40.194 
It's almost like schizophrenia. Right? Like, one time I have to think about, how can I 
make the right investments? What are the right positive guidelines in order to very 
much move these nations up in development curve, support those vulnerable publics 
and then, in the next cases it’s 
 
728 
01:28:40.470 --> 01:28:40.675 
you know, 
 
729 
01:28:40.675 --> 01:28:47.364 
how can I prevent an autocratic government from destroying the lives of vulnerable 
publics and I think in the Q&A 
 
730 
01:28:47.364 --> 01:28:53.664 
I'm very interested in hearing how we together can kind of navigate that, that full 
spectrum. 
 



 
731 
01:28:54.595 --> 01:28:55.015 
We’ll be  
 
732 
01:28:55.225 --> 01:29:02.215 
moving into this kind of moderated Q&A, I know we had a number of questions that we 
circulated amongst the panelists. 
 
733 
01:29:04.314 --> 01:29:13.164 
I'm interested in all of your opinions from your different perspectives. Maybe not 
everybody wants to answer, you know, chime in on any particular question. 
 
734 
01:29:14.664 --> 01:29:29.034 
But I’d also encourage the audience to continue putting their Q&A into WebEx and we'll 
get to those in our next stage. So I'd actually like to start with probably the second 
question that I circulated and I want to start with Mark. 
 
735 
01:29:29.034 --> 01:29:37.074 
But I think it's kind of a, a generic question that, that you're gonna get very different 
answers based on these different, vulnerable populations. 
 
736 
01:29:37.074 --> 01:29:46.104 
So question is, you know, in geography, we often talk about geography is the art of 
making the invisible visible, right? 
 
737 
01:29:46.104 --> 01:29:56.244 
We put things on maps that people, it may not be apparent to the eye, or maybe on a 
distant side of the planet that you don't, you don't have much visibility into. Some 
vulnerable publics are invisible 
 
738 
01:29:56.604 --> 01:30:11.274 
in official processes due to neglect and oversight. Right the official processes simply 
don't account for them and they don't put them on the map. They don't collect data. 
Others, due to systematic, intentional exclusion are left off the map. Right? 



 
 
739 
01:30:11.784 --> 01:30:20.965 
The government, the powers that be simply don't want them tracked and to put them 
on the map is to admit they exist and perhaps even give them rights or sovereignty. 
 
740 
01:30:21.864 --> 01:30:27.085 
Still others,intentionally seek to stay off of everyone's radar. 
 
741 
01:30:27.354 --> 01:30:42.085 
And I think Mark, when you talked about some of these safe houses, safe haven, safe 
spaces, you know, if you know that you're likely to be tracked, if there's a downside, 
you're going to seek to somehow keep your safe spaces off the map. 
 
742 
01:30:42.295 --> 01:30:42.505 
So, 
 
743 
01:30:42.505 --> 01:30:57.295 
how should we think about vulnerable publics’ geographic invisibility as it relates to 
mobile location tech during COVID-19 and beyond and I think I'd start that one with 
Mark and we'll all fumble through how to do this 
 
744 
01:30:57.295 --> 01:30:59.484 
properly over Webex raise a hand. 
 
745 
01:31:00.085 --> 01:31:07.345 
But we'll start with Mark and then move, move, on to others. Go ahead. Mark. Yeah. 
Thanks, Chris. It's an interesting question. 
 
746 
01:31:07.345 --> 01:31:16.164 
I mean, so much of the LGBTI movement to the human rights movement is about 
coming out and being visible, but it's equally. 
 
747 



 
01:31:16.614 --> 01:31:26.244 
Absolutely important to preserve your invisibility when you need it. Right? So so you 
need to be invisible in some of these safe spaces in order to organize. 
 
748 
01:31:28.104 --> 01:31:38.244 
At the same time, you need to be able to, to visualize yourself to come out, but on your 
own terms, not on the government terms. Right? 
 
749 
01:31:38.244 --> 01:31:52.465 
And so the president of Bahrain famously came to New York to the UN a few years ago. 
Right? And said there are no gate people in Iran. Well, you know, ultimately, you know, 
the community has to be able to come out and say we're here but on their terms. 
 
750 
01:31:52.675 --> 01:32:03.925 
But when the government can dictate those terms, and can use that information to 
identify who you are, where you are, and potentially arrest you because of that, it's 
incredibly dangerous. 
 
751 
01:32:03.925 --> 01:32:14.335 
So so, I think we need to think about how we use data both to become visible. But also 
to protect our invisibility in, particularly in these difficult context. 
 
752 
01:32:16.585 --> 01:32:21.204 
That's right. Mustafa successfully use of the hand. Thanks. Mustafa over to you. 
 
753 
01:32:22.104 --> 01:32:36.114 
Yeah, I, I thought I'd give it a shot so hopefully, yeah, that was effective. Yeah, it's a really 
great question. I mean, I think that there's the privacy aspect to it and then there is the is 
another aspect to it when it comes to the human rights. 
 
754 
01:32:36.114 --> 01:32:38.694 
And I think Mark is ready, hit the nail on the head. 
 
755 



 
01:32:38.904 --> 01:32:52.885 
I think from a privacy perspective, one way to think about it is when all of us go to our 
homes, we kind of expect that no one's gonna be peering into our Windows, you know, 
that we choose to when we want to leave the front door. 
 
756 
01:32:53.274 --> 01:32:56.154 
Everyone can see us who might get into a local bus or train. 
 
757 
01:32:56.520 --> 01:33:08.635 
We go to the office, we have our privacy so underlying it, even though technology has 
changed many of the situations, it's actually a very, you know, an old principle, which is 
the respecting right to privacy. 
 
758 
01:33:08.725 --> 01:33:22.765 
And one of the problems with new technology is that through stealth, it basically 
exposes you in ways that you have no idea. So that you might accept all the terms on 
your Google account, or your Facebook accounts. 
 
759 
01:33:23.250 --> 01:33:34.645 
But you may not know that. Actually, you're allowing that company to then sell your data 
onto other companies or to the intelligence services or whatever. So a big part of it is to 
respect that privacy. 
 
760 
01:33:34.645 --> 01:33:42.774 
If you respect that privacy, and you give a person the chance to exercise that there, right. 
To choose when and how. 
 
761 
01:33:44.034 --> 01:33:45.895 
They in the public space, 
 
762 
01:33:46.614 --> 01:33:47.005 
obviously, 
 
763 



 
01:33:47.005 --> 01:33:48.654 
the second point is that, 
 
764 
01:33:48.984 --> 01:33:49.255 
you know, 
 
765 
01:33:49.255 --> 01:33:57.925 
you have to protect people's rights as Mark said really powerfully with the example of 
Iran is that there's times when you have to come out to challenge, 
 
766 
01:33:58.104 --> 01:34:00.295 
even your very existence as a group. 
 
767 
01:34:00.654 --> 01:34:10.465 
But you might not be able to do that, because you'll get suppressed if you do that. So, if 
we haven't actually respected people's fundamental rights, then, you know, you're not 
gonna get that happening. 
 
768 
01:34:10.824 --> 01:34:23.935 
Now, one thing I will say to end is that, you know, even in places, which are relatively free, 
there are many people that are in some way, persecuted and amongst those are low 
wage, migrant workers, you know, in the UK. 
 
769 
01:34:23.935 --> 01:34:38.635 
For example, if a migrant worker is here, and they've been traffic into the country, the 
way that the system operates is that they will be prosecuted as so called illegal migrants, 
even if they're actually coming to the police because they've been trafficked. 
 
770 
01:34:39.145 --> 01:34:52.225 
And so, if you don't actually provide that basic respect for the human rights, I mean, you 
can put in all the technology, all the protections and checks and balances, but you won’t 
deal with that. So, that's nothing to really stress, which is it goes beyond the technology. 
 
771 



 
01:34:52.529 --> 01:34:56.545 
So, what's the actual human rights situation you know, in the society. 
 
772 
01:35:02.694 --> 01:35:09.475 
A great set of points Mustafa. What else is dicey? Vani hadn't put her hand up. Go ahead. 
Vani. 
 
773 
01:35:14.064 --> 01:35:22.015 
Still muted. So talking about physical spaces and check spaces, 
 
774 
01:35:22.645 --> 01:35:23.814 
as I mentioned earlier, 
 
775 
01:35:23.875 --> 01:35:27.085 
the sort of public narrative that low income migrants, 
 
776 
01:35:27.085 --> 01:35:32.185 
especially are going to dilute the national identity of the cultural identity of this country. 
 
777 
01:35:32.185 --> 01:35:41.935 
So, they keep them away from public spaces, like malls and parks and public events. We 
have that in the one hand in the one hand. 
 
778 
01:35:41.965 --> 01:35:54.145 
And then you have this whole thing, where now you’ll have to justify your presence by 
showing that your, you know, you have a right or you have a safe enough to be in these 
spaces. Right? 
 
779 
01:35:54.449 --> 01:36:07.585 
So they're going to tap into technology to decide if you can actually come in. It's not just 
about how you appear, how you look, which country you're from. I'm gonna bring in an 
India example here. So the food delivery apps are big economy. 
 



 
780 
01:36:07.614 --> 01:36:10.015 
Like, we had some match with Swiggy. 
 
781 
01:36:11.364 --> 01:36:20.274 
Or if you open the app, you see that the writer has, his temperature has been checked 
that he's not positive, for whatever reasons. 
 
782 
01:36:20.694 --> 01:36:34.944 
And this whole thing that okay, this writer is the part of the risk group you're gonna 
protect our customer. It doesn't matter if the customer has a high fever, or could be 
symptomatic or asymptomatic. 
 
783 
01:36:35.335 --> 01:36:49.135 
That's just not a concern. They'll look at the worker as a problem. So you have housing 
compounds both in the Gulf, and here in India where the domestic workers coming in 
are being tested. Right? 
 
784 
01:36:49.435 --> 01:36:55.824 
It's just a, a temperature check, but there's no question of checking if the employer is 
probably a carrier. 
 
785 
01:36:56.159 --> 01:37:07.914 
So, you're finding ways in which the apps are being, you know, where have you been so 
for domestic workers or for cleaning company stuff slowly the economy is coming up 
and companies are looking at where have you been? 
 
786 
01:37:07.914 --> 01:37:18.564 
Which are the locations you've been to? To make sure that it's safe enough for you to 
enter our premises, but you don't have a right to know where we’ve been. This kind of 
discrimination also coming up. 
 
787 
01:37:26.395 --> 01:37:31.284 
Great Thank you, Vani. I saw Andrew and then we'll go to Steve. Andrew. 



 
 
788 
01:37:33.475 --> 01:37:34.135 
Thank you, 
 
789 
01:37:34.314 --> 01:37:34.824 
I think, 
 
790 
01:37:35.545 --> 01:37:36.864 
in general terms, 
 
791 
01:37:36.895 --> 01:37:43.675 
in in thinking about visibility and kind of participation and data systems, 
 
792 
01:37:44.185 --> 01:37:50.335 
a lot of that really comes down to me to the variables and criteria of the data use, 
 
793 
01:37:50.364 --> 01:37:59.154 
what is kind of the recipe that's leading into our particular data project. Is there 
centralized or decentralized storage of the information? 
 
794 
01:37:59.515 --> 01:38:09.505 
Are there clearly defined data retention procedures or not? What level of aggregation is 
the data being held? Is it personally identifiable? Is it group level data? 
 
795 
01:38:10.944 --> 01:38:15.564 
What is the data package that is being developed or shared? 
 
796 
01:38:15.595 --> 01:38:30.385 
Is it location data plus other points that might provide a more nuance and potentially 
actionable picture of individuals or groups among other kind of a very specific design 
and 
 



 
797 
01:38:30.385 --> 01:38:35.095 
governance questions that often create trade offs? 
 
798 
01:38:35.755 --> 01:38:46.975 
You know, there is, I think, inherent to this discussion, an issue of increased data use 
could potentially lead to certain positive outcomes as relates to the pandemic. 
 
799 
01:38:47.274 --> 01:39:00.414 
But they almost always will lead to new or expanded risks around privacy and potentially 
security. And there isn't going to be an easy answer of one or the other. I think in many 
cases. 
 
800 
01:39:00.689 --> 01:39:14.515 
And I think with these design kind of questions and governance questions, we can add a 
little bit of nuance and potentially find the type of recipe or formula that could be 
beneficial to people, I think what needs to happen in many cases. 
 
801 
01:39:14.545 --> 01:39:16.345 
And I think in certain environments, 
 
802 
01:39:16.345 --> 01:39:17.574 
it's easier to, 
 
803 
01:39:18.234 --> 01:39:32.454 
to do than others is to actually take that participatory design process to heart and 
thinking about engaging with communities and representatives of communities to get 
their input on what the value of these different trade offs might be. 
 
804 
01:39:32.694 --> 01:39:39.234 
So that the design can actually be aligned and these nuance kind of characteristics can 
be, 
 
805 



 
01:39:39.265 --> 01:39:48.625 
can be aligned with the actual perceptions and opinions and needs and identify risks of 
the particular communities that we're seeking to serve. 
 
806 
01:39:50.005 --> 01:39:50.904 
There's some good points, 
 
807 
01:39:50.904 --> 01:39:51.444 
I think, 
 
808 
01:39:52.404 --> 01:39:52.854 
you know, 
 
809 
01:39:53.364 --> 01:39:58.675 
what is the design criteria to one that has good intentions can also be in effect, 
 
810 
01:39:58.949 --> 01:39:59.574 
you know, 
 
811 
01:40:00.744 --> 01:40:03.984 
the elements of an audit for, 
 
812 
01:40:04.015 --> 01:40:04.375 
you know, 
 
813 
01:40:04.375 --> 01:40:06.715 
regimes that are rolling out apps that somehow, 
 
814 
01:40:06.744 --> 01:40:07.015 
you know, 
 
815 



 
01:40:07.015 --> 01:40:08.965 
don't necessarily have good intentions. 
 
816 
01:40:09.354 --> 01:40:23.215 
So, somehow, those design criteria can be used in both cases. Steve and I saw you had 
some comments yeah, no, I what I, what I wanted to sort of, touch upon and this builds a 
little bit on what Vani 
 
817 
01:40:23.364 --> 01:40:25.375 
And others have mentioned is that, 
 
818 
01:40:25.734 --> 01:40:25.944 
you know, 
 
819 
01:40:25.944 --> 01:40:26.185 
I, 
 
820 
01:40:26.845 --> 01:40:31.824 
I have a fundamental skepticism that in autocratic countries countries, 
 
821 
01:40:31.824 --> 01:40:45.385 
that suffer from underlying inequality and political abuses that there's a way to put in 
place technology and a responsible manner that overtime protect against the 
predations of the state, 
 
822 
01:40:46.255 --> 01:40:46.524 
you know, 
 
823 
01:40:46.524 --> 01:40:46.704 
I, 
 
824 
01:40:46.704 --> 01:40:47.185 



 
I think, 
 
825 
01:40:47.305 --> 01:40:47.545 
you know, 
 
826 
01:40:47.545 --> 01:40:51.835 
look at something at the example Vani mentioned where you have a structural, 
 
827 
01:40:51.835 --> 01:40:57.234 
inequality present between migrant workers who are given much lower levels of, 
 
828 
01:40:57.295 --> 01:40:57.685 
of. 
 
829 
01:40:58.255 --> 01:41:09.204 
Rights that are guaranteed versus employers, and those who are considered to be full 
citizens. So there's no way with that context or that dynamic in mind, particularly Gulf 
States. 
 
830 
01:41:09.204 --> 01:41:23.185 
For example, that you can assume that any kind of contact tracing mechanism, any kind 
of digital technological capability, particularly one that involves surveillance is gonna be 
aquateable between all matters of residence. 
 
831 
01:41:23.185 --> 01:41:29.395 
They are both full citizens migrant workers and so forth, because the underlying 
conditions lend themselves that way. 
 
832 
01:41:29.425 --> 01:41:41.755 
So, I, you know, I've, I've asked myself a lot of times the question between, to what extent 
is repression driven or exacerbated by technology to what extent is a political 
circumstance that technology reacts from. 
 



 
833 
01:41:41.755 --> 01:41:55.375 
And I really tend to sort of fall in the latter camp. And look to the political situation to 
then understand what the political, what the digital fall out or spillover effects will be. 
 
834 
01:41:55.375 --> 01:42:07.045 
And so, if you look at someone, like, COVID-19, I don't come in with the assumption that 
countries that forget autocratic countries, let's look at hybrid regimes, liberal 
democracies and so forth. 
 
835 
01:42:07.645 --> 01:42:13.284 
You know, I wouldn't have thought coming in that countries like India or Turkey, or the 
Philippines. 
 
836 
01:42:13.885 --> 01:42:24.625 
Or Brazil would have done great when it comes to COVID-19 and contact tracing apps 
and so far empirically that's been borne out. And it doesn't surprise me on that end. 
 
837 
01:42:24.864 --> 01:42:31.494 
So, you know, part of the answer is certainly building in the right principles when it 
comes to responsible use of technology. 
 
838 
01:42:31.494 --> 01:42:45.564 
But part of the other problem is, how do you link that to existing rule of law frameworks, 
ways to redress abuses that occur? So that there is a way to kind of get at that full 
dynamic. 
 
839 
01:42:45.685 --> 01:42:53.515 
And that, to me, becomes extremely tricky because you're asking really tough questions 
that get a fundamental issues fundamental political issues. 
 
840 
01:42:56.604 --> 01:43:10.975 
Great points before I move on, I've got another question. Anybody want to another shot 
at that one. No. Okay. So there's a fine line between law enforcement right? 



 
 
841 
01:43:10.975 --> 01:43:15.444 
Enforcing the laws that we would like to have enforced and over policed. 
 
842 
01:43:15.925 --> 01:43:29.185 
And how can we think about law enforcement versus over policing, and the role of 
mobile location tech as it relates to different vulnerable publics and the context of 
COVID-19 and beyond, like, is that a useful distinction? 
 
843 
01:43:31.284 --> 01:43:41.425 
Or or should we be thinking about it in in some other way? Maybe I'll go with. 
 
844 
01:43:42.600 --> 01:43:55.765 
Well, actually, I'm watching my screen and I've Andrew refreshing, Mustafa races in. So I'll 
go to Mustafa first. Sorry I'm a bit. Sorry to jump in there. 
 
845 
01:43:55.765 --> 01:44:08.395 
But, yeah, I think it's a, it's a, it's a really key question. I mean, I think what we're seeing 
lovely in many countries, and obviously in the US, it's got global attention around, you 
know, the whole situation with Black Lives Matter. 
 
846 
01:44:08.425 --> 01:44:20.484 
The policing aspect is, you know, over policing to me, means the over-extension of a law 
enforcement or security authority to matters that are basically be on the mandate to 
basically a social issue. 
 
847 
01:44:20.965 --> 01:44:24.835 
That you're looking to the police to deal with for example, 
 
848 
01:44:24.864 --> 01:44:26.484 
in a very impoverished neighborhood, 
 
849 



 
01:44:27.024 --> 01:44:31.225 
whether is lawlessness where the situations of political protest, 
 
850 
01:44:31.645 --> 01:44:32.515 
where the, 
 
851 
01:44:32.545 --> 01:44:38.725 
the state is refusing to respond to what the demands that you basically throw it on the 
police. 
 
852 
01:44:39.685 --> 01:44:54.085 
I've done a lot of work on security force and police force violations, particularly in South 
Asia, including Afghanistan and one thing, that has always struck me with that work is, 
you know, there's some really terrible situations I documented that couldn't help feeling 
often. 
 
853 
01:44:54.085 --> 01:45:06.864 
Not always that, you know, I felt for the police that let my son surprising what I mean, by 
that is that too often authority, throw the police of security authorities and a problem 
that they can't resolve. 
 
854 
01:45:07.225 --> 01:45:13.104 
And so, I think part of it is to really think about what is actually underline driving the 
situation. 
 
855 
01:45:13.135 --> 01:45:13.375 
So, 
 
856 
01:45:13.375 --> 01:45:14.154 
for example, 
 
857 
01:45:14.545 --> 01:45:17.425 
if we were only to focus on the Gulf situation, 



 
 
858 
01:45:17.850 --> 01:45:18.414 
if you have a, 
 
859 
01:45:18.505 --> 01:45:21.175 
a situation with ninety percent of your population, 
 
860 
01:45:21.864 --> 01:45:25.345 
foreigners the majority of those men as Vani mentioned, 
 
861 
01:45:25.585 --> 01:45:27.414 
who are effectively single men, 
 
862 
01:45:27.864 --> 01:45:28.104 
I mean, 
 
863 
01:45:28.104 --> 01:45:29.454 
that actually is a law and order issue. 
 
864 
01:45:29.725 --> 01:45:37.944 
You do have the risk of violent protests or, you know, disorderly behavior that has to be 
addressed. 
 
865 
01:45:38.399 --> 01:45:47.545 
But when you throw a massive people, and these very dehumanized camps into these 
very dehumanized settings, when their rights not respected. 
 
866 
01:45:48.204 --> 01:46:02.215 
That is going to have consequences so you have to really deal with that. And as other 
speakers have mentioned along with throwing the police at these social problems there 
is not also an increasing tenancy, to throw technology at the problem. 
 



 
867 
01:46:02.215 --> 01:46:10.225 
But if you don't really deal with the underlying issues, then, you know, it doesn't really 
address the, the kind of problems that you're facing. 
 
868 
01:46:10.225 --> 01:46:21.175 
And I think on the other side, where the tick can actually help is that it might be 
challenging when you have a very intractable situation to directly speak to people face 
to face. 
 
869 
01:46:21.175 --> 01:46:36.085 
But you could use technology as a way to give people a safe space to speak about what 
they're feeling what are they concerns and you certainly see some companies some 
mega projects not to say that this is somehow 
 
870 
01:46:36.625 --> 01:46:41.755 
panacea if all the problems that but they've used those technologies to allow workers, 
 
871 
01:46:41.755 --> 01:46:42.475 
for example, 
 
872 
01:46:42.475 --> 01:46:47.784 
to express any concerns that might have about their living or working conditions, 
 
873 
01:46:47.784 --> 01:46:49.824 
or their cyclists social situation. 
 
874 
01:46:50.095 --> 01:47:01.015 
So, I think actually technology can play a role, but if you don't deal with the underlying 
issues, then absolutely. You're not gonna address those problems and, you know, the 
over policing thing. 
 
875 
01:47:01.015 --> 01:47:07.975 



 
It's it it is, it reflects a, there's a police aspect and I think we can't ignore that police 
brutality element. 
 
876 
01:47:08.430 --> 01:47:22.854 
But it goes deeper than just how the police are behaving. I say Mark, and then I saw Vani 
nodding her head we'll go with Mark, and then go down the list. Go ahead. Mark. 
 
877 
01:47:24.234 --> 01:47:35.545 
The only other thought that I'd offer there is that I, you know, to to, I think what Steve has 
been talking about without a strong regulatory framework and a government that can 
be trusted. 
 
878 
01:47:35.784 --> 01:47:41.814 
I think government access to massive amounts of data is always going to lead to over 
policing. 
 
879 
01:47:41.875 --> 01:47:43.194 
I really question, 
 
880 
01:47:43.494 --> 01:47:43.704 
you know, 
 
881 
01:47:43.704 --> 01:47:44.994 
I think you need a really, 
 
882 
01:47:44.994 --> 01:47:59.694 
really strong government with a strong regulatory framework and one interesting thing 
to think about I someone that may have more details but I read recently that Norway 
has just decided to turn off their contact tracing app. 
 
883 
01:47:59.965 --> 01:48:12.204 



 
Right. They've decided that the, that, the virus, they're getting it under control and the 
government itself decided that they can't be trusted with that much data. But it's just 
even in a country like Norway. 
 
884 
01:48:12.204 --> 01:48:27.055 
It's inherently unsafe for the government to have too much access to data. And so, you 
know, I think that's really an important point because I, I think inevitably, even the 
Norwegian government with too much access to too much data could end up over 
policing. 
 
885 
01:48:32.005 --> 01:48:37.734 
I see Vani, did you wanna chime in? I also. See Steve’s hand. Oh, go ahead, Vani. 
 
886 
01:48:38.814 --> 01:48:53.664 
I just wanted to say in the Gulf, as we've been discussing all along, there's no separation 
between the two, because these are to the states the minute you enter. Even if you're on 
a transfer visa, you will realize that just do this that you'll realize you're being watched all 
the time. 
 
887 
01:48:54.295 --> 01:49:04.494 
And also, because the visa review is actually outsourced to private citizens. They also 
become part of the policing as your sponsor. 
 
888 
01:49:04.854 --> 01:49:17.694 
There's no separation of what visa and your residents visa for the government that is 
sponsoring use of the policing goes many levels down. And I really don't see a separation 
in the Gov context. 
 
889 
01:49:17.694 --> 01:49:21.744 
The way you would, you know, the Norway example or even the US. 
 
890 
01:49:23.244 --> 01:49:37.314 
Great, thank you. Vani, Steve. Yeah, I wanted to actually just to quickly weigh in and point 
mark made at the end, which I fully give the example of Norway in my presentation. 



 
 
891 
01:49:37.314 --> 01:49:48.954 
I just ran out of time, but what was interesting about the app and this was there was an 
amnesty international expose, and they identified three countries. 
 
892 
01:49:48.954 --> 01:49:54.505 
So Norway, Bahrain, and Kuwait, as having launched intrusive COVID-19 contact tracing 
apps. 
 
893 
01:49:55.225 --> 01:50:08.125 
Now, what had happened since the Amnesty expose, as Mark mentioned, Norway has 
suspended the apps roll out and is rethinking some of the basic principles of responsible 
use and privacy with regard to that. And Norway 
 
894 
01:50:08.125 --> 01:50:18.114 
also happens to be one of the strongest liberal democracies in the world by rating 
Kuwait have not modified the programs at all. They haven't changed their programs. 
They haven’t suspended the apps. 
 
895 
01:50:18.234 --> 01:50:27.864 
These are also countries that happened to be closed authoritarian states that have very 
little inclination to protect privacy rights. So that that is a perfect example. 
 
896 
01:50:27.864 --> 01:50:35.845 
And illustrates, sort of the conundrum you face when, you know, all three countries have 
very legitimate interest in terms of stemming COVID-19. 
 
897 
01:50:36.090 --> 01:50:44.244 
But the response that they are, are willing to implement very significantly in large part, 
based under political environment. 
 
898 
01:50:46.255 --> 01:50:50.154 
Right. Anybody else want to chime in on that. 



 
 
899 
01:50:51.444 --> 01:51:04.734 
Okay, so that was a distinction between over policing and law enforcement. I think we've 
had this other distinction between kind of democracy and autocracy. 
 
900 
01:51:06.055 --> 01:51:15.505 
We've heard democratizing and autocratizing. And how can we maybe think about that 
spectrum with a little more nuance there? 
 
901 
01:51:15.895 --> 01:51:25.824 
Because, you know, the question of how much does the country's level of democracy 
and protection and the rule of law matter as it relates to COVID-19 and health tracing 
apps. 
 
902 
01:51:25.824 --> 01:51:35.274 
I mean, I've just I've kinda heard, you know, if it's autocratic, forget about it if it's 
democratic maybe but now the Democratic states are rejecting that. So, is there. 
 
903 
01:51:37.225 --> 01:51:50.215 
About that spectrum of kinds of governments or kinds of governments’ frameworks 
because in the end we're gonna have to hang our 
 
904 
01:51:52.284 --> 01:51:53.574 
what do you wanna call it? 
 
905 
01:51:54.354 --> 01:52:08.064 
You know, we're depending on something, right? We, whether it's a regulatory 
framework or a public law, whatever we have to depend upon that governance 
governance structure ultimately, to support us. Is that too? 
 
906 
01:52:08.335 --> 01:52:13.555 
Is there too much nuance there? Or do we just decide that no government can be 
trusted with this data? 



 
 
907 
01:52:15.354 --> 01:52:23.335 
Anybody I see Mustafa nodding his head, but he's not taking the bait. So alright, go 
ahead Mustafa. 
 
908 
01:52:25.614 --> 01:52:36.114 
No, I think it's, you know, Chris, it's a really good point. I mean, one of the challenges of 
the democracy autocracy dichotomy is that it's a bit misleading. 
 
909 
01:52:36.145 --> 01:52:50.935 
I mean, obviously, if it's China, North Korea, the Gulf States gets kind of easy but, you 
know, the real question I think is in a democracy what kind of accountability is there 
over, the, the main sort of government and in most democracy. 
 
910 
01:52:50.935 --> 01:52:58.135 
It's a, there's an executive government is it a separation of powers and so, what you're 
seeing increasingly particularly after September eleven globally. 
 
911 
01:52:58.619 --> 01:53:10.585 
There was this real influx of security legislation, which gave amazing powers, to, 
generally, quite unaccountable intelligence agencies and there's no question that. Yeah. 
 
912 
01:53:10.585 --> 01:53:22.914 
There are situations where the sensitive information that has to be protected but in 
general, what you see is, there's not enough oversight and so I think the easiest way that 
you can test it in a democracy. Like I said, our autocracy. 
 
913 
01:53:23.185 --> 01:53:37.704 
It's a bit easier is, how does that state treat most vulnerable in that situation in their 
society? How does it treat refugees people who are circle illegal migrants? How are they 
treated? If they have a violation situation? 
 
914 
01:53:38.010 --> 01:53:46.435 



 
What mechanisms are open to them to, to challenge that? I think, I mean, you know, you 
can go into more detail them that, but that is an initial test to take. 
 
915 
01:53:46.795 --> 01:53:54.114 
If you are gay, if you are a religious minority, if you're effectively not a national and the 
police abuse, you. 
 
916 
01:53:55.380 --> 01:54:10.045 
Does the state actually have a way for you to effectively get justice for that? And if it 
doesn't have that, then, even if you're democracy all intents and purposes, you're not a 
free society for that vulnerable population. 
 
917 
01:54:10.045 --> 01:54:24.204 
So, I think that's something as well that, you know, I'm sure I don't have to say this really 
but, you know, democracies, incredibly fragile things, you know, I grew up in Australia. 
I've lived in Pakistan as a human rights expert for a long time. 
 
918 
01:54:24.204 --> 01:54:33.354 
I traveled to the Gulf when you don't have basic freedoms, you're really noticed, but 
these freedoms have been fought for and they are very easy to take away. 
 
919 
01:54:33.960 --> 01:54:44.064 
So, in a situation now, where, if we don't really push to protect those rights, it's a very 
they don’t just happen automatically. 
 
920 
01:54:44.095 --> 01:54:58.885 
We really have to stand up and make it known that we care about this. Right? So we 
expect them to remain. So, we should not get relaxed because we live in a democracy 
that everything is going to be fine. Right? 
 
921 
01:54:59.244 --> 01:55:02.845 
Yeah, I mean, robust systems have recourse. Steve. 
 
922 



 
01:55:05.965 --> 01:55:16.225 
Yeah, just a couple points and response to that. And I, I fully agree that these are fragile 
things and that democracies rise and fall. 
 
923 
01:55:18.954 --> 01:55:32.935 
Periodically living in the United States right now, the United States is very much going to 
omit its own protection of basic civil liberties has been measured to be in decline over 
the last five to ten years. 
 
924 
01:55:32.965 --> 01:55:37.104 
So, we're witnessing that at the moment here in the US. 
 
925 
01:55:37.104 --> 01:55:37.375 
But, 
 
926 
01:55:37.614 --> 01:55:37.824 
you know, 
 
927 
01:55:37.824 --> 01:55:52.675 
one of the things I've done in my research that I have tried to find relationships between 
general digital repression uses so from surveillance to censorship to disinformation so 
forth and political systems and there's a very close relationship between political 
 
928 
01:55:52.675 --> 01:55:53.875 
systems that are democratic. 
 
929 
01:55:54.114 --> 01:56:07.585 
And lower levels of digital repression, and that holds across the board. So while I do think 
that there are exceptions that we can look at as a general principle as a general rule, in 
terms of, you with a little political system and make a snap judgment. 
 
930 
01:56:07.585 --> 01:56:07.885 
And say, 



 
 
931 
01:56:07.885 --> 01:56:08.215 
okay, 
 
932 
01:56:08.215 --> 01:56:13.135 
based on what we know about where power is concentrated and levels of political 
freedoms, 
 
933 
01:56:13.135 --> 01:56:13.614 
and so forth, 
 
934 
01:56:13.645 --> 01:56:13.944 
all of, 
 
935 
01:56:13.944 --> 01:56:19.375 
which are definitional elements to what makes up an autocracy you can also then make 
the, 
 
936 
01:56:19.675 --> 01:56:24.954 
the assumption that there greater amounts of technological and digital abuses as well. 
 
937 
01:56:25.164 --> 01:56:28.135 
There's a few places I think that are, worth thinking about that kind of. 
 
938 
01:56:28.795 --> 01:56:30.324 
are partial exceptions. 
 
939 
01:56:30.324 --> 01:56:38.965 
So Singapore is a place where there is generally a more responsible use of technology 
towards specific public interest, 
 
940 



 
01:56:38.965 --> 01:56:40.944 
but even in a place like Singapore, 
 
941 
01:56:40.944 --> 01:56:42.444 
I think you can make a very strong 
 
942 
01:56:42.625 --> 01:56:53.515 
that there are a number of vulnerable publics that are prone to exploitation or fear of 
their political liberties as a result of a government that is autocratic. 
 
943 
01:56:54.385 --> 01:56:54.744 
So, 
 
944 
01:56:54.954 --> 01:56:55.194 
you know, 
 
945 
01:56:55.194 --> 01:56:56.154 
I think it's kinda, 
 
946 
01:56:56.215 --> 01:56:56.994 
in some ways, 
 
947 
01:56:56.994 --> 01:57:01.524 
it goes down to responsiveness in terms of when you have a ruling authority, 
 
948 
01:57:01.524 --> 01:57:02.125 
whether it's autocratic, 
 
949 
01:57:02.154 --> 01:57:08.305 
democratic responsive to are you responsive to the elites that are are propping up your 
government, 
 



 
950 
01:57:08.305 --> 01:57:09.895 
are you responsive to public opinion? 
 
951 
01:57:09.925 --> 01:57:19.404 
Are you responsive at all to vulnerable publics and do those vulnerable publics have a 
voice in shaping public discourse and too often in autocratic states? I think the answer is 
usually no. 
 
952 
01:57:24.625 --> 01:57:35.305 
Does anybody else have any anything to chime in on that? Okay, so just one quick thing 
Chris if it's okay. Yeah please please. 
 
953 
01:57:36.475 --> 01:57:48.475 
Sorry, so I think the one issue that I would just raise is whether governments are the, the 
actual data collectors in each of the cases that we're discussing. 
 
954 
01:57:48.774 --> 01:57:54.385 
I think that a lot of discussion is focused on government getting access to particular 
types of data. 
 
955 
01:57:54.385 --> 01:57:55.555 
But we often see, 
 
956 
01:57:55.824 --> 01:57:59.364 
different types of intermediaries actually driving the work, 
 
957 
01:57:59.364 --> 01:58:01.704 
whether it's civil society organizations, 
 
958 
01:58:01.949 --> 01:58:02.939 
NGO’s, 
 



 
959 
01:58:02.994 --> 01:58:05.305 
research centers and the like, 
 
960 
01:58:05.305 --> 01:58:16.284 
and whether or not those actors have the capacity to actually take action based on 
insights that they might derive those insights rather than raw data. 
 
961 
01:58:16.284 --> 01:58:23.845 
Could be shared with different actors, public, international or sub national that can act 
on that information. So I think. 
 
962 
01:58:24.899 --> 01:58:33.114 
You know, whether autocracies could potentially initiate responsible COVID data 
projects. 
 
963 
01:58:33.354 --> 01:58:45.444 
I, I certainly tend to agree that that that's hard to kind of envision but there are other 
actors that do have some capacity and, and some, at least perceived legitimacy. 
 
964 
01:58:45.444 --> 01:58:57.414 
That might be ways to make progress on these kind of use cases again, incredibly 
contact specific. And, in certain cases, I think that it is probably a non starter and a lot of 
ways. 
 
965 
01:58:57.685 --> 01:59:06.114 
But there are actors that can potentially provide some value and actually do a lot of that 
data collection and analysis, 
 
966 
01:59:06.114 --> 01:59:09.145 
and be the ones that are actually touching on the raw data, 
 
967 
01:59:09.145 --> 01:59:14.664 



 
or potentially sensitive data with only the insights being filtered onto to other actors. 
 
968 
01:59:16.944 --> 01:59:17.994 
Great great point. 
 
969 
01:59:18.805 --> 01:59:21.534 
So I'm gonna move on to a different question, 
 
970 
01:59:22.314 --> 01:59:24.925 
and I'm particularly interested in, 
 
971 
01:59:25.614 --> 01:59:25.914 
you know, 
 
972 
01:59:25.944 --> 01:59:37.255 
how our health surveillance apps connected to a broader ecosystem of policy a broader 
ecosystem of digital tools used by governments for policy and political processes. 
 
973 
01:59:37.255 --> 01:59:49.704 
Right? So, I mean, I'm sure it's different by nation. Some nations while autocratic may 
have a robust health ministry. Others may all just be run out of the same digital 
surveillance shop. 
 
974 
01:59:49.979 --> 01:59:57.564 
I've heard stories, you know, from East Asia and what you might call more liberal 
democracies. 
 
975 
01:59:58.164 --> 02:00:09.895 
But that have a history of kind of a strong authoritarian core that, you know, oftentimes 
they're using the data out of the same the same apparatus. 
 
976 
02:00:09.925 --> 02:00:24.685 



 
But it does have a robust check and democracy. Then there's other places that may have 
less of that robust check. But it's actually differentiated bureaucratically. Right? The work 
is actually done by a different group of folks. 
 
977 
02:00:25.314 --> 02:00:32.814 
Do any of you have any insights or experience into that? Where those health apps sit in 
that larger ecosystem of tools. 
 
978 
02:00:36.744 --> 02:00:48.835 
Anybody, feel free to speak up, because I'm eh, maybe that question just doesn't hit. 
Okay. 
 
979 
02:00:48.835 --> 02:00:51.475 
I can jump in with just a quick thought, 
 
980 
02:00:51.505 --> 02:00:54.085 
kind of reiterating something that I mentioned, 
 
981 
02:00:54.085 --> 02:00:55.104 
in my remarks, which, 
 
982 
02:00:55.104 --> 02:01:07.104 
this feels of a piece with a generalized kind of rush toward interoperability and data 
co-mingling that I've seen in various contexts including democratic contexts. 
 
983 
02:01:07.824 --> 02:01:09.685 
And in certain cases, 
 
984 
02:01:09.685 --> 02:01:13.314 
that might be for various purposes and others again for, 
 
985 
02:01:13.375 --> 02:01:13.614 



 
you know, 
 
986 
02:01:14.005 --> 02:01:20.454 
the intention of efficiency and ensuring that every actor who could potentially find use in 
a particular data set, 
 
987 
02:01:20.635 --> 02:01:22.465 
has easy access to it through one, 
 
988 
02:01:22.465 --> 02:01:23.755 
centralized repository. 
 
989 
02:01:24.055 --> 02:01:29.965 
And I think that is one of my big concerns as it relates to new data generation, 
 
990 
02:01:30.265 --> 02:01:31.074 
new apps, 
 
991 
02:01:32.250 --> 02:01:34.015 
creating data about children, 
 
992 
02:01:34.225 --> 02:01:36.864 
other vulnerable publics and the public in general, 
 
993 
02:01:37.494 --> 02:01:39.984 
being kind of thrown into one big pot, 
 
994 
02:01:40.015 --> 02:01:45.414 
with a lot of other information in health information management systems and the like, 
 
995 
02:01:45.774 --> 02:02:00.534 



 
and so I think, that is one of the big concerns, is whether it does exactly kind of fold into 
existing, existing systems and be part of a general kind of push toward making as much 
data as accessible to as 
 
996 
02:02:00.534 --> 02:02:01.465 
many parties, 
 
997 
02:02:01.555 --> 02:02:02.335 
all at once. 
 
998 
02:02:04.020 --> 02:02:06.534 
Okay. Great. Vani, go ahead. 
 
999 
02:02:06.805 --> 02:02:21.055 
Yeah, so the Gulf contexts, it's a welfare state for citizens, but some of the states don't 
provide free healthcare for migrants, expatriates need to have some kind of insurance 
cover. 
 
1000 
02:02:22.284 --> 02:02:31.645 
In the COVID-context, they are providing quarantined facilities or even treatment for 
free, but only limited to that. 
 
1001 
02:02:31.645 --> 02:02:45.324 
So, if you have other associated health conditions, you don't have access, but you already 
have to use the app and you have to be part of that system for this very narrow 
treatment process. But you're not really included for the rest of it. 
 
1002 
02:02:45.324 --> 02:02:58.164 
So that's a cause for concern, and discriminatory healthcare services are there across all 
of the six countries, where citizens get treated and where, you know, low income 
migrants get treated at facilities. 
 
1003 
02:03:00.895 --> 02:03:14.305 



 
Interesting. It’s interesting, how it's tied to larger national decisions about healthcare, 
preceed COVID-19. That's very interesting. Mustafa. I'm sorry, I'll go to Steven and then 
Mustafa. Go ahead Steven. 
 
1004 
02:03:15.864 --> 02:03:17.935 
Just one thing I would know, 
 
1005 
02:03:17.994 --> 02:03:18.475 
I mean, 
 
1006 
02:03:18.475 --> 02:03:18.895 
first of all, 
 
1007 
02:03:18.895 --> 02:03:20.604 
I think one of the problems, 
 
1008 
02:03:20.604 --> 02:03:25.284 
when it comes to help, potential use of health data towards security ends, 
 
1009 
02:03:25.284 --> 02:03:25.944 
for example, 
 
1010 
02:03:25.944 --> 02:03:29.755 
is that in countries with a lack of transparency, 
 
1011 
02:03:29.755 --> 02:03:29.935 
you know, 
 
1012 
02:03:29.935 --> 02:03:32.664 
autocratic systems, will really know, 
 
1013 



 
02:03:33.055 --> 02:03:42.715 
what happens behind the scenes and to what extent security apparatuses have the 
ability to access that information or demand that it come from health ministries, 
 
1014 
02:03:42.715 --> 02:03:45.354 
even if there is, sort of, separation on paper. 
 
1015 
02:03:45.564 --> 02:03:56.604 
But one thing I have, sort of looked at, when it comes to generally how countries are 
organized is, you kinda look at the sophistication of their coercive apparatuses. You look 
at the sophistication of the intelligence, 
 
1016 
02:03:56.604 --> 02:04:06.234 
the security agencies are put together. In countries that are fragmented, in that ten be 
less diverse in terms of how they're able to information and then apply it, 
 
1017 
02:04:06.744 --> 02:04:07.255 
there is, 
 
1018 
02:04:07.284 --> 02:04:19.465 
I think, a lower risk of of actually being able to have interoperability when it comes to the 
data because there's still a bureaucratic fragmentation within, so certain countries that 
have lower capacity, 
 
1019 
02:04:19.494 --> 02:04:21.324 
like the Democratic Republic of the Congo, 
 
1020 
02:04:21.324 --> 02:04:22.015 
for example, 
 
1021 
02:04:22.194 --> 02:04:27.175 
that's where I would have less concern about the ability to access data from within, 
 



 
1022 
02:04:27.175 --> 02:04:28.975 
but when you look at highly sophisticated, 
 
1023 
02:04:29.545 --> 02:04:31.585 
integrated security apparatuses, 
 
1024 
02:04:31.859 --> 02:04:35.965 
where intelligence is all-encompassing like China, 
 
1025 
02:04:36.295 --> 02:04:36.954 
for example. 
 
1026 
02:04:37.194 --> 02:04:43.314 
I mean, you almost have to go in with the assumption that not only based on past 
precedent, but just based on the use of data 
 
1027 
02:04:44.159 --> 02:04:50.185 
to fuel intelligence related actions that that kind of a crossover, if that will occur. 
 
1028 
02:04:51.835 --> 02:04:52.314 
Right. 
 
1029 
02:04:54.204 --> 02:04:55.645 
Maybe just one other thought, 
 
1030 
02:04:55.645 --> 02:04:57.654 
as I've been thinking about your question, 
 
1031 
02:04:57.654 --> 02:04:57.925 
Chris, 
 



 
1032 
02:04:57.925 --> 02:05:02.005 
in the context of HIV. So we have found with our PEPFAR 
 
1033 
02:05:02.005 --> 02:05:03.385 
investments around the world, 
 
1034 
02:05:03.685 --> 02:05:11.965 
that often the US government can work with health ministries and can really get into 
those health ministries, 
 
1035 
02:05:11.965 --> 02:05:17.125 
work with public health officials, in a way that they can't work with the rest of the 
government. 
 
1036 
02:05:17.154 --> 02:05:28.015 
I think of Uganda, for example, where we've had robust investments in the health 
ministry and Uganda and, you know, Uganda is running around arresting LGBTI folks. 
 
1037 
02:05:28.015 --> 02:05:42.295 
They just rounded up twenty LGBTI youths from a youth, from a homeless shelter and 
threw them in prison for two months. Right? The government is really problematic, but 
the health ministry understands that to get a handle of the HIV epidemic, 
 
1038 
02:05:42.564 --> 02:05:52.854 
they have to reach out and work with and support the LGBTI community. So it is 
schizophrenic, and it's worked to a certain degree, but it's still really dangerous. 
 
1039 
02:05:53.064 --> 02:05:59.335 
Every once in a while there's such a flare up in the central government that the health 
ministry can't do anything about it. Right? 
 
1040 
02:05:59.395 --> 02:06:09.385 



 
So, again, you know, there is that differentiation between public health officials and 
health ministries, but I think it's really fragile and dangerous and not to be trusted. 
 
1041 
02:06:11.005 --> 02:06:11.484 
Right. 
 
1042 
02:06:13.914 --> 02:06:26.965 
So, I'm actually going to move, though, to one last question, if nobody else wants to 
chime in on that before I go to the Q and A, from what's been coming in from our 
audience and I'm a little bit hesitant to even ask this question because we focus 
 
1043 
02:06:26.965 --> 02:06:28.675 
so much on authoritarian governments, 
 
1044 
02:06:28.675 --> 02:06:29.034 
but, 
 
1045 
02:06:30.625 --> 02:06:30.895 
you know, 
 
1046 
02:06:31.015 --> 02:06:39.324 
do you see ways that vulnerable public can use mobile location tech to their advantage 
during COVID-19 and beyond and, 
 
1047 
02:06:39.835 --> 02:06:40.314 
I mean, 
 
1048 
02:06:40.645 --> 02:06:42.925 
we're basically saying their phones are hacked, 
 
1049 
02:06:42.954 --> 02:06:51.925 



 
they're being over-policed, you know, and do we, if there are positive things they can do, 
do we want to talk about them publicly? 
 
1050 
02:06:51.925 --> 02:07:03.055 
Because then maybe those mechanisms will be deleted from their portfolio possibilities? 
Is that a meaningful question or? Mustafa raised his hand. 
 
1051 
02:07:04.765 --> 02:07:17.635 
Again, Chris, a really great question. I mean, one of the, you know, perhaps beauties of 
the pandemic is, it's showing that we're all human beings. Viruses, I mean, our societies 
discriminate, so that has a reflection and who's getting infected. 
 
1052 
02:07:17.904 --> 02:07:31.375 
But the viruses don’t, and you know, in fact, it's forced governments all over the place to 
realize that even the marginalized people in their society, in fact, we should, to some 
extent actually worry about how they’re treated. 
 
1053 
02:07:31.375 --> 02:07:40.734 
So, I think that, not ignoring the challenges that we've already talked about and the uses 
of technology in a negative way with those marginalized people on the other side, 
 
1054 
02:07:40.734 --> 02:07:47.154 
it's actually a chance to, a rare opportunity to actually be recognized as someone that 
has rights, 
 
1055 
02:07:47.185 --> 02:07:49.555 
that the society has obligations, 
 
1056 
02:07:50.064 --> 02:07:52.345 
respect that and I mean, 
 
1057 
02:07:52.404 --> 02:07:56.215 
certainly in the Gulf and some other countries that myself and 



 
 
1058 
02:07:56.215 --> 02:07:57.145 
my team work in, 
 
1059 
02:07:57.654 --> 02:08:01.914 
where public spaces very shutdown, for example, 
 
1060 
02:08:01.914 --> 02:08:03.954 
low wage workers or 
 
1061 
02:08:04.104 --> 02:08:07.255 
women's groups have actually used social media platforms, 
 
1062 
02:08:08.095 --> 02:08:08.994 
WhatsApp or whatever 
 
1063 
02:08:08.994 --> 02:08:20.814 
it might be as a way of organizing to be talking to each other to be sharing information. 
Obviously, this is not a black and white situation where everything is good or everything 
is bad. There are nuances and complexities there. 
 
1064 
02:08:21.295 --> 02:08:28.795 
But I think, you know, what you say is a really good point, which is that, definitely there is 
an opportunity there and it's something that we should really try to 
 
1065 
02:08:29.454 --> 02:08:42.145 
build on top of that, and there I said also, look into so many countries where, for example, 
the black lives matter movement in the US, there’s been a similar one in the UK, not to 
the same extent. 
 
1066 
02:08:42.295 --> 02:08:52.944 



 
But people have actually used online technologies as a way of organizing, because it is 
more, particularly during the lockdown periods, it was more challenging to get out on 
the streets. So there certainly are opportunities there 
 
1067 
02:08:52.944 --> 02:09:05.965 
and I think we have to be working collectively to think about ways to really, not just use 
this as short term responses, but how do we actually utilize that as a long term 
prerogative to empower marginalized people? 
 
1068 
02:09:17.095 --> 02:09:29.515 
I'm on mute. Vani, go ahead. Apart from what Mr Feldstein said about how much nice 
groups use social media platforms to mobilize, the way we have used location services 
 
1069 
02:09:29.545 --> 02:09:43.854 
is, a lot of the workers are either semi-literate, or don't know English and so watch notes 
comes in handy. The other when we need to reach them for relief or to rescue location 
services are fantastic, 
 
1070 
02:09:43.854 --> 02:09:58.225 
so, they just drop your point on their WhatsApp. And then, you know, I'm not going give 
away too much, but we have a network who’s able to go and help them, which 
otherwise would be really difficult because they don't know where, they are going to this 
place. 
 
1071 
02:09:58.500 --> 02:10:10.255 
They've gone from the airport to the employers place. They don't know where they are, 
so these location apps, and it's easy to teach them how to use it. So, we found that 
useful. So I wouldn't want that to go away completely. 
 
1072 
02:10:12.505 --> 02:10:21.055 
That's an important point. Yeah. That's great. Did anybody else want to chime in on that 
question before I go to the Q and A from the audience. 
 
1073 
02:10:22.319 --> 02:10:37.015 



 
Okay, well, seeing no hands. So the first question I'd like to focus on is someone we really 
haven't talked about at all, in the content of the vulnerable publics, and that's really 
focused on big tech. Right? 
 
1074 
02:10:37.524 --> 02:10:39.805 
In the US we talk about big tech a lot, 
 
1075 
02:10:39.835 --> 02:10:41.845 
because there are companies, 
 
1076 
02:10:41.845 --> 02:10:42.085 
you know, 
 
1077 
02:10:42.085 --> 02:10:42.685 
Facebook, 
 
1078 
02:10:42.715 --> 02:10:43.314 
Google, 
 
1079 
02:10:43.885 --> 02:10:44.484 
Apple, 
 
1080 
02:10:44.484 --> 02:10:44.965 
Amazon, 
 
1081 
02:10:44.965 --> 02:10:47.215 
all these companies can kind of, 
 
1082 
02:10:47.274 --> 02:10:51.954 
are building blocks in our daily lives but while we're talking about vulnerable publics 
around the world, 
 



 
1083 
02:10:52.435 --> 02:10:53.545 
how do we think about it? 
 
1084 
02:10:54.204 --> 02:11:07.135 
While we've been focusing on, kind of, this capability of governance, how can we also 
hold big tech accountable in ensuring users rights, privacy when there are vulnerable 
publics in countries far far away. 
 
1085 
02:11:08.279 --> 02:11:21.024 
Does anybody have strong opinions on that, or experience with the role? Big tech should 
play as it relates to mobile location tech, vulnerable publics during COVID-19 and 
beyond. 
 
1086 
02:11:22.225 --> 02:11:25.494 
I just wanted to give an example. Oh, please. 
 
1087 
02:11:25.795 --> 02:11:26.034 
Yeah, 
 
1088 
02:11:26.335 --> 02:11:32.425 
this is a recent BBC Arabic documentary that looked at big tech, 
 
1089 
02:11:32.875 --> 02:11:42.085 
facilitating modern day slavery and that's something that organization help them with, 
helped research and help them with the documentary itself. 
 
1090 
02:11:42.659 --> 02:11:48.324 
But how Facebook, Twitter, Instagram are used to sell work visas and workers 
themselves online. 
 
1091 
02:11:50.095 --> 02:11:50.814 
I must say, 



 
 
1092 
02:11:50.814 --> 02:11:51.265 
though, 
 
1093 
02:11:51.295 --> 02:11:52.645 
they said they would take action, 
 
1094 
02:11:52.645 --> 02:11:53.904 
it hasn't been consistent, 
 
1095 
02:11:54.595 --> 02:11:59.064 
Instagram to have done a few posts, Facebook to have done a few pages and groups, 
 
1096 
02:11:59.484 --> 02:12:08.064 
but they haven't responded to it in a consistent way, where they dis-allow this kind of 
trading in humans on your platform. 
 
1097 
02:12:08.064 --> 02:12:14.545 
So some attempt was made and BBC’s Arabic documentary did throw some light on it in 
the Gulf context. 
 
1098 
02:12:16.350 --> 02:12:20.845 
Okay, I'm not sure if anybody else, yeah, go ahead. Mustafa? 
 
1099 
02:12:23.395 --> 02:12:36.835 
Yeah, I think it's, it's a really key issue. I mean, when you have Facebook having, what, 
three billion users, it is effectively an institution that breaks this barrier between the 
States and the sort of private sector. I mean, I think it's, it's a great question. 
 
1100 
02:12:36.835 --> 02:12:49.345 



 
Because even when the state is involved, it, invariably, is using private factors to help it 
with data. I mean, I think as Vani has talked about, one of the challenges you have is, you 
have this often billion dollar companies 
 
1101 
02:12:49.345 --> 02:12:56.725 
that simply have not invented, invested the resources that they need to, to be really 
monitoring the impacts of their technology. 
 
1102 
02:12:57.175 --> 02:13:07.194 
And the thing is, there’s already a framework within international human rights, which is 
the United Nations guiding principles on business and human rights, which talks about, 
in a very practical way, 
 
1103 
02:13:07.494 --> 02:13:09.114 
how, if you are a business, 
 
1104 
02:13:09.114 --> 02:13:22.585 
you seek to identify your human rights impacts, how you do due diligence to effectively 
drill down a bit more deeply and how you respond to that and remedy that. Now, there 
may be challenges in doing that, like I said, 
 
1105 
02:13:22.585 --> 02:13:23.005 
Facebook, 
 
1106 
02:13:23.005 --> 02:13:27.840 
three billion users, that's a very massive amount of data to look at but, 
 
1107 
02:13:27.864 --> 02:13:28.225 
you know, 
 
1108 
02:13:28.255 --> 02:13:29.845 
if you have such resources, 
 



 
1109 
02:13:29.845 --> 02:13:34.404 
put into tracking our information to sell us products and to do advertising, 
 
1110 
02:13:34.710 --> 02:13:48.564 
then I would say that you have, ethically, an obligation to also be tracking down, to the 
same extent, what are the social impacts and I think they need a resource with properly 
trained, properly expert people that know about the context. 
 
1111 
02:13:48.564 --> 02:13:52.944 
And we know for a fact that with, for example, migrant workers, 
 
1112 
02:13:53.670 --> 02:14:08.454 
people in gay communities, people from places like Myanmar, everyone is using things 
like Facebook, WhatsApp and in a good way and in a bad way. So there are real 
mysteries about what's happening on these platforms. 
 
1113 
02:14:08.729 --> 02:14:08.970 
But, 
 
1114 
02:14:08.965 --> 02:14:10.645 
we also know that legally, 
 
1115 
02:14:10.854 --> 02:14:19.529 
because there is no real international system really to hold companies to accountant. It’s 
a nation by nation base structure, 
 
1116 
02:14:19.944 --> 02:14:31.135 
except for probably in the EU. We don't have the sufficient legal architecture to really 
make sure that these actors are held accountable 
 
1117 
02:14:31.135 --> 02:14:37.284 
and required to properly regulate the spaces where these issues can happen. 



 
 
1118 
02:14:39.234 --> 02:14:49.885 
That's great. I'm going to go to Mark before I go to Steven, but I do want to, there's 
another great question on a similar topic, before I hand it over to mark. 
 
1119 
02:14:49.914 --> 02:15:03.354 
How does the panel feel about private platform storing and having these data where 
there's no oversight transparency in any real form of grievance resolution? But, since 
we're talking about private platforms, I'll throw that one on. But over to you, Mark? 
 
1120 
02:15:05.064 --> 02:15:18.954 
Well, I quickly, I think there's a lot of concerns with private companies storing that data 
but going back to the previous question as well. I would just note. I don't know if I would 
say the LGBTI social networking apps, 
 
1121 
02:15:18.954 --> 02:15:28.765 
I don't know if I'd call them big tech, but they're important tech. They're really important 
for LGBTI individuals to meet each other and communicate around the world, 
particularly in dangerous environments. 
 
1122 
02:15:29.064 --> 02:15:43.164 
But they have been misused by governments, particularly in Chechnya, in Egypt, a 
number of other countries, where the governments have used those social networking 
apps to entrap people, to arrest them and define their location. 
 
1123 
02:15:43.465 --> 02:15:51.805 
And some of those apps have, in fact, turned off their geo-positioning function in those 
countries because of the danger. 
 
1124 
02:15:52.135 --> 02:16:04.015 
And they also, generally, if you log in in one of those countries, they often flash a warning 
saying, you know, the government can misuse this and really have taken some steps, 
 
1125 



 
02:16:04.289 --> 02:16:16.435 
to really recognize that they are putting their people at risk, even if it's important to 
continue to allow individuals to find each other. So, you know, I think there's some 
interesting discussions to be had in there. 
 
1126 
02:16:18.505 --> 02:16:22.135 
Great, thank you, Mark. Stephen? Yeah. 
 
1127 
02:16:22.284 --> 02:16:22.614 
First of all, 
 
1128 
02:16:22.614 --> 02:16:25.645 
I think Mark really touches upon an important point, 
 
1129 
02:16:25.675 --> 02:16:28.015 
even in social media platforms, 
 
1130 
02:16:28.015 --> 02:16:28.375 
that, 
 
1131 
02:16:28.795 --> 02:16:28.975 
you know, 
 
1132 
02:16:28.975 --> 02:16:38.424 
big tech platforms that themselves aren't necessarily inclined to provide specific data of 
dissidents or those who are, 
 
1133 
02:16:38.784 --> 02:16:39.084 
you know, 
 
1134 
02:16:39.354 --> 02:16:41.034 
government critics to governments. 



 
 
1135 
02:16:41.034 --> 02:16:46.915 
They have enough vulnerabilities and governments have enough technology to exploit 
those platforms, 
 
1136 
02:16:47.004 --> 02:16:48.924 
either through social media monitoring, 
 
1137 
02:16:48.924 --> 02:16:58.555 
or other more targeted techniques that it becomes fairly easy. Use the information 
posted on the social media platforms for a variety of things. 
 
1138 
02:16:58.555 --> 02:17:07.764 
Whether it's political prosecutions. Whether it's actually tracking and obtaining location 
information, so to me, it's sort of one vulnerability. 
 
1139 
02:17:08.094 --> 02:17:22.225 
But the other thing also is that big tech is not just YouTube, Twitter, Facebook. The tech 
is also WeChat, it's also TikTok and what we do know from the research that’s been 
conducted by outfits 
 
1140 
02:17:22.225 --> 02:17:34.045 
like CitizenLab is that those platforms are so directly tied into government, political 
agenda, so that WeChat undertakes censorship filtering, 
 
1141 
02:17:34.795 --> 02:17:39.924 
it allows, hands over data without any real understanding of any kind of 
 
1142 
02:17:40.614 --> 02:17:55.434 
protections in place to the government upon request that is then used for persecution. 
You can look at some of the data and evidence when it comes to the persecution of the 
weaker minority as it relates to WeChat, finding individuals not only within the mainland 
China, but also abroad. 



 
 
1143 
02:17:55.795 --> 02:18:08.215 
So, big tech as you think about it, and as it relates across a wide variety of populations 
beyond just US-oriented platforms are extremely problematic, 
 
1144 
02:18:08.514 --> 02:18:22.735 
and as we see a greater push towards cyber sovereignty and fragmentation of the 
Internet with Hong Kong, being the latest example of China using technology, as a 
means to consolidate control, this is a trend that is only continuing and consolidating, 
going forward from my perspective. 
 
1145 
02:18:26.125 --> 02:18:34.944 
That's great. Also, does anybody else want to  chime in on that, before I jump to the next 
question. Okay. Quick one? Yes, please. 
 
1146 
02:18:36.924 --> 02:18:37.135 
So, 
 
1147 
02:18:37.135 --> 02:18:45.325 
I think putting aside slightly the issues that have already been raised about the amount 
of data collected, 
 
1148 
02:18:45.354 --> 02:18:53.094 
and the ways that these social media platforms in particular can be used to create risks 
in arms. 
 
1149 
02:18:53.575 --> 02:18:59.545 
One issue that I've been thinking about a lot is the use of social media information, 
 
1150 
02:18:59.545 --> 02:19:02.995 
including especially social media derived location data, 
 
1151 



 
02:19:03.024 --> 02:19:05.665 
or data derived from telecom companies, 
 
1152 
02:19:06.534 --> 02:19:14.125 
being used to inform policies or inform the targeted delivery of services. 
 
1153 
02:19:14.485 --> 02:19:22.735 
We see a number of collaborations between private sector data holders and researchers, 
and for first response kind-of agencies. 
 
1154 
02:19:24.114 --> 02:19:35.635 
And one of the big questions for children in particular is whether or not you think that 
that kind of data should be collected, or should be shared with these kind of responders. 
It is. 
 
1155 
02:19:35.665 --> 02:19:47.604 
And it is being used to drive decision making and for children in particular who, in many 
environments, particularly and particularly vulnerable ones, are unlikely to hold a 
cellphone 
 
1156 
02:19:47.940 --> 02:20:01.254 
day in and day out, might not be represented back to the visibility versus invisibility 
question in some of these data streams that are then ultimately used to deliver services 
and build policies based on where people tend to be, 
 
1157 
02:20:01.254 --> 02:20:05.965 
or where they have moved or where people are or are not moving. 
 
1158 
02:20:06.594 --> 02:20:06.774 
So, 
 
1159 
02:20:06.774 --> 02:20:09.354 
I think that's that's the other kind of wrinkle of this again, 



 
 
1160 
02:20:09.864 --> 02:20:11.665 
skipping to the current state, 
 
1161 
02:20:11.665 --> 02:20:17.485 
rather than the collection processes that got us into the current situation is, 
 
1162 
02:20:17.545 --> 02:20:26.545 
how are decisions being made based on this information and who is not represented 
and which communities in some cases that might be, 
 
1163 
02:20:26.754 --> 02:20:28.885 
because as already discussed at length, 
 
1164 
02:20:28.885 --> 02:20:32.965 
sometimes not being represented in those data sets is a good thing for certain groups. 
 
1165 
02:20:33.145 --> 02:20:42.235 
But whenever it's the basis for service delivery or policy making, then it, it might get a 
little bit more complicated than that. Right. 
 
1166 
02:20:44.280 --> 02:20:57.504 
Okay, well, if nobody else wants to chime in on that, I've got a great question that asks 
about, well, I'm, very interested in, kind of, the migrant worker kind of viewpoint on this. 
 
1167 
02:20:57.745 --> 02:21:08.245 
So, there's some countries that, as you transit through their hub, they magically install 
things on your phones or magically pull things off your phones. 
 
1168 
02:21:10.225 --> 02:21:25.135 



 
Based on your kind of experience and insights on that, you know, how should we think 
about that and the most vulnerable, particularly given, given access to your GPS and 
your location and stuff like that? 
 
1169 
02:21:25.254 --> 02:21:37.014 
Is that a real worry? Is this thing that is a tip of an iceberg or is it just kind of a distraction 
in the larger debate? Mustafa, go ahead. 
 
1170 
02:21:40.375 --> 02:21:46.584 
And this is another really great question. I mean, the short answer is, yes, we should be 
really worried about it. It's not a minor thing. 
 
1171 
02:21:47.364 --> 02:21:50.694 
There are cases of dissidents people who are, 
 
1172 
02:21:51.239 --> 02:21:51.684 
you know, 
 
1173 
02:21:52.165 --> 02:21:54.385 
politically prominent on human rights issues, 
 
1174 
02:21:54.415 --> 02:21:55.375 
political issues, 
 
1175 
02:21:55.375 --> 02:22:03.024 
being actually stopped or even taken on the basis of how they were surveilled when they 
enter the country with corona. 
 
1176 
02:22:03.024 --> 02:22:16.165 
What we're seeing now, is many countries, particularly autocratic countries, have made 
it a crime not to download the tracing app that they use. And, like I said, before it's been 
found that many of these apps are basically spying on people. 
 



 
1177 
02:22:16.799 --> 02:22:21.295 
The reality is that we are so dependent heavily on our smartphones. 
 
1178 
02:22:21.444 --> 02:22:35.815 
Our smartphones give away so much information, meta data even on what we are 
doing, what our day to day activities are, the reality is, that if you have a smartphone in 
the subway, you're probably being tracked. 
 
1179 
02:22:36.209 --> 02:22:43.795 
So I think it's a very serious thing for us to think about. There are  some practical ways to 
try to respond to that. 
 
1180 
02:22:44.305 --> 02:22:58.795 
And there's lots of really good NGOs and initiatives out there, which provide information 
on how to deal with that, you know, Steve mentioned CitizenLab, done some really great 
work. There's Frontline Defenders, Privacy International. 
 
1181 
02:22:59.694 --> 02:23:05.844 
But the reality is that risk is there and that risk is not going to be going in a very short 
period of time. 
 
1182 
02:23:06.479 --> 02:23:19.434 
The way that we have to deal with that is, I think, thinking about, where are the 
vulnerability points so that, for example, if it's an autocratic government, that's not really 
liable to succumb to public pressure. 
 
1183 
02:23:19.915 --> 02:23:34.405 
Who are their business partners? Who are the, the more democratic states that are 
doing work with them? We have to be targeting those people. What about the airlines? 
If you’re flying on an airline, what are the responsibilities of the airlines to protect 
 
1184 
02:23:34.405 --> 02:23:46.495 



 
its customer’s human rights. So, it's hugely challenging. I've heard a lot about that, but 
there are things I think that we can do about that, but people, we should certainly think 
about that when they're traveling. 
 
1185 
02:23:48.864 --> 02:23:51.655 
Right. Does anybody else want to chime in on that? Yeah, go ahead. Steven. 
 
1186 
02:23:54.114 --> 02:24:03.985 
Yeah, I, with what Mustafa said, I would add that, you know, in some respects, it is the tip 
of the iceberg. Well, in two ways. 
 
1187 
02:24:03.985 --> 02:24:14.364 
I mean, one, of which is the trend, digital and more and more, everything we do in terms 
of our interaction and our transactions are going to be digital, visually orientated. 
 
1188 
02:24:14.454 --> 02:24:29.034 
So, even if you are able to bring some anonymity in terms of location monitoring, if you 
now pay for a service with your electronic wallet, when you go in a store, you no longer 
use cash. 
 
1189 
02:24:29.065 --> 02:24:29.305 
I mean, 
 
1190 
02:24:29.844 --> 02:24:31.254 
every single point along the way, 
 
1191 
02:24:31.735 --> 02:24:41.875 
kind of adds more towards the ability if governments have the objective and the 
purpose and the intentionality to track ones whereabouts but I would also add, 
 
1192 
02:24:41.875 --> 02:24:50.155 
in addition to location monitoring we're seeing a creation of other technologies within 
this ecosystem facial recognition, 



 
 
1193 
02:24:50.155 --> 02:24:54.055 
and other sorts of techniques tied to deep learning, 
 
1194 
02:24:54.084 --> 02:24:54.745 
for example. 
 
1195 
02:24:55.225 --> 02:25:09.834 
And so the digital trend goes far beyond smartphones is extending to a much greater 
array of technologies. And I think that is worth thinking about as well, in terms of the tip 
of the iceberg observation. 
 
1196 
02:25:10.584 --> 02:25:14.215 
Great. Anybody else want to chime in on that before I jump to the next question? 
 
1197 
02:25:16.135 --> 02:25:20.844 
One very quick thought on the biometric point, which I'm glad you brought up Steve. 
 
1198 
02:25:20.844 --> 02:25:25.465 
I think that's one that really kind of bubbles up from the children's perspective as well, 
 
1199 
02:25:25.735 --> 02:25:36.655 
and a really great example of systems that are created for a general public that are 
pretty fundamentally misaligned with the needs of anchildren type of user base. 
 
1200 
02:25:36.924 --> 02:25:42.504 
It's been shown that many biometrics systems just don't work well, 
 
1201 
02:25:42.504 --> 02:25:46.645 
with children's facial features and other consideration, 
 
1202 



 
02:25:46.854 --> 02:25:47.604 
which again, 
 
1203 
02:25:47.604 --> 02:25:52.465 
it goes back to this question of is it better to be invisible is it better that those systems 
don't work. 
 
1204 
02:25:52.465 --> 02:25:55.944 
Well, with vulnerable populations, like children. 
 
1205 
02:25:56.155 --> 02:26:09.444 
But if that data is being used for a certain kind of decisions that might negatively impact 
them and again, it's a, it's, I think a little bit more complicated then it's, it's good that they 
aren't well represented in those systems. 
 
1206 
02:26:09.444 --> 02:26:12.415 
I think there's a more complicated kind of question there of. 
 
1207 
02:26:14.454 --> 02:26:24.415 
Are we using systems that are fundamentally inaccurate in terms of the insights they 
provide for certain vulnerable public using that as the basis for decision making and 
policy making. 
 
1208 
02:26:25.764 --> 02:26:40.344 
Right. Great. Okay. If nobody else wants to chime in on that, we have a great question 
from our Facebook Live audience. Over the past year, China, along with other 
authoritarian countries have been pushing for a definition of human rights. 
 
1209 
02:26:41.514 --> 02:26:42.924 
More on safety, 
 
1210 
02:26:43.135 --> 02:26:45.504 
than on freedom and individual liberties, 



 
 
1211 
02:26:46.674 --> 02:26:47.784 
and I'll tack onto that, 
 
1212 
02:26:47.784 --> 02:26:49.944 
and some of our interviews with, 
 
1213 
02:26:50.305 --> 02:26:54.024 
even with some of the more successful open societies in Asia, 
 
1214 
02:26:54.895 --> 02:26:55.434 
you know, 
 
1215 
02:26:55.465 --> 02:26:57.594 
they often come to it from a, 
 
1216 
02:26:58.735 --> 02:27:03.684 
how can we protect our population from natural hazards, 
 
1217 
02:27:03.954 --> 02:27:09.625 
and in many ways making COVID-19 something very similar to 
 
1218 
02:27:09.625 --> 02:27:10.735 
a tsunami, right? 
 
1219 
02:27:10.795 --> 02:27:20.545 
So how can I use mobile location data for alerting to support safety? And it's more of a 
focus on safety than freedom. So, given, kind of, global pandemic as the needle. 
 
1220 
02:27:23.725 --> 02:27:35.604 



 
Has that view spread to other nations? How can we think about that? In, in your 
experience? I see a couple of heads nodding. Did you want to take that Vani or. 
 
1221 
02:27:37.375 --> 02:27:40.315 
Yeah. Okay Mustafa. No, no but yeah, go ahead Mustafa. 
 
1222 
02:27:42.629 --> 02:27:55.735 
Yes, so, I mean, it's not a particularly new phenomenon. I haven't seen any data that, I 
mean, I could be wrong, but that actually directly links the coronavirus situation to that 
argument of the right to security. Basically. 
 
1223 
02:27:55.735 --> 02:27:56.094 
So, 
 
1224 
02:27:56.485 --> 02:27:57.594 
within the human rights, 
 
1225 
02:27:57.625 --> 02:27:58.284 
architecture, 
 
1226 
02:27:58.315 --> 02:28:04.465 
At international level, things on the right to life the right to security some of the bedrock 
principles, 
 
1227 
02:28:04.465 --> 02:28:06.954 
you look at the foundation of the United Nations, 
 
1228 
02:28:06.954 --> 02:28:07.434 
and the, 
 
1229 
02:28:07.764 --> 02:28:10.465 
the universal declaration of 1948 talks about that, 



 
 
1230 
02:28:10.495 --> 02:28:12.055 
and so do alot of the governments. 
 
1231 
02:28:12.475 --> 02:28:26.364 
So, it's actually a very familiar phenomenon of lots of states, particularly, more autocratic 
States, talking about their obligation to respect the security and so unsurprisingly 
countries like China, Saudi Arabia. 
 
1232 
02:28:26.395 --> 02:28:36.684 
They've often spoken about that. And as I have used it, the national security and 
emergency lens to respond to corona, then, part of that has also been looking at that. 
 
1233 
02:28:37.495 --> 02:28:42.924 
So I think the short answer is yes, but I would also say, it's not a particularly new thing. 
 
1234 
02:28:42.924 --> 02:28:43.104 
It's, 
 
1235 
02:28:43.104 --> 02:28:45.625 
it's an old sort of discussion, 
 
1236 
02:28:45.655 --> 02:28:55.704 
and it's also part of that also quite old discussion now of seeking to claim that when 
citizens seek civil political rights, 
 
1237 
02:28:55.735 --> 02:29:03.745 
the right to speak their mind or to have a certain sexual identity or whatever it might be, 
that that's some sort of Western or non kind of. 
 
1238 
02:29:03.774 --> 02:29:07.284 
It's a foreign concept to us and so it fits within 



 
 
1239 
02:29:07.764 --> 02:29:21.864 
that situation. What corona does, I think and we've seen this in the research that we've 
done, for example, in the Gulf is that states have a ready excuse to basically say? Well, it's 
a safety issue. 
 
1240 
02:29:21.895 --> 02:29:36.264 
So it's a huge issue. One final point, I'll say is that, you know, many of you will have seen 
that countries, like Saudi Arabia have been on the United Nations, Human Rights 
Council. China gives a lot of money to the United Nations. 
 
1241 
02:29:36.264 --> 02:29:45.325 
So does the United Arab Emirates, countries which have very poor records on human 
rights. These countries are not stupid. 
 
1242 
02:29:45.444 --> 02:30:00.145 
They have a certain plan in mind in their funding, and that is in part around eroding our 
understanding of human rights. So, it's a very real issue. It’s something we have to be 
very worried about and really push against? Yes, Vani? 
 
1243 
02:30:03.684 --> 02:30:16.915 
But most, as I've mentioned, are stupid, and that's something. I think some of them are 
stupid, because it may not be a malicious. I return from the UK on March 13th to India 
and two days later 
 
1244 
02:30:16.915 --> 02:30:20.545 
I got a number of phone calls asking if I was okay. 
 
1245 
02:30:20.545 --> 02:30:34.854 
And, you know, if I was infected and, what the state government had done in India, had 
published an Excel sheet, flight details, who came from where, our pin code, our names, 
every detail. 
 
1246 



 
02:30:34.854 --> 02:30:37.704 
The first sheet even had the contact with the address, 
 
1247 
02:30:37.704 --> 02:30:39.504 
the full address where we live, 
 
1248 
02:30:40.110 --> 02:30:46.975 
and this wasn’t people who were, and not that it's alright for people who were infected 
to be exposed that way, but it was just these Excel sheets were 
 
1249 
02:30:46.975 --> 02:30:51.834 
put out online because they thought this was a way of, it was just stupidity. 
 
1250 
02:30:51.834 --> 02:31:06.204 
I don't think they were being malicious at all. They just put that out there and then there 
was a public uproar, so they took it down, but by then most people had all the 
information they needed. So, yeah, sometimes I think that just a knee-jerk reaction, and 
they come up with 
 
1251 
02:31:07.379 --> 02:31:13.495 
what they think are solutions but can be quite damaging. Right. No, I think that's a great 
point. 
 
1252 
02:31:16.434 --> 02:31:22.614 
Well, if nobody has an answer, wants to answer that question, I've got kind of the flip side 
to the question, which is, 
 
1253 
02:31:22.889 --> 02:31:36.565 
are there any countries we can look to as a model? A model that may have implemented 
policies regarding new tech for location tracking for mobile location tech used in contact 
tracing etc, 
 
1254 
02:31:36.565 --> 02:31:40.674 



 
that can also help safeguard human rights? 
 
1255 
02:31:40.704 --> 02:31:54.475 
I think we heard the, was it, the Norway, for example, where, you know, they've done the 
analysis, and they gave up. Are there places where on the international stage, where it's 
been done right 
 
1256 
02:31:54.475 --> 02:32:02.725 
and vulnerable public's rights have been protected and their well being has been better 
served? 
 
1257 
02:32:05.184 --> 02:32:18.235 
And, sorry, I'm looking for him. I'm not sure if I just saw Vani’s hand, if not, we'll go to 
Steven. Good, Steven. 
 
1258 
02:32:20.965 --> 02:32:21.174 
Yeah, 
 
1259 
02:32:21.174 --> 02:32:21.325 
no, 
 
1260 
02:32:21.325 --> 02:32:21.774 
I, 
 
1261 
02:32:21.774 --> 02:32:22.495 
I think it's a, 
 
1262 
02:32:22.495 --> 02:32:24.895 
it's a good question and, 
 
1263 
02:32:24.924 --> 02:32:25.254 
you know, 



 
 
1264 
02:32:25.254 --> 02:32:28.885 
in some ways to kind of relate it back to the prior question, 
 
1265 
02:32:28.975 --> 02:32:39.295 
particularly looking at questions about adding a security or safety to the human rights 
and how that has gained some residents in the East Asia context, 
 
1266 
02:32:39.534 --> 02:32:39.834 
I think, 
 
1267 
02:32:39.834 --> 02:32:40.165 
actually, 
 
1268 
02:32:40.795 --> 02:32:45.444 
it does present one or two examples of countries that have modeled a much better, 
 
1269 
02:32:45.475 --> 02:32:46.555 
more responsible, 
 
1270 
02:32:46.860 --> 02:32:47.575 
a response. 
 
1271 
02:32:47.575 --> 02:32:47.754 
So, 
 
1272 
02:32:47.754 --> 02:32:51.655 
I would look at Taiwan and also South Korea to, 
 
1273 
02:32:51.924 --> 02:32:52.735 
to some extent, 



 
 
1274 
02:32:52.764 --> 02:32:52.944 
you know, 
 
1275 
02:32:52.944 --> 02:33:07.674 
both strong democracies that have really put in place responsible practices when it 
comes to their COVID-19 tracing, have had very effective results because of what they've 
enabled, the protocols that they've been able to 
 
1276 
02:33:07.674 --> 02:33:09.145 
implement and have done 
 
1277 
02:33:09.145 --> 02:33:12.985 
so in a very different way than what we've seen in contrast to some of the other 
countries in the region, 
 
1278 
02:33:12.985 --> 02:33:13.344 
Particularly China, 
 
1279 
02:33:14.215 --> 02:33:16.104 
which has really been, 
 
1280 
02:33:16.315 --> 02:33:17.784 
used a very forceful, 
 
1281 
02:33:18.055 --> 02:33:22.735 
mandatory compliance regime in order to get, to try to stem the virus, 
 
1282 
02:33:22.735 --> 02:33:25.795 
so there I would look to that as a contrast, 
 
1283 



 
02:33:25.795 --> 02:33:29.184 
both as a response to the security at all costs, 
 
1284 
02:33:29.215 --> 02:33:31.584 
even if you tap down individual liberties argument, 
 
1285 
02:33:32.125 --> 02:33:34.915 
that China likes to make and others like Saudi Arabia as Mustafa mentioned, 
 
1286 
02:33:35.424 --> 02:33:37.225 
like to make and different you and for, 
 
1287 
02:33:37.674 --> 02:33:38.395 
but also, 
 
1288 
02:33:38.395 --> 02:33:40.825 
just in general, models that we can look to. 
 
1289 
02:33:44.184 --> 02:33:49.225 
Anyone else want to chime in on that? Maybe those are the two. 
 
1290 
02:33:49.225 --> 02:33:53.905 
I think Singapore was brought up also, 
 
1291 
02:33:53.905 --> 02:33:55.375 
as an example, 
 
1292 
02:33:56.010 --> 02:34:01.764 
and I know and as we are organizing and and doing research and interviewing different 
folks, 
 
1293 



 
02:34:01.944 --> 02:34:07.614 
it was an interesting kind of world of have and have nots where they were proactive in 
the use of the technology. 
 
1294 
02:34:07.764 --> 02:34:12.444 
It was used with accountability and openness as it related to Singaporeans. 
 
1295 
02:34:12.475 --> 02:34:25.344 
I'd say, kind of the mainstream, but then when it dealt with their migrant workers that 
were in densely packed housing, it was a little later in the game, 
 
1296 
02:34:25.344 --> 02:34:36.594 
but you started to see COVID-19 flare-ups in that part of the society. So, I think even in a 
society that's fairly squared away and using these technologies 
 
1297 
02:34:36.594 --> 02:34:48.774 
qell, you actually, it gives you an interesting lens on, kind of, what are flaws or changes in 
the societies armor and how they may not do things as well as even they thought they 
did. 
 
1298 
02:34:49.584 --> 02:35:03.985 
So, I think that that becomes an interesting question. Okay. So, I've got a few more, I 
think we can bring this thing in on time actually. So, you know, technologies often 
framed as liberating, 
 
1299 
02:35:04.284 --> 02:35:08.815 
but each of you have provided examples of technology being used to repress. 
 
1300 
02:35:09.000 --> 02:35:23.694 
Right? So I wanna get the total list down there. We've talked about cell phones, we 
talked about facial recognition, I heard Vani talk about ID cards. What is the mix of tech 
that makes up this overall, 
 
1301 



 
02:35:23.905 --> 02:35:35.815 
you know, I don't know, texture, this fabric, that we as individuals either have to rely on, 
you know, to make our lives better or that we have to be wary of that 
 
1302 
02:35:35.844 --> 02:35:44.545 
it may actually, you know, undermine our, you know, our well-being. Is there something 
we haven't covered? Cell phones? 
 
1303 
02:35:44.545 --> 02:35:51.174 
Facial recognition ID cards? What else comes to mind for you guys? 
 
1304 
02:35:53.395 --> 02:36:03.655 
Vani? In the Gulf, a lot of the companies use fingerprinting to access your workspace and 
to mark your attendance as well. 
 
1305 
02:36:05.250 --> 02:36:16.254 
Private company, so it's a little yeah. Okay. Mustafa, I think one other thing to mention, it 
sort of has been brought up before as well. 
 
1306 
02:36:16.284 --> 02:36:30.235 
Is that this whole use of big data to do modeling and machine learning around people's 
preferences and practices so you see that a lot with very big companies, and even 
smaller companies to sell us products but we've seen in our political life, 
 
1307 
02:36:30.385 --> 02:36:41.545 
certainly in the UK, I think in the US as well, we had these analytical firms that were 
selling the data that they got from all sorts of sights to work out political strategies. 
 
1308 
02:36:42.024 --> 02:36:55.854 
You know, there's lots of concerns about the advertising and the political contents that 
you might be seeing on your browser is tending to put you into, so, in a category based 
on your deemed preferences politically or socially. 
 
1309 



 
02:36:55.854 --> 02:37:05.905 
And so I think that is also another thing to look at, that, we’re in a way, being atomized, 
but also put into these divided categories, which actually makes it harder to reach out to 
people. 
 
1310 
02:37:05.934 --> 02:37:20.034 
So, I mean, in authoritarian societies there’s an element of that as well. And you see in 
some respects, less of it, because there's less independent political debate, but at the 
same time, I mean, I've read some literature about this. 
 
1311 
02:37:20.034 --> 02:37:32.815 
I think it's very hard to get a lot of evidence about it, but it seems to be that these 
authorities are also doing it on their citizens to really get a sense of what kinds of 
personality traits they might have? Who might be a high risk in terms of 
 
1312 
02:37:33.149 --> 02:37:34.584 
being a political activist? 
 
1313 
02:37:34.584 --> 02:37:48.985 
And let's face it, there's lots of money to be made. People that I've often, ex-intelligence 
service people that are involved in selling their services to these regimes that are looking 
to track citizens. 
 
1314 
02:37:48.985 --> 02:37:49.284 
So, 
 
1315 
02:37:49.284 --> 02:37:49.614 
yeah, 
 
1316 
02:37:49.645 --> 02:37:50.334 
there are, 
 
1317 
02:37:50.395 --> 02:37:50.604 



 
you know, 
 
1318 
02:37:50.604 --> 02:37:53.004 
in terms of that tapestry that you talked about Chris, 
 
1319 
02:37:53.940 --> 02:38:01.014 
I think there are efforts to to bring that altogether and our regulation on the public level, 
 
1320 
02:38:01.014 --> 02:38:06.145 
our ability to capture and to then monitor those things is way behind. 
 
1321 
02:38:06.204 --> 02:38:07.735 
and that's really quite troubling. 
 
1322 
02:38:09.360 --> 02:38:23.934 
Great. Yes, Steven? I mean, I agree in general about the kind of ID, liberation technology, 
and whether we've completely lost the, you know, the impetus behind that, the rep 
behind that. 
 
1323 
02:38:23.934 --> 02:38:34.614 
And I struggle a lot myself in terms of kind of grappling with whether we are completely 
in a new environment of digital repression, or whether it's better as a struggle. 
 
1324 
02:38:35.065 --> 02:38:40.764 
And I do think it is the latter that, despite everything we've discussed today. 
 
1325 
02:38:40.764 --> 02:38:41.424 
And in some ways, 
 
1326 
02:38:41.424 --> 02:38:41.575 
you know, 
 



 
1327 
02:38:41.575 --> 02:38:44.694 
I think we're sort of, because of the nature 
 
1328 
02:38:44.725 --> 02:38:46.315 
of this panel and the subject matter, 
 
1329 
02:38:46.315 --> 02:38:56.454 
we're all sort of focusing on the ways in which this technology is used in exploited ways 
and violating ways, particularly against vulnerable publics. 
 
1330 
02:38:56.454 --> 02:39:07.555 
But there are also political truce in terms of how technology has allowed for voices to be 
heard and political movements to form, 
 
1331 
02:39:07.555 --> 02:39:11.334 
particularly lowering the transaction costs for political mobilization, 
 
1332 
02:39:11.700 --> 02:39:13.524 
that continue to have real effects. 
 
1333 
02:39:14.034 --> 02:39:14.395 
You know, 
 
1334 
02:39:14.454 --> 02:39:16.350 
the places like Algeria, 
 
1335 
02:39:16.344 --> 02:39:17.065 
Sudan, 
 
1336 
02:39:17.094 --> 02:39:17.754 
most recently, 



 
 
1337 
02:39:17.754 --> 02:39:19.825 
Armenia a few years ago, 
 
1338 
02:39:19.885 --> 02:39:20.725 
and so forth, 
 
1339 
02:39:20.725 --> 02:39:22.465 
where you are seeing that, 
 
1340 
02:39:22.465 --> 02:39:30.264 
the ability of networks to continue to stand and be resilient to authoritarian pressures 
and to connect people, 
 
1341 
02:39:30.504 --> 02:39:32.905 
particularly those of different opposition, 
 
1342 
02:39:34.495 --> 02:39:45.715 
orientation, to get to organize against autocrats can be a powerful thing. And I don't 
think that one aspect will prevail over the other. 
 
1343 
02:39:45.715 --> 02:39:59.184 
I think it will continue to be a cat and mouse struggle, and it'll be context specific and it'll 
depend on the country itself, and the ability of activists to be able to use encrypted apps, 
more actively Telegram, for example, Signal and others. 
 
1344 
02:39:59.665 --> 02:40:10.555 
So, we have to be smart about it and governments will find ways to exploit vulnerabilities 
in order to penetrate those. But it's not necessarily a one-sided street at this point. 
 
1345 
02:40:10.555 --> 02:40:19.674 



 
I don't think we're in a total digital repression context where that's the only lens we look 
at. It's complicated, it's nuance, but there are opportunities as well. 
 
1346 
02:40:20.004 --> 02:40:30.385 
I don't think we fully lost the liberation technology, idea, ethos, even though it's badly 
damaged to be honest, right? Yeah. 
 
1347 
02:40:30.444 --> 02:40:39.954 
Vani, please. I have a question that maybe Steven or Andrew could answer. So there's a 
lot of paranoia with technology, right? 
 
1348 
02:40:40.584 --> 02:40:55.194 
If you're constantly being watched, last week or the week before Twitter introduced 
voice notes, like, voice Twitter, and there was this whole explosion of commentary on 
that, say, because you're going to be masked and facial recognition will not work as well, 
 
1349 
02:40:55.225 --> 02:40:56.815 
now they're trying to mine your voice. 
 
1350 
02:40:57.120 --> 02:41:07.555 
How is this, how do you kind of differentiate whether this is paranoia and we need to, 
like, really stay away or there is some truth to all these conspiracy theories on what 
 
1351 
02:41:07.825 --> 02:41:12.864 
protect us? And then going back to, you know, a lot of the technology 
 
1352 
02:41:12.864 --> 02:41:23.604 
now, it's not children who are introducing us to it and with online schooling, we are kind 
of, we don't know if the schools know what they're doing, the educational institutions, 
unless spending numerous hours on it. 
 
1353 
02:41:23.604 --> 02:41:37.704 



 
So, I would love to hear from Andrew, I think there was a question in the Q and A on how 
do we really, you know, negotiate that with our children and make sure that in terms of 
the current COVID-ban? Andrew? 
 
1354 
02:41:40.405 --> 02:41:46.434 
An easy one, no, it's a huge and really tricky question. 
 
1355 
02:41:46.434 --> 02:41:50.155 
And one that I think is really emerging in real time, 
 
1356 
02:41:50.215 --> 02:41:56.125 
because more and more families are being faced with this question of education 
technology 
 
1357 
02:41:56.125 --> 02:42:06.174 
being in their homes day in and day out and monitoring and, kind of, back to what I was 
mentioning, being quantifying the activities and behaviors of children, 
 
1358 
02:42:07.315 --> 02:42:16.284 
and I'm frankly not sure that there is a really clear kind of roadmap to how to mitigate 
risks that might arise from that. 
 
1359 
02:42:16.315 --> 02:42:21.024 
I think one thing that I would encourage, 
 
1360 
02:42:21.055 --> 02:42:26.635 
I guess parents to do in particular is to get in touch with administrators at school, 
 
1361 
02:42:26.635 --> 02:42:33.475 
who are leveraging these, kind of, new technologies and understanding what the 
agreements put in place entail. 
 
1362 



 
02:42:33.745 --> 02:42:42.565 
What issues, like, data retention might look like, if at all, if there are clear answers or 
justifiable answers to some of these questions. 
 
1363 
02:42:42.565 --> 02:42:54.924 
And I would push back, which I recognize is much easier said than done, when talking 
about a school system interacting with a third party vendor in many cases. But I think 
that that issue of 
 
1364 
02:42:56.155 --> 02:43:02.694 
of what is in the agreed, in those agreements. What kind of information is being 
quantified and passed between parties. 
 
1365 
02:43:02.694 --> 02:43:17.485 
And how long is that information being held as it's really unclear at the current moment 
as it relates to ed-tech, and especially as more and more, kind of, entrants are moving 
into this space due to the absolutely exploding need for those kind of services. 
 
1366 
02:43:18.834 --> 02:43:20.784 
So that's one, and I think generally, 
 
1367 
02:43:21.325 --> 02:43:27.895 
being conscious of putting children's information online in general terms is something 
that's really important, 
 
1368 
02:43:28.229 --> 02:43:28.915 
whether it's, 
 
1369 
02:43:29.305 --> 02:43:29.514 
you know, 
 
1370 
02:43:29.815 --> 02:43:33.084 
images that could eventually feed into facial recognition algorithms, 



 
 
1371 
02:43:34.315 --> 02:43:36.774 
information on behavior and movement patterns. 
 
1372 
02:43:37.075 --> 02:43:48.024 
All of that information needs to be considered, I think, really closely and again, and 
whether there's a clear value to be created from generating or sharing that kind of data. 
 
1373 
02:43:48.329 --> 02:43:54.024 
Because, as I kind of  mentioned at the beginning, children are being quantified for their 
entire lives. 
 
1374 
02:43:54.239 --> 02:43:59.155 
And as more and more data points in data streams are created, 
 
1375 
02:43:59.485 --> 02:44:08.514 
it only leads to more questions about what future data could be linked to those existing 
data sets to create new sensitivities or risks that, 
 
1376 
02:44:08.995 --> 02:44:11.694 
that we aren't even in a position to anticipate at this point. 
 
1377 
02:44:13.049 --> 02:44:23.274 
Right, if there's not another response to that, I don't want to cut anybody off, but we 
have a few more questions to get out there. 
 
1378 
02:44:23.844 --> 02:44:36.385 
Vani, you actually talked about, there is this data that is, kind of, being used tactically in 
positive ways to prevent trafficking or to help rescue people from abuse etc. 
 
1379 
02:44:36.924 --> 02:44:38.754 
But where can one find, 



 
 
1380 
02:44:38.754 --> 02:44:40.584 
it's kind of a different set of data, 
 
1381 
02:44:40.614 --> 02:44:42.745 
or maybe one feeds into the other, where can one 
 
1382 
02:44:42.895 --> 02:44:43.375 
find 
 
1383 
02:44:43.405 --> 02:44:45.715 
reputable mapping data, 
 
1384 
02:44:45.924 --> 02:44:46.495 
spatial 
 
1385 
02:44:46.495 --> 02:44:46.825 
data, 
 
1386 
02:44:46.825 --> 02:44:47.215 
spatial, 
 
1387 
02:44:47.215 --> 02:44:47.965 
temporal data, 
 
1388 
02:44:48.114 --> 02:44:54.475 
regarding the rise of abuse trafficking in countries during COVID, 
 
1389 
02:44:54.475 --> 02:45:00.114 
or between countries during COVID and are there links to the best practice 
 



 
1390 
02:45:01.645 --> 02:45:16.405 
one can use to, kind of, use an outreach to inform and raise awareness, I assume. Yeah, 
go over to Vani first, or yeah. Go ahead. Vani? 
 
1391 
02:45:17.309 --> 02:45:28.975 
So, on our website, migrant-rights.org,  you will see a map, we mapped these map 
abuses, and we, mine data from media, from what's reported to us. 
 
1392 
02:45:29.274 --> 02:45:42.084 
And so you will get a view of, you know, what kind of abuses. So, the category of abuses, 
which countries, how often, how many people affected, it's not up to date, because it's 
very time intensive. 
 
1393 
02:45:42.354 --> 02:45:47.995 
That's the only way we can get data and the Gulf, because they're very guarded about 
the data. 
 
1394 
02:45:48.204 --> 02:46:02.965 
It's not desegregated, even the countries that provide data will not give you 
nationality-wise breakdowns and we tried to provide that. In terms of carrying data over 
to countries, there was a question regarding that, 
 
1395 
02:46:03.684 --> 02:46:13.254 
it doesn't concern now because we don't know how much information is being 
exchanged between countries, in terms of people being repatriated, people being sent 
back. 
 
1396 
02:46:13.465 --> 02:46:23.514 
So they are undergoing two sets of tests, but we don't know what are the information is 
being exchanged. So, I'm not clear about that, but in terms of mapping of these abuses, 
there's something on our website that I can check out. 
 
1397 
02:46:25.735 --> 02:46:28.614 



 
Great. Does anybody else want to chime in on that? 
 
1398 
02:46:31.344 --> 02:46:31.854 
Okay, 
 
1399 
02:46:32.905 --> 02:46:38.274 
so I've got two more questions before we wrap up and I, 
 
1400 
02:46:38.274 --> 02:46:39.834 
and I think 
 
1401 
02:46:40.049 --> 02:46:42.655 
they're both kind of important and a little bit stark, 
 
1402 
02:46:42.895 --> 02:46:43.165 
you know, 
 
1403 
02:46:43.165 --> 02:46:47.844 
one is from someone tuned in from Brazil is, 
 
1404 
02:46:47.875 --> 02:46:48.145 
you know, 
 
1405 
02:46:48.145 --> 02:46:49.225 
very focused on, 
 
1406 
02:46:49.254 --> 02:46:49.614 
you know, 
 
1407 
02:46:50.514 --> 02:46:52.165 
it's easy to talk about all this, 



 
 
1408 
02:46:52.165 --> 02:46:53.995 
the negative implications of all this tech, 
 
1409 
02:46:53.995 --> 02:46:56.729 
but there's some places that don't have the tech, right? 
 
1410 
02:46:57.235 --> 02:47:08.815 
And, it's more of a decision of, trying to get goodness, get the tech deployed so that 
people can benefit from it, you know, in a kind of more basic way. 
 
1411 
02:47:09.805 --> 02:47:15.655 
You know, some people we sometimes, we may call that like, we're talking about rich 
people problems here. Even though, we know we're not. 
 
1412 
02:47:16.735 --> 02:47:26.514 
So does anybody want to talk about, you know, the dilemma that we have, where we're 
actually trying to get these technologies in people's hands to improve their life? 
 
1413 
02:47:26.815 --> 02:47:35.215 
But then by putting it in their hands, they become kind of targets in this larger, set of 
issues. Does anybody want to, just, kind of chime in on that? 
 
1414 
02:47:37.704 --> 02:47:42.114 
Steven, it's a great, it's a great point. 
 
1415 
02:47:42.114 --> 02:47:55.704 
It's a, it's a huge dilemma, and I can think of a number of countries where, that issue on 
the one hand, trying to bring about tech for good find ways to use technology to 
improve economic potential, 
 
1416 
02:47:55.704 --> 02:48:09.325 



 
livelihoods is a real thing. I mean, a couple of countries that come to mind where I've 
spent significant time. Rwanda is a good case in point, Ethiopia as well. You know, that's 
where you have a real push by the government 
 
1417 
02:48:09.325 --> 02:48:22.975 
on the one hand, which has led to sustained economic development to bring in greater 
internet connectivity, to build the tech sector, to support star and so forth. 
 
1418 
02:48:22.975 --> 02:48:37.014 
But you also have two regimes, where in Rwanda in particular, that are extremely 
authoritarian and have, you know, undertaken documented human rights violations and 
that broke very little dissent. So how do you, how do you bring the two strands together? 
 
1419 
02:48:37.045 --> 02:48:50.905 
You know, what's the balance between the one hand saying, look, people need to find 
out, you know, the economic rights of citizens is important, but the political rights on the 
one hand are suffering because of this on the economics side. 
 
1420 
02:48:52.495 --> 02:49:02.635 
You know, I can give you a dilemma, I don't have good answers for that other than to say 
that the work is hard and must continue to push on the political side as well and that 
 
1421 
02:49:03.565 --> 02:49:15.295 
since an individual shouldn't be denied the ability to access the technology simply 
because governments will exploit it for political objectives, that we need to find a way to, 
to thread the needle and do both. 
 
1422 
02:49:15.684 --> 02:49:22.135 
And it's incumbent upon all is to be creative about that and work with the technologies 
to build in place the right safeguards. 
 
1423 
02:49:22.284 --> 02:49:31.014 
So, at least it’s harder that there's more friction when it comes to governments, do bad 
things with, with this, these types of instruments, these tools. 



 
 
1424 
02:49:32.125 --> 02:49:37.194 
That's great unless somebody else was chiming on that. I got one last. Oh, go ahead, 
Vani. 
 
1425 
02:49:39.659 --> 02:49:51.024 
So, female domestic workers in the Gulf, are highly isolated, they live within households, 
and they don't have contact with anyone else. And then their abuse, they're not able to 
file a complaint. 
 
1426 
02:49:51.389 --> 02:49:51.629 
So, 
 
1427 
02:49:51.625 --> 02:49:52.104 
in fact, 
 
1428 
02:49:52.104 --> 02:49:53.155 
Saudi Arabia, 
 
1429 
02:49:53.184 --> 02:50:05.094 
it's recent bilateral agreements with sending countries, has made the point that every 
female domestic live in domestic workers should be given a phone and SIM card 
because they recognize that, 
 
1430 
02:50:05.094 --> 02:50:06.625 
might break their isolation. 
 
1431 
02:50:07.315 --> 02:50:20.875 
I thought, for instance, now, through the visa center, speed departure, the workers get a 
phone number, which they can, once they land, they're able to get some cut. So there 
are these things where, you know, in terms of just breaking isolation, 
 
1432 



 
02:50:21.235 --> 02:50:29.844 
there are some moves being made to ensure workers have access to medication. It's too 
early to say how it's being implemented and how it might be exploited. 
 
1433 
02:50:31.825 --> 02:50:41.184 
Well, that's that's a great point. I mean, I'm actually going to use that to bonus into my 
last question because the last question, we've heard a lot of negative things, right? 
 
1434 
02:50:41.184 --> 02:50:55.674 
Because there's a lot of bad things happening to vulnerable populations around the 
world and frankly, I think they're going to educate our larger debate as we hold more 
blue-ribbon panels on this topic into the future. But what does good look like, right? 
 
1435 
02:50:55.674 --> 02:51:00.985 
Vani just gave us a great example of a couple of pieces of progress. 
 
1436 
02:51:01.975 --> 02:51:03.534 
What does good look like, like, 
 
1437 
02:51:03.534 --> 02:51:16.104 
what are the handful of things that you think are reasonable that could be done, that are 
being done or in the works that could improve the lot of vulnerable publics using mobile 
 
1438 
02:51:16.104 --> 02:51:21.594 
location tech in an era of COVID-19 and beyond? Anybody? Any good signs out there? 
 
1439 
02:51:25.495 --> 02:51:28.944 
Wow. Deafening silence that. Okay, go ahead, Mustafa. 
 
1440 
02:51:32.364 --> 02:51:46.915 
That there are necessarily a sweeping, a ray of solutions, but I think there's a couple of 
things that we can look at. I mean, in the EU, you have the GDPR, which are the, 



 
basically, the data protection regulations. You have them in the UK, and a lot of 
developed countries have them too. 
 
1441 
02:51:47.485 --> 02:51:55.375 
I mean, it's actually quite a useful guideline for the kinds of steps you can take from start 
to finish in terms of, you know, someone simply going on a website. 
 
1442 
02:51:55.704 --> 02:52:05.815 
If you're handling data, lots of countries have information commissioners that also 
provide lots of really useful information. Now, we often balk at these things. We think of 
this as bureaucracy. 
 
1443 
02:52:05.815 --> 02:52:17.245 
But, in fact, if you were to,  in fact, implement those requirements, I mean, even in my 
own organization, because we handle such data, all of our work is around that 
regulation. And we find that very useful. 
 
1444 
02:52:17.639 --> 02:52:30.864 
I think one of the key things is, number one, consultation. You need to consult with the 
people that your technology is seeking to monitor or even assist them, you need to ask 
them what are their needs? 
 
1445 
02:52:31.405 --> 02:52:38.274 
Do they understand what we will be doing with their information? That's one thing. The 
second thing is, and I know I’m bein very broad. 
 
1446 
02:52:38.274 --> 02:52:53.094 
I can’t give specific examples but that the second thing is accountability. The person that 
is capturing the person, metaphorically, speaking, it could be an institution for a number 
of different actors. You know, what's the accountability over that person? 
 
1447 
02:52:53.815 --> 02:52:56.965 
For example, if in Norway, authorities, even in Norway, 
 



 
1448 
02:52:57.684 --> 02:53:06.114 
as Mark, and others mentioned, we're at a point where they're realizing, you know what 
this is too much power for us to have. We have to turn up the switch that you have to 
have that as well. 
 
1449 
02:53:06.204 --> 02:53:16.704 
People realizing that there are limits to what they can achieve. If you don't have those 
two things consulting with, in human rights we call that the rights holder, the person on 
the one hand. 
 
1450 
02:53:16.735 --> 02:53:24.745 
On the other hand, you don't have accountability mechanisms for us to monitor the 
monitors, then you're going to face all sorts of issues. 
 
1451 
02:53:24.745 --> 02:53:24.985 
So, 
 
1452 
02:53:25.194 --> 02:53:26.995 
I think those are really key things and, 
 
1453 
02:53:26.995 --> 02:53:29.004 
and they’re positives and, 
 
1454 
02:53:29.004 --> 02:53:29.545 
you see, 
 
1455 
02:53:29.995 --> 02:53:38.155 
there are technologies out there that have made doing our work and being expressing 
our human rights easier than before like, 
 
1456 
02:53:38.215 --> 02:53:42.055 
several mentioned with things like Signal, What's App, and 



 
 
1457 
02:53:42.055 --> 02:53:43.344 
other ways that, 
 
1458 
02:53:43.344 --> 02:53:43.764 
in fact, 
 
1459 
02:53:43.795 --> 02:53:46.584 
that technology has liberated us in a way that, 
 
1460 
02:53:46.614 --> 02:53:46.854 
you know, 
 
1461 
02:53:47.034 --> 02:53:48.264 
my organization, 
 
1462 
02:53:48.264 --> 02:53:49.375 
the majority of my team, 
 
1463 
02:53:49.975 --> 02:53:50.514 
are low-wage, 
 
1464 
02:53:50.545 --> 02:53:52.075 
migrant workers in places, 
 
1465 
02:53:52.075 --> 02:53:57.204 
like the Gulf that work would not be possible to be done safely without those 
technologies. 
 
1466 
02:53:57.204 --> 02:54:01.165 
So, yeah, we can't forget that either. Great. 



 
 
1467 
02:54:02.399 --> 02:54:09.745 
Who else wants to go on the lightning round, Steven? Building off of Mustafa’s point, 
you know, 
 
1468 
02:54:09.745 --> 02:54:09.954 
I, 
 
1469 
02:54:09.954 --> 02:54:19.254 
I think technology also has the ability to get power to individuals into whole 
governments accountable, in that, location monitoring, 
 
1470 
02:54:19.254 --> 02:54:32.245 
in particular, can play a really important role in ensuring that there's accurate, comes too 
charges that activists or others or citizens would a ledge against the government for 
certain abuses. 
 
1471 
02:54:32.274 --> 02:54:35.245 
I can think of things like George Floyd, 
 
1472 
02:54:35.545 --> 02:54:37.495 
I can look at situations, 
 
1473 
02:54:37.495 --> 02:54:40.885 
like the massacres that took place by security forces in Sudan, 
 
1474 
02:54:41.159 --> 02:54:42.354 
in Iran last year, 
 
1475 
02:54:42.805 --> 02:54:49.944 
been under the cover of an internet shutdown that later on, because of documentation 
that took place from mobile phones, 



 
 
1476 
02:54:50.725 --> 02:55:03.834 
that were timestamped with specific dates and locations, we're able to, kind of, verify 
atrocities that took place. And in the case of Sudan, led to a groundswell that actually 
upended the existing regime. 
 
1477 
02:55:04.135 --> 02:55:19.075 
So, you know, and certainly, you look at the Hong Kong protests, and the ways that 
activists were able to organize into specifically, spotlight were police forces were 
massing in order to avoid, you know, violence in particular sections of the city. 
 
1478 
02:55:19.409 --> 02:55:27.625 
I mean, there are many ways where, when at this and individuals are empowered by this 
technology, they can really use to good effect. So, I do think there are many 
 
1479 
02:55:27.870 --> 02:55:35.334 
positive examples of holding into account those who are in power, particularly autocrat, 
autocratic regimes where this technology can have a lot of use. 
 
1480 
02:55:41.965 --> 02:55:55.495 
I’m going to wind this down. Okay, well, out of respect for everybody's time and in 
particular, our panelists, who have just given us three hours of their lives and their 
insights. 
 
1481 
02:55:56.125 --> 02:56:07.915 
I'd like to say, thank you. Before I go through all my, thank yous. I’d like to point out that 
this is the first in a series of blue-ribbon panels. 
 
1482 
02:56:08.725 --> 02:56:17.875 
We thought it was important to start with these world, international perspectives on 
vulnerable publics. Next week, 
 
1483 
02:56:17.905 --> 02:56:24.684 



 
we will actually have, what we call, a leadership spotlight with former UN Ambassador, 
Samantha Power. 
 
1484 
02:56:25.795 --> 02:56:29.635 
We will then reprise the discussion on vulnerable publics, 
 
1485 
02:56:29.905 --> 02:56:33.385 
a focus on the US context specifically, 
 
1486 
02:56:33.745 --> 02:56:37.225 
and then bringing in a series of national security leaders, 
 
1487 
02:56:37.764 --> 02:56:39.174 
former Deputy Director of the NSA, 
 
1488 
02:56:39.774 --> 02:56:40.165 
the former, 
 
1489 
02:56:40.405 --> 02:56:41.454 
former principal, 
 
1490 
02:56:41.454 --> 02:56:48.024 
Deputy DNI, briefers of the President of the United States, 
 
1491 
02:56:48.024 --> 02:56:50.965 
former Director of the Defense Intelligence Agency, 
 
1492 
02:56:51.174 --> 02:56:51.594 
have been 
 
1493 
02:56:51.594 --> 02:57:00.084 



 
defending the business of surveillance for a very long time in the context of American 
democracy and opportunities to learn from them. 
 
1494 
02:57:00.325 --> 02:57:07.165 
So, we have an exciting set of panels, that won't just be these three. It'll be going all 
summer long. So, we encourage you to tune in. 
 
1495 
02:57:07.764 --> 02:57:08.364 
Next slide, 
 
1496 
02:57:09.295 --> 02:57:14.125 
but I would like to thank all of our panelists, Mark, 
 
1497 
02:57:14.155 --> 02:57:16.405 
Steve, Mustafa, Vani, Andrew, 
 
1498 
02:57:16.434 --> 02:57:23.245 
thank you so much for sharing your insights with our community here. To point out to 
everyone that these will be videotaped sessions. 
 
1499 
02:57:23.305 --> 02:57:33.565 
No one has a video tape, that these will be recorded sessions. They'll be available on the 
internet for all to see, and thank you, especially to the Henry Luce Foundation for their 
sponsorship of this important dialogue. 
 
1500 
02:57:33.924 --> 02:57:46.075 
So, please stay tuned for these future panels. Visit our website at ethicalgeo.org for 
updates and share your thoughts on this discussion at #LocationTechTaskForce on 
Twitter and on Facebook. 
 
1501 
02:57:46.434 --> 02:57:59.155 



 
So, thanks to all of you and take care, be safe and healthy. Thank you so much. Thank 
you, Chris. Thank you so much. Thanks. Everyone have a great weekend. Thank you all. 
You too. 
 


